
By Lawrence Moule
Co-Editor, Municipal Interface

M
ISA BC and three of its member municipalities
are developing tools for municipal IT departments
to benchmark their activities and measure their

service performance.
In addition, the BC and Ontario chapters of MISA

have jointly agreed to provide financial support for a
national survey designed to measure how well munici-
palities serve businesses.

The various initiatives are designed to meet the
growing need for municipal IT departments to be able
to compare and measure their activities against those of
other municipalities, and ultimately other organizations.

This has never been possible before on a consistent,
widespread basis. By this fall, however, results of a
British Columbia survey will provide a picture for bench-
marking purposes of what municipal IT departments do,
and how they operate.

The survey, scheduled to be launched May 6 at the
MISA BC Spring Meeting at Dunsmuir Lodge in Victoria,
has been jointly created by MISA BC and KPMG LLP, an
associate member of the chapter.

To be available online via the MISA BC Web site
www.misa.bc.ca, the survey is designed to be completed
in 15 minutes or less. It will gather operational and
benchmarking statistics from MISA BC member munici-
palities. It will ask, for example, how many staff are
employed in a municipality’s IT department and what
type of applications the department supports. It will
also determine the average response time to help-desk
queries and whether any IT functions are outsourced.

Delving further, the survey will seek to gather statis-
tics on IT staff costs, and the total costs of hardware 
and software.

“The idea is to find out how IT departments operate
in municipalities of various sizes and identify peer groups
of departments, so comparisons can be made on an
equivalent basis,” says David Hennigan, treasurer of
MISA BC and director of information technology for the
Capital Regional District.

Hennigan is chair of the steering committee leading
the Local Government Information Technology
Benchmarking Survey. Other members of the committee
are: Gordon Gunn, senior principal with KPMG, Victoria;
Per Kristensen, chief technology officer of the City of
Nanaimo; Stephen Norton, manager, information systems
for the City of Victoria; and Sandra Simola, network
administrator for the Regional District of Fraser-Fort
George and chair of the MISA BC 2003 Fall Conference,
to be held September 22-24 in Prince George.

Results of the survey will be published in a section of
the MISA BC Web site accessible by password to repre-
sentatives of member municipalities. Municipalities will
be able to compare their operating functions and
(Continued on page 7)
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W
ell folks, it's been a great two-year term rep-
resenting MISA Ontario. Some parting words
cannot give full expression to the fact that

I’ve relied on so many other people to keep the fire stoked.

I’ve enjoyed the collegial relationship our members
have established with our partners like the Province of
Ontario, associations of community telecom providers,
the municipal managers association, the Public Sector
CIO Council, and even our international affiliations with
similar organizations in the US and overseas.

Despite the tremendous market volatility affecting
our associate members, we continue to have them exceed
our expectations for quality of products and services.

Judging by the growing trail of e-mail distributions
among municipal IT managers, I’m amazed at the diver-
sity of the challenges facing people across Canada and
our ability to create unique and innovative solutions for
our clients.

Congratulations to MISA BC in achieving legal status
as a non-profit society. It’s a reflection of the vigour of
the BC chapter and of the dedication of the people
whose many hours of work made it happen, including
Frank Mayhood, Mary Ellen Callaghan, Brian Sameshima
and Cindy Turner.

Congratulations also to our new chapters in the
Prairies, headed by Peter Bennett in Winnipeg, and
Atlantic Canada, led by Donna Waddell of Charlottetown.
The integration of these chapters and the creation of
potential new ones into a cohesive force across Canada
will take time and a good combination of patience
and vigilance, but the critical mass is already there.

With such a national voice, municipalities will have a
stronger impact on the development of e-government
services acrss Canada. Meetings such as the 2003 Lac
Carling conference, coming up at the end of May, will 
be more productive for municipalities acting within a
cooperative organization.

Lac Carling will also be interesting for its opportunities
to discuss benchmarking and performance-measurement
issues. As the cover story of this issue illustrates,
municipalities in BC are taking the lead in finding ways

to address the growing need for benchmarking municipal
IT departments on a reasonable and consistent basis.
Now that municipalities can talk to each other through
regionally organized bodies, accomplishments and inno-
vations in one region can spread more quickly to others.

The professional advice and knowledge base garnered
as a result of the growth of MISA is impressive, whether
in the form of our journal, Web site information, e-mail,
teleconference communiques and – my favourite – face-
to-face communications with other members at regional
events, committees and conference meetings.

I look forward a great deal to the MISA Ontario annual
conference in Hamilton and invite colleagues from across
Canada to attend. Louis Shallal, Fred Snelling and their
team in Hamilton have put together a conference that
promises to be a match for the recent conferences in
London and Kingston – a bar that was set very high.

The personal touch of MISA events becomes critical
when you think about the accelerating pace of change on
the one hand, and the demands for client and citizen-
centred solutions that grow continually, often in the face
of inflated expectations.

The IT manager’s dual role of offering potential solu-
tions while tossing in the necessary reality check makes
us particularly vulnerable to the brunt of organizational
and user frustration. In times like this, our professional
relationship with our colleagues in other organizations
can be critical as a coping strategy and as a mechanism
for renewal.

To balance the growing emphasis on hard measur-
able “outcomes,” I believe that another secret to success
lies in the process of engaging with our clients and
counterparts. One of the best resources for improving
upon this is the connection we make with our fellows in
other organizations.

So it is with a sense of naïve wonder that I thank
MISA members past, present and future for their 
kindness and generosity in making a tough job a whole
lot easier.

jdehoop@city.kingston.on.ca.�

KEEPING IN TOUCH

MISA Makes a Tough Job Easier
By Jim deHoop
President, MISA Ontario
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By Harry Turnbull
City of Windsor

M
ISA Ontario is urging the
Ontario government to
include existing community-

based networks in its plan to build
an integrated communications 
network to link all government
organizations in the province.

At a meeting on April 4, MISA
executives discussed the role of
municipalities in the province’s
Integrated Network Project (INP).

This project was designed to pro-
vide a common network for all
Ontario public-sector organizations,
including municipalities and those
in the broader public service (BPS).

The Executive strongly supported
the position that, wherever possible,
provincial connections into a com-
munity should take advantage of
the community-based networks
(CBNs) that already connect many
BPS organizations.

A pilot project in Windsor
involving the province, EDS,

WEDnet, the City of Windsor and
Regional Networks for Ontario is
testing this approach. It provides 
a connection from the Human
Services cluster at the province 
to the CBN in Windsor (WEDnet) 
for the SDMT project for Social
Services. WEDnet then distributes
the service using the existing net-
work infrastructure. The pilot is
expected to show significant 
savings once another provincial 
service is put in place using the
same connection.
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MISA Ontario Conference
Trade Show Sets Record

T
he 2003 MISA Ontario
Conference and Trade Show
will feature more exhibit

booths than any previous confer-
ence – and they are all sold out.

The trade show has been
expanded by about one-third this
year to 60 booths to meet demand
from associate members, who con-
sistently find the conference an
excellent business event.

Conference Coordinator Fred
Snelling of the City of Hamilton, host
city for the conference to be held
June 1-4, says the booths were sold
out by the end of April.

“We have a waiting list for booths,”
he says. “It is encouraging to see the
vendors realize the value in attending
the MISA conference.”

The conference program, which
can be viewed at www.hamilton.ca/
city-hall/Information-Technology-
Services/MISA/program-schedule.asp,
includes a professional development
program with topics such as customer

service, mobile computing, project
management, security/privacy and
portals. There is also a technology
focus stream dealing with numerous
issues such as strategic planning and
Bill C-6.

Monday, June 2 will begin with 
a keynote speech from Nick Bontis,
professor of strategic management
at McMaster University, who will
speak on knowledge management.
Following this is a stream on knowl-
edge management, including a 
presentation by Mike Hauser from
the City of Kitchener on “Using
Technology to Manage Technology.”

The social program includes golf
and a welcoming reception Sunday,
a beach party on the lakefront
Monday and the annual banquet
Tuesday.

With the exception of Sunday, all
meals are provided and the Sheraton
Hotel (905-529-5515) is offering a
special rate of $129 a night for MISA
attendees.

MISA Ontario Supports Community Networks

Prairie Chapter
Seeking Members

Special Interest
Groups Forming
Within MISA BC

M
ISA BC has invited member
representatives to form spe-
cial interest groups for the

purpose of networking and sharing
problems, ideas and solutions.

Delegates to the May 6 business
meeting in Victoria will form groups
and identify specific topics for
future research, discussion and 
possibly project activity by MISA.

The MISA Prairies chapter has
begun a campaign to recruit new
members among municipalities,
other government agencies and
technology suppliers.

Membership committee mem-
bers Art Sawatsky of Brandon, Chris
Fisher of Regina and Joni Mines of
Edmonton are distributing recruit-
ment packages.
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(Continued from page 1)

performance levels against those of peer-group munici-
palities, and against the entire database.

Hennigan said MISA BC and KPMG intend to conduct
the survey annually as a cooperative effort; no fees are
being exchanged. A report on the first survey will be
presented at the MISA BC Fall Conference and will be
covered by Municipal Interface.

MISA BC is prepared to discuss a national expansion
of the survey with other MISA chapters, Hennigan said.

Frank Mayhood, information technology manager for
the City of Kamloops and an advocate for the measure-
ment of municipal IT performance, said the BC bench-
marking survey was partly inspired by the Technology
Directory that has been carried on the MISA Ontario
Web site for several years.

Profile of Municipalities
While not a comparative survey, the Technology Directory
does provide a structured profile of individual munici-
palities and lists the IT vendors and products being used
in all aspects of municipal government. Found under
the Directories menu at www.misa.on.ca, it can be
downloaded by MISA Ontario member representatives
with passwords.

Roy Wiseman, director, information technology 
services at the Region of Peel, who manages the
Technology Directory, said it will be updated this year
and extended to provide more national coverage. This
may be discussed at a meeting of the Municipal CIO
Council planned for May 25 during the Lac Carling 
conference in Québec.

Mayhood, meanwhile, may bring another topic to the
same meeting – the measurement of client satisfaction
with the delivery of municipal IT services.

Mayhood wants to discuss the creation of standard
measurement tools that could be used across Canada by
municipal IT departments. A tool developed by Mayhood’s
department called the Kamloops IT User Satisfaction
Survey could provide the basis for discussing this concept.

The survey is based on the Common Measurement
Tool, a framework for measuring client satisfaction
developed by the Canadian Centre for Management
Development.

Kamloops conducted its first survey of IT users in
2002; Mayhood described the results in the November
2002 issue of Municipal Interface. A second survey will
be conducted in 2004, and the municipality of Port

Coquitlam has adopted the Kamloops tool to conduct
its own internal online IT client survey.

“We are trying to develop a standard tool to measure
client satisfaction,” Mayhood said. “This is a different
purpose from the Local Government Information
Technology Benchmarking Survey, which is measuring
the financial and resource input to IT services.”

The survey is being developed in conjunction with
an initiative of the City of Kamloops as a whole – to
become certified as a Top 100 Organization by the
National Quality Institute (NQI – 0www.nqi.ca).

Mayhood said the NQI methodology provides a point
scale useful for municipal comparisons. Other munici-
palities involved with NQI include Prince George, Sault
Ste. Marie, the Region of Peel, the Town of Markham, the
Town of Parry Sound and the City of Saint John.

The City of Coquitlam, meanwhile, is also pursuing 
a performance-measurement initiative. Working with
Compugen Inc. and using a methodology from the
Gartner Group, Coquitman has studied the total cost of
ownership of its municipal technology.

Rick Adams, Coquitlam’s manager of information and
communications technology, presented a report on this
project at the MISA BC 2002 Fall Conference, and other
BC municipalities are considering this approach.

At the City of Vancouver, Ron Chisholm is surveying
efforts associated with implementing ERP systems. He 
is benchmarking hardware and software costs, internal
staff resources and consulting support.

Chisholm has gathered information from 10 munici-
palities – Calgary, Edmonton, Halifax, Hamilton, London,
Ottawa, Peel, Regina, Vancouver and Vaughan – using
any of four different ERP systems: J. D. Edwards, Oracle,
PeopleSoft and SAP.

Taking Care of Business
In another performance-measurement initiative, the BC
and Ontario chapters of MISA have each committed
$7,500 to sponsor a national survey of business attitudes
toward municipal services.

The Taking Care of Business Survey, a multi-level 
government project, will be conducted this fall by the
Institute for Citizen-Centred Services and the Institute 
of Public Administration of Canada.

The financial commitment made by the Ontario and
BC chapters will mean that MISA, on a national basis, will
gain the right to help frame the survey tool to ensure
that it reflects a municipal perspective. MISA will receive
a copy of the national report to share with all members.�
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By Stephen Cummings
Project Manager
mycommunityinfo.ca, London, Ontario

F
or citizens to access government and community
information on the Internet, one serious impedi-
ment needs to be addressed – the large number of

virtual silos of information within any community.

Information silos are extensions of service mandates.
Careful and effective development of service mandates
means that one organization's mandate does not overlap
that of another organization within the community.
Hence the completely reasonable outcome of an infor-
mation silo in the form of a Web site developed to serve
the organization.

Success is most often measured by statistics that reflect
number of page views, duration of stay and other issues.

From the user's perspective, however, success is
more likely measured by how much effort and time is
required to resolve an information need.

The Problem Becomes Its Own Solution

mycommunityinfo.ca, a public-sector partnership based
in London, Ontario, turns the problem into a solution
using two approaches to capitalize on the success of
individual and sometimes competing Web sites.

The first is a search engine using Google technology.
The search engine has two modes. For Ontario and 
federal government information, there is a subscription
service that permits results from the main Google index
to be limited to two domains (gov.on.ca and gc.ca).

For municipal and community information, there is 
a Google search appliance, a server maintained by the
Technology Services Division of the City of London on
behalf of the mycommunityinfo.ca partnership. Public
sector organizations with an Internet presence directly
relevant to Middlesex-London may sign up to have their
Web sites crawled and indexed nightly by the Google
search appliance. A keyword search on mycommunity-

info.ca returns municipal and community results first,
and Ontario and federal government information second.

There is minimal original content with this approach,
and the 10 or so Web pages associated with the main query
page are administrative (About mycommunityinfo.ca,
Help, Sign-up, Feedback).

The project does not develop or maintain databases
and thus is able to operate with one staff member – the
project manager – and a Web designer who has so far
averaged about 10 hours a month. The net result of 
this approach is to increase traffic to community and
government Web sites, and simplify access to multiple
sources of information on a single topic through key-
word searching.

The second approach is based on the Ontario gov-
ernment’s life events bundles, which draw together
multi-sector information on a single topic. A life event
might be, for instance, retirement or the next steps after
high school or moving to Middlesex-London.

As a local organization, mycommunityinfo.ca is able
to identify local resources that are below the radar of
the provincial initiative. Between the two initiatives, we
create a seamless response including information from
the most general to the local.

Value-added Services
Value-added services from the mycommunityinfo.ca
project include: search engine services to Oxford
County; dedicated search engine services to the City of
London, County of Middlesex and Oxford County Online
portals; and indirect technical support to make commu-
nity Web sites more transparent to both mycommunity-
info.ca and to the main Google index.

An interesting sidebar to the project is that the City
of London has found the Google search appliance to be
an effective means of providing search services to its
intranet and has purchased one for that purpose.

The County of Oxford Online (COOL) initiative has
developed a portal representing the community and
municipal interests in Oxford County. After reviewing

MAY 2003
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the mycommunityinfo.ca search engine services, a very
cost-effective agreement was reached. Oxford County
needed only to supply mycommunityinfo.ca with a list
of the local URLs that it wanted to index. These were
partitioned on the Google search appliance such that it 
is now possible to search the collective URLs for either
Middlesex-London or Oxford County.

Provincial and federal government searches are the
same for both.

The Google search
appliance is also parti-
tioned to provide dedicat-
ed search services from the
Web sites of the City and
the two counties. A search
launched from any of these
three sites is referred to the
search appliance, and the
results are returned without
the mycommunityinfo.ca
branding.

The results are then
branded to appear to be results from the City and the
counties' Web sites. This value-added service does not
extend any of the other Web sites indexed by
mycommunityinfo.ca.

Implementing the search appliance has taught us a
great deal about how Google operates. For instance,
we discovered that Web sites that generate pages on
demand often include a question mark in the resulting
URL. The main Google index does not include URLs with
question marks because in certain cases the crawling
bot may see and report thousands of phantom pages
(such as empty calendar pages) that overflow the 
search appliance.

By working with community Web site developers
and adding various command filter instructions to 
the search appliance, mycommunityinfo.ca is able to
index many more useful pages than can the main
Google index – in some cases as much as 75 per cent
more. We will be adding a series of technical notes on
mycommunityinfo.ca as an aid to community Web site
developers.

Through this sharing process, mycommunityinfo.ca is
introducing standards that will benefit the community
as a whole.

The mycommunityinfo.ca Partnership
The mycommunityinfo.ca partnership includes the
County of Middlesex (lead partner), City of London
(technology support and City Hall Concierge Desk),
Ministry of Consumer and Business Services (Middlesex-
London Government Information Centre), Middlesex
County Library (project administration) and London
Public Library.

The libraries are the data
stewards for the project –
selecting and approving
community URLs as well as
developing the local life
events bundles.

In addition, they host 
six Employment Resource
Centres that are funded 
by Human Resources
Development Canada.
These are located in library
branches of London and
one in the Dorchester

branch of Middlesex.

Another site is the Employment Resource Centre
that is located in the GAIN Centre, Strathroy and oper-
ated on behalf of a number of service partners by the
Middlesex County Library Board.

Service Delivery Channels
mycommunityinfo.ca recognizes that not everyone is
comfortable with technology. There are five physical
locations where citizens may receive both help in resolv-
ing their information needs and basic instruction in how
to use the mycommunityinfo.ca Web site. These five
sites also provide telephone service.

Within a year of the project's public launch on May 8,
2003, the points of physical presence within Middlesex-
London will expand to include all branches of both
libraries – a total of approximately 35 points of presence.
The project also seeks to provide search engine services
to other communities.

mycommunityinfo.ca provides a cost-effective solution
to resolving citizens' information needs by Internet and
through over-the-counter and telephone service.

For further information, please contact Stephen Cummings,
project manager, at Stephen.Cummings@city.london.on.ca
or (519) 661-4628.

MAY 2003
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By David H. Leung and William Mai

TELUS Web Solutions

D
uring the past decade with the advent of
Internet, wireless and other technologies, many
City Hall functions have been automated. They

range from paying parking tickets, ordering tax certificates,
renewing business licences and mapping key facilities,
to vehicle tracking. Municipal IT professionals have been
preoccupied with application projects and building
infrastructures to support the provision of electronic
service delivery on a 7x24 basis.

With public access to city services, security is an
overriding concern and merits top priority. Firewall, data
encryption, lock-down software and single sign-on tech-
nologies, to name a few, are among the most common
security functions being deployed.

Despite being a community cornerstone, libraries
have not attracted as much attention from the municipal
IT department. Traditionally, libraries require fairly limited
information systems capabilities. The core application
remains the integrated library system that handles func-
tions such as materials circulation, bibliographic querying,
cataloging, reservations and acquisitions.

An increasing number of libraries, however, are moving
rapidly beyond the provision of information in print format
into the digital age. It is not uncommon to see non-book
holdings, such as audio, video and digital, being increased
dramatically. Furthermore, self-serve check-in and
check-out machines are becoming commonplace in
larger libraries.

A new challenge to many libraries is the management
of public access computers (PACs) and printing resources.
The number of PAC workstations and printers has grown
significantly in many libraries, partly because of the
pent-up demand by patrons as well as the various 
government initiatives to broaden Internet access and
to bridge the digital divide.

The Gates Foundation has also been a driving force
to fuel the growth of PACs. For example, the Toronto
Public Library has more than 1,400 PACs.

The major challenges facing libraries in the manage-
ment of PACs are both technical and operational, includ-
ing these considerations:

• How can a library minimize staff involvement in PAC
bookings by patrons?

• How can use of PACS be rationed?

• What are the Internet access policies?

• How to secure workstations and printers?

• How to recover printing costs?

• How does a patron pay for printing?

• Should payment be permitted over the Internet?

• Are patrons permitted to pay online for other library
services?

• How much personal and usage data should be
tracked and retained?

• What Internet filtering capabilities are required?

• Who may have access privileges to different Internet
access levels? 

• How should patron authentication be handled?

• How should wireless access be managed?

The Challenge
While there are myriad software and hardware solutions
available to address these needs, the crux of the matter
is not so much what applications to bring into the
library, but the role that municipal IT departments
should play in emerging library applications, the extent
of integration with other city applications and their
appreciation of the uniqueness of the library environment.

The role of public libraries in the cyber age has
expanded. Today, public libraries can be, and many
already are:

• Global electronic information centres;

• Technology literacy centres providing computer
access and training for patrons;

• Centres for electronic life-long education;

• Providers of community information networks and
applications.

This evolutionary change begs the question of how
much influence municipal IT should have in carrying out

MAY 2003
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the library mandates. Many larger libraries have their
own IT staff and rely on city hall to provide hardware and
network infrastructure. Libraries also use the purchasing
power of city hall to acquire computer equipment and
services, and occasionally participate in the IT planning
of the city.

“Cultural” Differences
Many electronic service delivery (ESD) applications at

city halls are based on linking legacy systems to e-engines
such as online Internet payment, notification and single
sign-on. External to city hall, these applications are secure,
and sensitive data is encrypted and stored behind a layer,
if not layers, of firewalls. Information access methods
and procedures are very well defined to the public users.

Internally, computers are predominantly used as
office tools. Computer use policies for employees are
general in nature and in line with any professional envi-
ronment. Municipal IT departments can, of course, play
a “cops” role to ensure compliance if they choose.

On the other hand, the library environment as it
relates to patrons is vastly different. PACs are locked
down so tightly that very few staff or patrons would
have the skills and/or access to administrative and
restricted options to add new application software or
hardware devices.

Two other notable differences are freedom of infor-
mation access and information privacy. The First
Amendment to the US Constitution and the Canadian
Charter of Rights and Freedoms provide a policy frame-
work, which encourages access to the widest array of
facts and opinions, and prohibits most governmental
actions that limit such access. As a result, libraries are
charged with walking a tightrope between providing
equal access to information for all users without discrim-
ination and the enforcement of an “acceptable use” policy.
Information access by children through the Internet
specifically presents challenges to libraries.

Another dilemma facing libraries is related to privacy
of library records. Laws in Canada and most US states
specifically protect the confidentiality of library records.
Many of them also protect information on the “use of
library materials” and any other personally identifiable
data kept by libraries. A few have gone as far as man-
dating confidentiality of records that do not contain per-
sonal information but could be used with other records
to link personal data with library use. A prime example
is combining browser log/server statistics/cookies with 

a computer reservation record of a patron. Therefore,
unless a patron intentionally or inadvertently displays
objectionable or offensive materials to others, there is
not much library staff can do with the open-door policies
of computer usage.

This dilemma transcends the library boundary. To
make electronic services available to the public, libraries
are rarely alone in providing the support for the underlying
technology. Libraries are most often part of a larger
institutional framework or city hall, which may dictate or
influence the actual implementation of certain technolo-
gies such as authentication, directory databases, single
sign-on, filters and payment gateways. These decisions,
knowingly or not, may affect the privacy of library
patrons and staff.

This brings out another very practical question – to
what extent should libraries take advantage of the econ-
omy of scale provided by city hall for their ESD and
related infrastructures? 

Success Story
The City of Richmond, BC, with a population of more than
165,000, was the first municipality in North America to
successfully deploy ESD applications. It also has its
Internet payment and ESD infrastructures fully integrated
with that of the Richmond Public Library.

Residents can reserve PACs, book and pay for library-
sponsored programs, pay library fines, and apply for
library cards over the Internet. At the same time, through
kiosks and PACs located in the library branches, residents
can pay parking tickets, order tax certificates, purchase
garbage tags, book swimming lessons, and perform a
host of other city hall transactions.

“The vision of bringing all these together came from
a partnership with TELUS  and the City that began in 1994,”
says Jim Bruce, general manager of corporate services
with the City of Richmond.

“We started with touch-tone phone technology
before Internet and wireless became widely deployed,
but the goal remains the same – to provide access to all
municipal services 7x24, anywhere, any time and anyhow.
We further recognized that our library and community
associations are the two most significant congregation
points in the city, so the plan was to engage both groups
early to understand their unique business and applica-
tion requirements.”

The City has won a number of awards, including:

• Canadian Association of Municipal Administrators’
Awards of Excellence in 1998;
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With more than 30 vendors to visit, take the time to catch up on and learn about the latest 

and greatest ideas in the Industry.   

The 2003 MISA BC Fall Conference Committee is pleased to announce this year’s fall confer-

ence co-hosted by the Regional District of Fraser-Fort George and the City of Prince George 

The conference will take place at the city’s premier conference & multipurpose facility, The 

Prince George Civic Centre, located in the heart of downtown Prince George .  The confer-

ence hotel, The Coast Inn of the North, is right across the street. 

This is going to be an opportunity for MISA members to netwo rk in northern BC’s capital in 

the fall when the days are still warm, the abundant trees are wearing their fall colors and 

the mosquitoes are gone.  

 

W E L C O M I N G  R e c e p t i o n s  

V E N D O R  T R A D E  S H O W  

You’ve kept yourselves busy networking , attending the trade show, and participating in 

workshops.  Now it’s time to sit back, relax and enjoy the outstanding food offered by The 

Coast Inn of the North’s Executive Chef and the frolicking period entertainment of the f a-

mous Prince George Follies! 

G A L A  B A N Q U E T  W I T H  E N T E R T A I N M E N T   

C O M P A N I O N  P R O G R A M  

R E G I S T R A T I O N  I N F O R M A T I O N  

Please register onPlease register on--line at line at www.misa.bc.cawww.misa.bc.ca                     

Early Bird Special: $199 register and pay by August 8, 2003.  Regular Registration : $300 after August 8, 2003.  Payment in 

full  must be postmarked prior to the early bird deadline date in order to receiv e the discount.   Please pay on line with your 

VISA or MasterCard, or make cheques payable to MISA BC and mail them to:   

MISA BC 2003 Fall Conference—Attendee Registration, Unit 758, 101—1001 West Broadway, Vancouver BC  V6H 4E4 

Companions will enjoy many different social activities throughout the conference including 

the museum, the art gallery and the jet boat tours to Huble Homestead. 

J e t  b o a t  r i v e r  t o u r  t o  h u b l e  h o m e s t e a d  

Monday afternoon —breeze up the Nechako River in exciting jet boats to the Giscome    

Portage where the historic Huble Homestead is located. 

A c c o m m o d a t i o n  &  C o n f e r e n c e  f a c i l i t y  d e t a i l s  

The Coast Inn of the North 

770 Brunswick Street 

Prince George, BC, V2L 2C2  CANADA  

Ph. (250) 563-0121  Fax. (250) 563-1948 

Res Res 11--800800 --663663 --11441144 

www.coasthotels.comwww.coasthotels.com   

The Prince George Civic Centre 

855 Dominion Street  

Prince George, BC V2L 5L1  CANADA  

www.city.pg.bc.ca/civiccentrewww.city.pg.bc.ca/civiccentre   

MISA BC 2003MISA BC 2003   

September 22September 22--24, 2003 24, 2003 -- Prince George Prince George, BC, BC  

1. For those who arrive on Sunday, the 21st,  an informal get-together is planned.    Details 

will be provided when you register at the hotel.  

2. Monday evening 6:00 to 9:00 pm.  A super networking opportunity held adjacent to the 

open trade show area with hot & cold Hors d’oeurves, activities and prize draws. 

““Keeping up with Changing Times”Keeping up with Changing Times” 



• Canadian Library Association /Information Today
Award for Innovation in 2000;

• UBCM Internet Web Site Award in 2001, and 

• Technology in Government 2002 Award.

“A key success factor in launching library online services
in conjunction with the City,” Bruce says,“is that we
focused on making sure that the cultural differences
between the two entities were understood.

“In libraries, we offer customer access to the widest
variety of services and content possible with minimal
constraint. Unless customers are involved in something
illegal or disruptive, what they do is none of our business.

“Municipal IT departments, on the other hand, are
more used to limiting recreational use of computing
resources and limiting users access to only those
resources necessary to do their job,” adds Mark Ellis,
manager, Reference & Information Services of the
Richmond Public Library.

Since launching-Internet based computer booking
and time-out software in 1999, Richmond Public Library
has experienced a significant reduction in staff involve-
ment on booking workstations, monitoring time, and
resolving conflicts between patrons over PACs. Patrons
can use their library card numbers and passwords to
reserve a workstation in advance, book a computer

onsite, launch different applications, and log off when
finished – all without staff intervention. More importantly,
the software permits library branch staff to dynamically
change the application profile of each workstation,
manage print jobs, reserve PACs for classes, set Internet
access filtering criteria, track no-shows, and even 
issue warning messages remotely when a PAC user
misbehaves.

The same software originally developed for
Richmond has been deployed in Edmonton, Red Deer,
Winnipeg,Toronto and Ottawa, plus more than 30 major
cities and counties in the United States.

What Lies Ahead

Libraries will continue to hold a special place in the
building of smart communities – communities that use
information and communication technologies imagina-
tively to empower citizens and develop local institutions
and regions.

A “smart” library will provide:

• 7x24 access to library and information services;

• A strong and effectively maintained technological
infrastructure that supports advanced electronic
delivery of collections and information services;

• Inter-library loan and e-document delivery services;

• Integrated access for patrons to local, provincial/
state, national and international collections, library
and Web resources via a single Web entry point; and

• An expansion of the role of libraries as community
hubs facilitating interaction between communities
both online and physically.

In short, a library of the future will play a fundamental
role in supporting lifelong learning, cultural identity and
community engagement. Municipal IT departments,
with their extensive experience in building technological
and application infrastructures, should collaborate with
and welcome the vision of the libraries. A first step
toward making a significant contribution is to under-
stand the political and socio-economic environment in
which libraries operate.

David H. Leung (david.leung@telus.net) is general manager
and William Mai (william.mai@telus.net) is a senior software
engineer with TELUS Web Solutions (formerly known as SRI
Strategic Resources Inc.). TELUS is an associate member of
both MISA Ontario and MISA BC.
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RICHMOND PUBLIC LIBRARY 
FAST FACTS, JANUARY 2003

• More than 80 per cent of Richmond residents are
registered library users.

• Items in collection: more than 440,000.

• In 2002, residents made 1.7 million visits to the three
branches and checked out three million items,
making RPL the highest-ranked Canadian library in
terms of circulation of library items per person.

• First library in Canada to lend E-books, in 1999.

• First library in Canada to provide a full-service 
multimedia centre with powerful PCs, high-speed
Internet connections, and dozens of CD-ROMs and
software packages.

• Total number of public and staff computers: 215.

• Web site visits: more than 5 million a year.



By Alan Buist and John Johnston
L.G.A. Stone Consulting

A
s IT professionals, we should
always implement best prac-
tices, whether building a sys-

tem for a new business process or
re-engineering an existing business
process. But how do you identify
the best practice, and what are the
practical steps to ensure that it is incorporated within
the system design?

Best practices are those business processes that permit
a municipality to achieve superior performance. Superior
performance may be defined, for example, as providing
exceptional service, or reducing costs, or retaining staff
or reducing process time. Even these examples show
that some best practices may be in conflict – reducing
costs may lead to eliminating staff, not retaining staff, for
example. The need to set priorities is important as well
as complex. So is the need to identify which practices
are most appropriate for the specific municipality.

Indeed, implementing best practices is inherently
complex since it usually cuts across several work envi-
ronments, such as reporting relationships, compensation,
job enrichment and staff training, and could significantly
affect the corporate culture of the municipality.

Three Steps
In our experience, there are three steps to every best
practices project.

The first is to identify which practice should be
implemented. The process begins with a comprehensive
framework that includes creating a vision and establishing
a team of experts including a champion. The champion
is someone who will accept ownership and become an
advocate for action within the municipality, the community
and other necessary stakeholders. The champion’s job is
to communicate awareness of the proposed best practice
and obtain commitment.

Once the team has been established, the best practice
rules or goals can be defined. Examples of such goals
would be to process 80 per cent of all building permits

within five days or eliminate 60 per
cent of paper reports. This is the crit-
ical phase when the potential vision
is created.

The team of subject matter experts
and stakeholders must resolve all
conflicting practices or rules and
then consider the initial feasibility of
the best practices within the municipal
organizational structure. The feasibility

should include an assessment of risks, estimated costs
and probable time-lines for each proposed practice. It’s
better to identify these factors before embarking on
implementation.

Additionally, the framework must include a method of
setting priorities for each of the proposed best practices.
Factors to consider might include the number of depart-
ments involved in the implementation, the number of
systems affected and the complexity of the new best
practice. In addition, each proposed practice should
have an estimated benefit – even if it is anecdotal at 
this stage. Finally, the framework must determine if a
phased approach can be used, to minimize the impact
of the proposed changes. Don’t be surprised if some
potential best practices don’t survive this step.

Analyze the Impact
Once the subject matter experts have identified all the
feasible best practices by priority, the second step is to
analyze the impact of implementing each one selected.

A trained facilitator working with the experts and
stakeholder team should be able to quickly identify and
document the existing business processes that are
affected by the new best practice. In addition, the team
should document the new business process, based on
the best practice selected. This identifies the gap
between existing and new requirements and permits
the team to document the changes that are required in
business processes, business rules and business data.

While this sounds complex and time consuming, this
usually only requires a few days, since the team members
know the existing processes, their strengths and weak-
nesses, and can easily articulate the new business process.
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Best Practices in Systems Design:
How to Identify and Use Them

Alan Buist John Johnston
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The resulting business requirements should be in a
standard format using plain English in order to effectively
communicate with all stakeholders. It should also include
a data dictionary and a glossary, identify performance
measures, note other resources that might be required
for implementation, and identify any other systems that
are affected and require changes.

At this stage, the subject matter experts have deter-
mined that the best practice is feasible and have clearly
identified the resulting new business requirements. Via
the communication process, other interested stakeholders
have been able to make contributions and suggestions
for improvement. Bear in mind that this process is not a
debate – the champion and the experts must assume
leadership throughout the process.

Business Requirement
The stage is set for the third and final step – developing
a detailed business requirement based on all of the
selected best practices, one that ensures traceability and
ownership from each identified practice to the actual
deliverable.

Some practices will have major implications and may
require a software application or modification to an
existing application. They may require additional equip-
ment, such as new computers or new facilities. Other
practices will relate to individual components, such as:
improving the organization of work; improving compe-
tence and introducing learner support systems; allocating
human resources; improving client contact and waiting
times; improving client provider interaction; re-equipping
health centres; and creating client expectation of quality
services.

It is important to develop an innovative practical
plan that realistically builds on what exists and adapts
existing materials and tools to suit performance needs
and goals. The framework developed by L.G.A. Stone
provides detailed business requirements including
process models and narratives, detailed data require-
ments including objects and attributes, a detailed data
relationship scheme, and finally an outline of the func-
tional requirements.

The team of subject matter experts must develop
procedures for training users and communicating the
balance of the project plan to staff and the public. The
team, in conjunction with the users, must develop test
scripts and acceptance criteria to ensure that, when it is
implemented, the practice complies with the original
vision and does not conflict with any other established
or potential business rule or practice.

Similarly, establishing a method for measuring the
desired outcomes and criteria to measure the success 
of the outcome, before embarking on implementation,
enables analysis of the gaps between actual and desired
performance. This ensures that the strategy being
implemented is truly worth of the name”‘best practice.”

Critical Success Factor
In our experience, implementation fails when there is
neither clear ownership nor clear accountability, so it’s
important that both the experts and the champion 
must be “hands-on” during and in the days following the
implementation. The single most important success 
factor is the rapid identification of the new business
requirements.

In conclusion, before starting a best practice initiative,
make sure there is a comprehensive framework to:

• Identify suitable best practices;

• Determine the feasibility and priority of each 
proposed best practice;

• Assess the impact of each best practice on the
municipality’s existing business processes;

• Identify and document the resulting new business
requirements; and 

• Communicate and obtain acceptance for the 
initiative.

There are many barriers to implementation. All
municipalities have limited resources and unlimited,
competing demands for those resources. Some munici-
palities are reluctant to change business processes that
are working. Some municipalities have inappropriate
skills and insufficient time to devote to these kinds of
specialized projects. Most municipalities lack a best-
practice framework or have no previous experience with
it. Enough barriers to discourage even the most willing
IT department!  

Nevertheless, the rewards for those municipalities
who implement best practices can be substantial. They
are viewed as more progressive and responsive by con-
stituents and politicians, have higher retention rates for
staff, and generally have lower operating costs.

Alan Buist is a former IT director with the City of Scarborough
and a former director of MISA Ontario. With John Johnston,
he is a partner in L.G.A. Stone Consulting of Toronto. L.G.A.
Stone Consulting (www.lgastone.com) specializes in business
requirements and has extensive experience with best-practice
initiatives.
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By David Nelson

District of North Vancouver, BC

T
wo joint development initiatives led by the District
of North Vancouver have saved time and money –
not only for seven area municipalities, but for BC

taxpayers too.

With seven BC municipalities implementing J. D.
Edwards OneWorld ERP applications in recent years, there
was an obvious opportunity to collaborate in integrating
J.D. Edwards with other commonly used software pack-
ages. Many of these municipalities were also using the
same taxation, permitting and fuelling systems, but get-
ting these systems talking to the JDE financial system
would be costly if everyone did it alone.

The first project involved automatically importing
municipal fuel pump transactions into our inventory
and asset management systems. We hired a OneWorld
consultant to develop the integration to JDE from the
two fuel systems in use: PetroVend and Computrol. The
District of North Vancouver and the District of West
Vancouver worked closely with the consultant to design
and test the application.

Communication was essential if this joint develop-
ment was to work. As a strategy to build support and
vet design decisions, we relied on e-mail to communicate
regularly with the other municipalities.

At first, we were concerned that trying to incorporate
different needs would delay the project, inflate the cost,
and affect our ability to provide a simple and timely
solution for our own clients. When one municipality
requested a significant design enhancement – it wanted
to import fuel transactions from an external gas-station
card-lock system that would need to bypass the city's
fuel inventory – we were able to reach a compromise.
The municipality paid the additional costs, and the con-
sultant was able to make the change with little delay.

In the second project, we succeeded in integrating
our common cash collection system (Tempest) with the
J. D Edwards Account Receivable application for miscel-
laneous receivables. The goal was to have our JDE A/R

invoices bar-coded with a customer number
ensuring that, when the invoice is scanned
through the Tempest cashier station, all cus-
tomer invoices and status are automatically
accessed for the cashier to directly apply the
payment to the correct invoice in J.D. Edwards.

We used a different development approach
with this project, and it worked wonders. We
scheduled a four-day development blitz, hiring

one consultant each for Tempest and JDE-OneWorld
and inviting all six participating municipalities to send
user and technical representatives. Not only did we fin-
ish a day early, we were also able to include several slick
features that may have been overlooked without such
an intense work team.

Would we recommend more joint development 
projects?  Absolutely!  Here are some of the advantages:

• Development costs for each municipality have been
dramatically reduced by sharing costs.

• Superior product design resulted in richer and more
robust functionality.

• Specific and unique development requirements can
be included if the requesting municipality is willing
to fund it.

• Testing and enhancement needs and costs can 
be shared.

• Working together builds relationships and bodes
well for collaborating on other issues.

Of the two models of joint development (face-to-face
meetings vs. e-mail discussion), we found that e-mail can
only go so far, while meeting one to one produced
quicker consensus. (Some contributors even stayed for
the technical grit of grinding out the SQL code as a
bonus learning opportunity. E-mail worked well for doc-
umenting meeting results and keeping people on side!) 

Sobering second thoughts?  Before you proceed,
make sure everyone understands the process, the
opportunities to participate, and the cost-sharing structure.
Plan to over-communicate so that everyone understands
and gets a say. Provide regular progress updates, and
always report any delays immediately, rather than waiting
for the inevitable questions.

Then, use your A/R system to get those cost-sharing
invoice payments once the product is delivered!

David Nelson is manager, Business Systems, with the
District of North Vancouver and can be reached at
david_nelson@dnv.org or 604-990-2308.
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Integration Makes the Difference
at Halifax Regional Municipality
By Don Crawley

Halifax Regional Municipality

T
he creation of an amalgamated municipality could
be the very definition of integration. Bringing 
disparate processes, technologies and cultures

together with the expressed purpose of improving service
delivery efficiency and effectiveness can be a monu-
mental task. And, like all major undertakings, success
depends on the basics – such as vision, commitment
and breaking down complex tasks into manageable,
achievable efforts.

One of the many major challenges in the amalgamation
of the former cities of Halifax and Dartmouth, the towns
of Bedford and Sackville, and the County of Halifax into
the Halifax Regional Municipality (HRM) in 1996 was the
integration of the technologies, systems and data of the
previous municipal units.

Early in 1998, SAP was chosen as an enterprise tool
to move HRM forward in this integration, providing the
municipality with a common, sophisticated and robust
tool for planning, processing and tracking of budget,
cash management, treasury, procurement, inventory and
maintenance activities across the organization.

Implemented one year later in April 1999, this initiative
clearly confirmed the vision, set the standard, and
demonstrated the value of integrated, cross-departmental
solutions rather than information silos.

With SAP in place, a vision of an integrated city
emerged, as defined by George McLellan, HRM’s chief
administrative officer. Conceptually, his integrated city is
the fusion of reliable data, enabling technology, effective
business processes and motivated staff – all with the
purpose of improving stakeholder-centric services across
HRM business units, external agencies and other levels
of government. The vision was communicated, and the
challenge was given to staff and senior management to
deliver the integrated city.

In addressing the technological component, SAP
alone was not the complete solution, despite its power,
breadth and depth of functionality. The search began 

in June 2000 for a suite of software that focused on the
specific and unique requirements of a municipality such
as HRM.

The key functionality being sought included:

• Infrastructure management (including pavement,
sidewalk/curb, sewer)

• Permitting and subdivision

• Bylaw enforcement

• Maintenance of civic addressing

• Call taking and enquiries

• Land use planning

• Customer service

• Taxation and assessment

• Billing/revenue

• Transportation planning

• Sewer management 

• Parkland inventory.

As part of the search, HRM also looked for potential
future functionality in:

• Records management

• Facilities and property management

• Archeological master planning

• Fleet management

• Transit management

• Environmental monitoring

• Utilities management.

It was a tall order, and no one at HRM expected that
a single solution would be found that could meet all the
requirements. The goal was to find the best corporate fit
possible for the integrated city and, after an exhaustive
RFP process, HRM selected Hansen Information
Technologies and its solution, Hansen Version 7.x. The
project was dubbed the land information system (LIS)
project, and the scope for the first phase included cor-
porate call centre, building/subdivision permits, pave-
ment management and sewer assets.

Throughout its life, the project received tremendous
support from senior management, who recognized that
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such an undertaking could not succeed without a team
dedicated to delivering the solution. The core project
team included separate groups for each functional area.
Each of these teams was led by a process expert from the
appropriate business unit as well as a technical expert
from the IT division.

Working with the process and technical leads was an
extended core team, composed of staff who would ulti-
mately use the system upon implementation. Also key 
to the project team was a group led by HRM’s database
administrator, GIS manager and civic addressing project
manager, which was given the responsibility for the inte-
gration of the data that would serve as the foundation of
the system.

With the team assembled, a common vision firmly
established, senior management support and a commit-
ted vendor, the project was officially launched in January
2002. Milestones of the project include the following:

• HRM implemented Hansen’s enterprise solution in a
phased approach, with the customer-service module
being first out of the gate in July 2002 to support its
corporate call centre and related clients including the
municipality’s Finance,Transit, Solid Waste, Community
Projects and Environmental Services business units.

Following this successful “go-live,” HRM’s dispatch
group including representatives of the Public Works
and Transportation as well as Parks departments,
implemented the solution in October. More than 200
staff members have been trained on the system and,
in the nine months following  implementation of the
customer-service solution, more than 350,000 citizen
requests have been received with a 93-per-cent 
resolution success rate. Furthermore, HRM intends 
to continue rolling out the customer-service module
to the entire organization over the next two to 
three years.

• In November 2002, HRM integrated  the asset man-
agement solution with the corporate GIS. To date,
11,000 km of pipe and 30,000 chambers reside in the
system – and this is estimated at 50 per cent of the
total that will eventually be tracked by the system;

• In March 2003, HRM went live with the permitting
module as its community development and regulation
solution, enabling HRM to process 900 subdivision
applications and 3,500 building permits with 20,000
associated inspections. More than 140 HRM employees
have been trained to use this solution.

• Some of the key next steps for the LIS project
include: implementation of the pavement manage-
ment and bylaw enforcement modules; a portal to
permit citizens to create and track customer service
requests as well as specific types of building permits
via Web and IVR technologies; a mobile solution to
give staff a live link into the corporate database from
the field via PDAs; a corporate knowledge base and
online reporting for senior management and elected
officials.

With the implementation and integration of the SAP
and Hansen systems, HRM is well positioned to achieve
its objective – becoming an integrated city. Replacing
legacy silo systems and implementing solutions where
previously none existed, all within a highly structured
and integrated technology and data environment, has
moved from concept to reality.

Technology is, however, only an enabler. The real key
to success is the people who make it happen. Because 
of the dedication and effort of staff, the support of senior
management, the vision of the CAO and the technology
that is now in place, HRM is beginning to see the benefits
of efforts made during the past five years. These benefits
include improvements in the provision of citizen-centric
services, identification and streamlining of inefficient or
ineffective operations, sharing of critical data more 
efficiently across business units, establishing real-time
responses and performance indicators relating to service
delivery, and improving decision-making through its 
ability to more quickly and accurately identify trends 
and service issues.

Knowing that the vision of the integrated city is yet
to be achieved, HRM senior management continue to
demonstrate their commitment to this initiative. A posi-
tion is being created specifically to lead the integrated
city initiative and will report to the highest administrative
levels. This person will work with the various business
units and technical staff to ensure that the momentum
gained to date continues. That momentum has to come
from staff at every level within HRM.

“An employer can expect to get employees’ ‘hands’
committed to their work,” says CAO George McLellan.
“What truly makes the difference is when you earn their
commitment from their hearts and heads as well.”

Don Crawley is manager, Business Solutions, Shared
Services-Information Technology with Halifax Regional
Municipality. He can be reached at crawled@region.
halifax.ns.ca.



22

MUNICIPAL Interface MAY 2003

Integrated Software Solution
Improves Service For BC District
By Jennifer Sorochuk
Vadim Software 

A
n integrated platform at British Columbia’s
Regional District of Central Okanagan has produced
lots of benefits, saved costs, and permitted more

functionality and reporting.
The District was created in 1967 and is one of 27

regional districts in BC. The third largest urban area in
the province, the region is home to more than 156,000
people. The District places a priority on maintaining the
balance between growth and development, while 
protecting the natural environment and the unique
Okanagan lifestyle. Comprising two unincorporated
electoral areas and three member municipalities –
Kelowna, Peachland and Lake Country – it also provides
basic services such as parks and recreation, sewer and
water, and garbage collection to the 10,000 homes and
businesses located within the electoral areas.

More than 24 years ago, Vadim Software was selected
as the integrated platform and primary vendor for the
District’s core operations. The following applications are
currently in use: accounts payable, accounts receivable,
bank reconciliation, building permits, business licences,
cash receipting, general
ledger, human resources,
inventory, payroll, pet
licences, property data-
bases, purchasing, and
utility billing. The District receives the benefits of 14
applications that are all from one vendor and fully inte-
grated at the database level.

“Due to the integration between the different appli-
cations within the software, we have been able to double
if not triple the volume on some positions without having
to hire extra staff,” says Daniela Pharis, systems analyst
and senior accountant. “We strive to minimize the time
spent on performing a certain task, and we’ve been 
able to make product enhancement suggestions to
Vadim’s software.”

A fully integrated system not only has significant initial
cost savings, but the customer service from one vendor is

less expensive, quicker and less frustrating than multiple
vendors.

“It saves time to have one person input data and,
through system integration, have that same data auto-
matically appear in all the relevant applications,” explains
Pharis. “With a fully integrated system, you only have to
enter your data once and it is accessible from all applica-
tions, resulting in fewer reconciliation issues.”

The applications are also imaging-enabled, so the
District has the benefit of managing data as well as
images of source documents, all from one consistent
user interface. This integrated approach has permitted
the district to avoid one employee using many different
applications with different user interfaces and different
support organizations.

The District has implemented a number of other vendor
solutions including recreation, scale systems and GIS
software. With these systems it is essential for the prime
vendor to integrate with these applications and the
niche vendors to commit to open interfaces. In this way,
the users can be sure that all information will flow
between the applications without any duplication of
work or data integrity issues, achieving a repository of
corporate information.

“We have been through
numerous changes over
the past 24 years, growing
from 40 employees to 130
equivalent full-time

employees,” says Pharis.“During that time the Vadim soft-
ware has continued to evolve with us.”

This integrated platform has saved costs and
enabled enhanced functionality and reporting. By using 
a vendor that supports interfaces to other specialty
applications, Central Okanagan can ensure that all its
systems are fully interfaced, leading to a complete set 
of financial records.

Jennifer Sorochuk is marketing coordinator with Vadim
Software, an associate member of both MISA BC and MISA
Ontario. She can be reached at jennifer.sorochuk@vadim-
software.com.

SYSTEMS INTEGRATION

Data from one  application 
is made available to all
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By Julie Banach

Lexmark Canada Inc.

I
t should come as no surprise that the paperless office
has not materialized as BusinessWeek first predicted in
1975. Paper is alive and well in offices across Canada

and around the world. What may surprise some to learn,
however, is that, even as new digital technologies con-
tinue to emerge, paper is more popular than ever.

Every day, according to a recent study by London,
Ontario-based Ivey Business Consulting Group (IBCG),
the average employee working at a large Canadian
organization prints almost 50 pages – coming close to
filling the average issue of Maclean’s magazine.

Commissioned by printer manufacturer Lexmark
Canada, the study Workplace Printing Behaviour: Habits
& Trends in Printing at the Office was conducted to gain
insight into business printing habits and trends in the
nation’s government, manufacturing, retail, financial 
services and business services sectors.

The irony of the findings is that the rise of the digital
office has actually contributed to the growth of desktop
printing – instead of replacing the traditional paper-based
office model.

Individual Control

Michael Barr, senior consultant at IBCG, says the research
confirms that technology is driving office printing and
paper use.

“Individuals now have more control over what gets
printed and when, so printing is more effective.”

Consider your own work environment. Through 
e-mail, internal corporate intranets and the Internet, you
have access to more data and images than ever before.
If you’re on key with the printing behaviour study, you
receive about 66 per cent of your data electronically.
Plus, the data you receive via e-mail and the Internet 
collectively constitutes about one-third of your total
printing volume.

With this, the study further substantiates the theory
that organizations, including those in the public sector,

no longer subscribe to the “print and distrib-
ute” communications model, where hard copy
documents are physically distributed from per-
son to person. There’s no time or need for
that, given that employees have the tools to
efficiently sift through their electronic inbox-
es and select which reports, presentations
and correspondence to delete, electronically
archive, electronically forward and/or print –

on an individual and as-needed basis.

But what about hard copy?  While it is generally
acknowledged that paper-based documents are still
prevalent in the workplace, the study goes even further,
stating that office employees print more than 60 per
cent of the documents they create.

With this abundance of hard and soft copy documents,
the question now becomes one of how to manage them
in a way that’s quick, easy and affordable. For many
public and private sector organizations, multifunction
printers (MFPs) are the answer.

Information Movement

MFPs consolidate printing, scanning-to-e-mail, copying
and faxing functionality within a single, space-saving
network device, which moves information between
media, balances hard copy and soft copy needs, and
improves workflow.

Like the laser printers on which they are based, MFPs
incorporate the vast memory, fast processors and large
input and output capacities necessary to accommodate
the growth in printing and help enhance productivity
and efficiencies at the enterprise level.

What’s more, MFPs can be custom configured through
a wide range of options, such as stapling, hole punching
and offset printing finishing, different input and output
drawers, and document management software. Some
MFPs even feature colour touch screen operator panels
that give users the ability to e-mail a document without
using a PC.

There are other benefits of consolidating devices that
are very inviting – especially to those in the government
facing shrinking budgets. The time and cost savings
associated with only having to stock one consumable
plus deal with one vendor and service provider, versus
three, can add up significantly and permit IT depart-
ments to maximize their budgets.

Julie Banach is the vertical marketing specialist within the
Printing Solutions and Services Division at Lexmark Canada
Inc. She can be contacted at jbanach@lexmark.com.
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By John Abate 
Infinity Technologies Inc.

G
overnments are moving toward a model of oper-
ating like businesses. Accountability to taxpayers
is a clear mandate, and meeting this mandate

means making sound business decisions based on
accurate information that can be measured over the
course of a purchase.

All figures and market research undeniably indicate
that a major shift toward mobility – the use of PDA or
mobile devices – is just around the corner. Yes, we have
heard this before.

Today, though, the advent of wireless is quickly
changing the way that people, businesses and govern-
ments manage their time, operations, resources and
thought processes. The introduction of new high-speed
(1Xrtt and GPRS) wireless networks, sophisticated business
devices and application development will drive the
adoption of PDA and mobile devices.

In these times of budget constraints, it is imperative
that near-term return on investment be realized.
Government agencies should be looking for assurances
that an investment will pay for itself over an acceptable
time  – either by increasing productivity, decreasing
operating expenses, or both.

The total cost of ownership, or TCO, is a key component
of any ROI calculation. TCO brings forward any economic
benefit that a solution generates after removing all the
associated costs with the solution.

The first generations of handheld devices were per-
ceived as personal information management tools.
We’ve come along way since then!  Today’s mobile com-
puting devices have transcended the personal gadget
realm and entered the corporate infrastructure as a core
technology.

Because today’s workforce is increasingly more mobile
and geographically dispersed, mobile devices are
becoming an essential component of future workflows
and processes.

Market Trends
Mobile solutions are becoming commonplace in organi-
zations of all sizes, as business processes and information
management become ever more accessible. Handheld
devices will soon have equal status to the desktop PC as
the shift continues toward a centralized server model,
which can be accessed through any Internet-enabled
devices, including PDAs.

Many industry analysts believe that handheld computing
is the next wave of corporate productivity for the work-
force. The growth of the mobile computing market is, in
part, being driven by the transformation of the corporate
environment into one big WAN, or wide area network.

Market Leaders
Palm is a pioneer in mobile and wireless Internet solutions
and the world leader in handheld computing, with more
than 17 million Palm-branded handhelds sold as of April
2002. As of 2001, Palm maintains a 50-per-cent share of
the US market and a 42-per-cent share of the worldwide
handheld market.

The release of Microsoft’s Pocket PC OS has propelled
companies such as Hewlett Packard, with their iPAQ
series of units, into a heated battle for supremacy in this
market. RIM Blackberry units are positioned in a distant
third place. The Palm OS has proved to be a strong
development platform but development on the Pocket
PC platform is quickly gaining ground.

Applications number in the thousands for PDA
devices. Some of the solutions in place for government
agencies include:

• Permit Departments: Field representatives can capture
information directly in front of the prospective com-
pany, complete any forms at the point of contact, and
relay this information in real time back to a central
database for completion. This results in greater effi-
ciency and enhanced customer satisfaction.

• Transportation Divisions: Ministries and municipali-
ties are equipping their fleets with mobile devices
and GPS modules. By outfitting their fleet with
mobile devices, they know each vehicle’s location at

MAY 2003
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all times and the vehicle information is always main-
tained in real time, lowering maintenance cycles.
Keeping the vehicles on the road during key periods
is critical to these divisions.

• Parking Meters: Parking patrol units are now being
equipped with PDA or tablet devices. The units can
quickly complete forms that are embedded in the
devices and relay any infractions directly to a cen-
tralized database. which aids in greater productivity.

Some government agencies are using PDA devices to
capture field information for asset management, animal
control and tracking, marina management and information
technology field service representatives.

Infinity Technologies Inc. is working with customers
to determine TCO and ROI for PDA and mobile devices.
Each organization will be different in terms of its business
environment, processes and requirements.

Issues to Consider
Here are some fundamental points to consider during
the selection process:

• Security: Two elements must be considered.

1)  How to integrate a device that is outside a wired

and controlled environment securely into the core
infrastructure.

2)  Integration with security features that are already
part of the device and/or that may be required.
These can take the form of passwords and sign-in
with signature recognition or biometrics that require
finger print recognition.

• Device cost and add-ons: The initial device cost may
not necessarily be the greatest component. If the
device has limited expansion capabilities, the add-
ons may easily become a larger portion of the cost
(such as add-on memory, hard storage, additional
batteries, wireless/wired modems, printers, folding
keyboards, bar code scanners, add-on software and
third-party licences, protective cases).

• Anti-Virus: To date this has not been a major consid-
eration. Nevertheless, as the adoption rate goes up,
PDA devices will become targets for virus attacks.

• Personal versus business usage: This is an element
that would be very difficult to prevent, so the ques-
tion becomes – what cost, if any does, an individual
absorb?

• Training: Clearly this is an area that is typically 
overlooked. It is a proven fact that training can
lower costs at the support level and increase pro-
ductivity. The selected device will also have a 
bearing on how much time is required to bring a
person up to speed, become productive, and lower
the support costs.

• Carrier selection and annual airtime services: The
geographic location may determine the network
(1Xrtt or GPRS), since the coverage maps are not the
same. The annual airtime rates attributed to wireless
e-mail accounts, paging services and voice services
must also be considered.

• Software distribution/management: Frequently hid-
den costs are associated with installation, updates
and maintenance of OS software and applications.
The frequency of software distribution, how many
devices are affected, the hourly labour cost, the
update time per unit, plus any software licence
update fees and ongoing management must also
be considered.

• IT Services Cost: This is above and beyond the soft-
ware distribution and management considerations.

Factors to be con-
sidered are the fre-
quency of IT 
services to fully

address provisions of handheld repair, installation/
setup and other service incidents, as well as the per-
centage of handhelds involved, the average time
per device for these services and hourly labour cost
associated with IT services for handhelds.

• Help desk cost: This is a standard function for most
government agencies and is typically associated
with desktop units. The desktop units will remain,
and now additional calls will be attributed to PDA 
or mobile devices.

• User adoption rate: What device will generate the
best results with your user community?

New devices are being released every day, many of
them integrated phone and PDA units. Admittedly, this
will make the selection criteria a little more difficult. The
benefits of these devices, however, will be very clear in
conjunction with the right application or solution.

John Abate is president of Infinity Technologies Inc., an
associate member of MISA Ontario. He can be reached at
(905) 890-9797 x105 or jabate@infinitytech.com.
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The Proverbial Fork in the Road
An IT Parable – Decisions About Voice Over IP
By John Breakey and Bill Wassell
UNIS LUMIN Inc.

O
nce upon a time, there was an IT leader – working
alone, badgered by clients and customers for all
sorts of things. Like not providing enough func-

tionality, robust architectures or the right response to
service-level agreements that were signed, sealed and
delivered. And all the while concerned about a new
technology on the horizon called voice over IP.

The IT leader decided that a walk in the woods on a
warm spring night was the best way to ponder a daunting
problem: how to provide telephone service for the two
new campuses being built 20 kilometres away from City
Hall. After all, if the promises in the brochure were true,
VoIP would provide significant cost savings and archi-
tectural elegance – not to mention ease of deployment
and application development for lightweight directory
access protocol services.

As the IT leader walked along through the moon-
light, a fork in the road appeared. Luckily, there were
two signs on a tree, each pointing in a different direction.
The IT leader approached, wondering which path to take.
The sign to the right read: VoIP – IP enabling a PBX. The
sign to the left read: VoIP – voice enabling a LAN.

Which direction to take? Thinking back, the leader
remembered that VoIP had been an issue in the late 90s,
especially with toll bypass for voice and fax applications.
Then, VoIP meant fax documents could be sent for a
penny rather than the two dollars it was costing on aver-
age. It also provided less expensive voice calls interna-
tionally. But then, just as a VoIP project was closing, tele-
com carriers dramatically reduced their rates. Admittedly,
the threat of competition is a prime driver in adapting a
new technology, but this was really a non-issue as the
rates reduced the effectiveness of the VoIP business case.

The leader continued thinking. Today, local loop
charges are rising, so providing economical communication
and applications to branches can only be attained if
organizations use their existing communication infra-
structure. But maybe this wasn’t all about the pure 
dollar savings. Maybe this was really only an exercise in
options – quality of service could be achieved to negate
jitters or packet loss problems, and 99 per cent of uptime

could be achieved with the proper architecture – but
more information was needed.

Initial dollar savings would be hard to quantify, but
there were some interesting VoIP applications that could
benefit the enterprise, including:

• Unified messaging – accessing voice and e-mail
from a single connection point;

• Selection of messages needing immediate response;

• Quick, easy and economical moves, adds and
changes; and

• Users could plug and play their voice and data sets
and be auto configured, and the LDAP (lightweight
directory access protocol) would update internal
administrative information (payroll, e-mail, mail box
information).

Finally there were decisions around VoIP to consider:

• Can the LAN handle burst voice traffic?

• Is my cabling certified?

• Can the applications be qualified and quantified?

• What features are important? How can we rank
them?

• Will my PBX supplier provide an “evergreen” migration
path to VoIP? 

• Should I invest in hybrid IP & TDM PBX architecture? 

Now there were enough market, technological and
application advantages to confidently make this a legiti-
mate project . . . a decision was imminent! Luckily, choosing
the right path of VoIP selection was going to be easy.
VoIP – IP enabling a PBX or VoIP – voice enabling a LAN
– either would be the right way to go. (Certainly the
right consultant could help too, especially in navigating
any future forks in the road.)  

The walk in the woods was paying off, the IT leader
thought. And the old wisdom was true after all – when 
it comes to a fork in the road, take it!

John Breakey (jbreakey@unislumin.com) is president and
CEO of UNIS LUMIN, an associate member of MISA, and spe-
cializes in consulting, designing and project management.
Bill Wassell, a speaker at the 2003 MISA Ontario annual
conference, is a senior IT professional and business execu-
tive with expertise in delivering networking, call centre,
CRM and IT solutions.
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Fourth of a Four-Part Series

What Can You Do When The
Hacker Actually STRIKES?
By Mark Walker
Polar Bear Corporate Education Solutions
Victoria, BC

This series of articles is based on a presentation to the MISA
BC Fall Conference in Kelowna on September 25, 2002.

I
T professionals know that, while it’s critical to deploy
security measures against a potential hacker, it’s just
as important to know how to handle an attack properly,

when it does occur.

Responding to security incidents means acting quickly,
effectively and professionally.

This checklist is a good place to start:

1) Recognize that an attack is under way.

2) Identify the attack.

3) Communicate the attack.

4) Contain the attack.

5) Implement preventative measures.

6) Document the attack.

Following these steps will promote an organized and
coordinated response, which is what you want to achieve
when everyone else is losing their wits. A practice drill is
the best way to be sure that your security measures and
incident response work well. Just like a fire drill can save
lives, a drill to test your incident response can save your job.

First, learn to recognize a security incident when it
happens. Common indicators of security incidents are
network irregularities, such as performance decreases
and accounts that are used at irregular times, and system
irregularities, including the following:

• Audited events increasing significantly;

• System performance decrease;

• Computers crashing or rebooting mysteriously.

Other more obvious indicators are direct reporting 
of events, user reports of security incidents, a new virus
being published and alerts from intrusion detection
software detecting an incident.

Physical indicators include missing hardware and/or
visible signs of physical security being compromised.
Worst of all are the business indicators: confidential
information is published on the Internet or in print, or 
a competitor appears to possess trade secrets.

To identify and document the attack, consider the
following symptoms and take these steps:

• What are the symptoms of the attack? 

• Determine where the attack is originating.

• Is the point of origin connected to the attacker? 

• Determine how the attack is entering the 
network and if the attacker is exploiting a known
vulnerability.

• What does the attacker appear to be trying to
accomplish? 

• Is there a pattern to the attack? 

• What is the severity? 

• What is at risk and how serious is the risk? 

Finally, you need to determine the resulting exposure
– which systems have been compromised and how.

You’ll want to communicate the attack to a security
response team as quickly as possible. This team should
include security specialists, network administrators,
management, legal advisers and, if necessary, law
enforcement.

The team should be available 24 hours a day. It
should be trained in responding to security incidents.
It must be competent in its area of responsibility and
able to analyze situations objectively under pressure.
Finally, all team members will need to be strong 
communicators.

Your next step is to contain the effects of the attack.
After an attack, shut down all affected servers. Remove
affected computers from the network. Block all inbound
and outbound network traffic.

The necessary authorization and steps involved in
shutting down affected servers and isolating network
systems should be documented and in place before any
attack occurs. You must also take all precautionary mea-
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sures to protect computers not yet compromised and
preserve the evidence.

Consider implementing preventative measures on
computers not compromised. Testing and installing the
latest service packs and hot fixes at this point is still a
wise choice. Afterall, as the old adage goes, it’s better
late than never.

If possible, you should also update anti-virus software
and, where necessary, remove computers from the net-
work and change passwords. Finally, verify security 
configuration and audit logs. Document any suspicious
entries.

Documenting the Attack

After an incident, three factors should be documented:
the origin of the attack, how it was detected and reported,
and how it was resolved. Finally, any significant or mea-
surable financial impact of the security incident should
also be written down.

With this information in hand, it will be possible to
recommend changes to the security policies and proce-
dures, incident response procedures and the risk 
management plan.

Also, successful prosecution requires good evidence.
Be sure to work proactively with local law enforcement
to know what’s needed to make a case stick.

If your organization plans and implements security
measures and can manage to maintain them over time,
it will indeed be ready for the hacker.

Mark Walker is an instructor with Polar Bear Corporate
Education Solutions, an associate member of MISA BC. He
can be reached at mwalker@polarbear.com. You can also
refer to www.polarbear.com._

To read the first three articles in this series, please view 
the November, January and March issues of Municipal
Interface at www.misa.on.ca.
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Server 2003 training. We want to offer you, as our Municipal Government customer, a special 

opportunity to participate in an exclusive Windows Server 2003 Lab!

Seats are filling fast!

Exclusive Price until June 30th, 2003!

Register today for only $295.00!
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Michelle Carty, x 206!

You will get:
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Windows Server 2003 software

30% off Microsoft Official courses 
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Introduction
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By Andrea Malcolm
Sensible Security Solutions

D
uring the past two years spam has grown from
comprising 10 per cent of all e-mail to an estimated
30 per cent, and it’s showing no signs of slow-

ing down. MessageLabs, a managed service provider
specializing in e-mail security (www.messagelabs.com),
warns that the amount of spam will exceed normal 
e-mails around July of this year.

Unsolicited e-mail puts an increasing burden on both
our electronic infrastructure and our personal lives.
Unfortunately there is no end in sight and the problem
only appears to be worsening. In speaking with customers
in recent months it has become clear that one of their
primary security concerns is the rampant spam problem.

Industry projections indicate that the average e-mail
user in the United States will receive approximately
1,000 unsolicited bulk e-mail messages in 2003, and will
spend approximately 4.5 seconds on average to delete
each of those unwanted messages.

A recently announced study from Ferris Research
(www.ferrisresearch.com) estimates that spam costs US
businesses more than $10 billion a year. A study per-
formed by the European Commission estimates that the
cost of abusive e-mailing exceeds $14 billion a year in
Europe. These estimates include the time it takes people
to delete the messages, the cost of buying larger mail
servers and storage systems to cope with in-boxes
flooded with the messages, and the cost of having staff
unclog networks overloaded by spam.

While the problem is quite obvious, the solution is
not. Proposed solutions range from avoiding the prob-
lem, to regulating e-mail through legislation, to finally,
and perhaps most simply, using technology to cope
with spam. Using technology would appear to hold
the most promise in immediately addressing an issue
of this scale. Technological innovators have brought to
market some likely, and some not so likely, solutions to
the spam epidemic.

Avoiding spam almost always means avoiding legiti-
mate e-mail. You can maintain a lower-than-average
spam rate take by such common-sense means as
obscuring your e-mail address when posting to news-

groups and resisting the urge to click the opt-out button
that actually validates your e-mail address for further
distribution. Nevertheless, it seems inevitable that
spammers will eventually obtain your address through
one means or another.

Due to the global nature of e-mail, addressing the
spam problem through legislation is deemed to have little
promise in offering complete eradication in the near
future. Spam can be sent from anywhere in the world at
minimal cost, and it requires very little response to be
profitable – even less than telemarketing or junk mail.

In 1999, Industry Canada published an information
document on spam (http://e-com.ic.gc.ca/english/strat/
spam.html), which stated that the application of existing
laws, appropriate Internet industry policies, technology
and consumer awareness could, to a large extent, deal
with abusive electronic mailing. With the significant rise
in the volume of junk e-mail experienced in the past two
years, the department has recently released a discussion
paper as part of a review of its current policy. The paper
addresses potential ISP responsibility in addressing spam,
technical solutions and the viability of anti-spam legislation.

The rapid growth in the volume of junk e-mail has
led to an increased demand for filtering technologies.
Many new services offered on the market are aimed at
service providers and organizations.

A large number of anti-spam solutions claim a 95-
per-cent-plus success rate in intercepting junk e-mail.
Nevertheless, while certain key words and features make
it relatively simple to intercept e-mails that promote
adult entertainment or some get-rich-quick schemes,
abusive e-mailers have shown themselves to be
resourceful in circumventing traditional security mea-
sures such as firewalls and filters. The most effective 
e-mail filtering services can entail considerable additional
costs for customers.

For many, one of the most important issues surround-
ing the effectiveness of an anti-spam product lies not in
the successful detection of spam, but in the avoidance
of false positives. Some organizations estimate that
their current anti-spam solutions block as much as 10
per cent of valid messages. High rates of false positives
prevent many organizations from implementing anti-
spam solutions.

MAY 2003
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Some feel that, if they are forced to review all messages
to detect false positives, they are not really garnering
any benefit by implementing an anti-spam solution.
While many anti-spam solutions are plagued with false
positives, there are products that offer the benefit of few
to no false positives.

As troublesome as false positives are, spam disrupts
organizations in so many ways that some can't afford
not to use the technology that is available. Pornographic
spam offends employees and poses a legal threat to
employers. Network performance slows due to directory-
harvest attacks, in which spammers flood domains with
millions of e-mails to create lists of valid addresses. The
amount of time users spend managing inboxes continues
to rise.

The list of tools and techniques available to combat
spam is lengthy, and many options are sufficiently complex
to challenge even the most seasoned IT professional.
Perhaps this is the reason behind the obvious lack of
“real-world” data regarding the overall effectiveness and
accuracy of available solutions. This is not to say that no
test results have been published. A simple search on the
Internet will unveil no shortage of anti-spam products.

While internal testing can provide some basis for
evaluating products, the lack of common methodology
leaves little useful data for comparison. Independent
testing would prove very useful in providing a real-world
view of the effectiveness and accuracy of these solutions.
Unfortunately, without consensus on a basic definition
of the term spam, this is not practical. The Anti-Spam
Research Group formed through the Internet
Engineering Task Force is attempting to first define
spam, then develop proposals for stemming the tide 
of unsolicited e-mails.

A column by Roy Wiseman in the September 2002
issue of this publication, which can be viewed at
www.misa.on.ca, provides an overview of the common
approaches used in combating spam.

While there is little hope that the flood of spam will taper
off in the near future, with the use of effective anti-spam
solutions, appropriate legislation and conscientious use
of online identities, the impact that it has on our lives
can be minimized.

Andrea Malcolm is senior project analyst, professional services,
with Sensible Security Solutions, an associate member of
MISA Ontario. She can be reached at amalcolm@sss.ca.
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(Continued from page 38)

Such information may be found on government Web
sites and includes telephone directories, organizational
charts, job opportunities, descriptions of government 
initiatives, information about legislation under develop-
ment, public health information, job classifications and
pay scales.

In turn, the categories determine the level of protection
required for each type of information, as well as procedures
for its handling, distribution and disposal. For instance,
it is reasonable to insist that certain categories of data
should:

• Only be stored in encrypted form;

• Not be communicated outside of the organization 
in unencrypted form (may require PKI);

• Not be stored on servers accessible from outside
your organization – for example, through a VPN;

• Not reside on a notebook hard drive without further
protection;

• Require that a computer hard drive be removed and
crushed before computer replacement or disposal; and

• If in paper form, not reside in unlocked filing cabinets.

Both Ontario’s definition and the proposed NCSIP
guideline provide only a taste of what would be included

in an Information Security Classification. Most of us
could probably agree fairly readily on the general cate-
gories, but the devil is in the details – the assignment of
specific types of data to each category. Even the above
recitation has probably raised questions in many readers
about whether a specific example is appropriate for the
assumed category.

But this level of detail is exactly what’s needed. And
rather than each municipality working through the
details individually, we would all benefit from province-wide,
or even national, standards. This would avoid situations
in which a given type of data is considered “medium sen-
sitivity” in one municipality and “low sensitivity” in another,
creating barriers to sharing information, knowing that
the level of protection may be different for others with
whom it is being shared.

What’s eminently clear is that different classes of
information require different levels of protection. Rather
than a one-size-fits-all approach, we need to tailor the
security provisions to the sensitivity of the information
and resources being protected – which means that we
need to start by classifying what we have.

wisemanr@region.peel.on.ca.

Detailed Definitions Needed For Sharing Security Information
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Showcase Ontario Offers Awards for Excellence

M
unicipal managers and staff
once again have the oppor-
tunity to attend a forum

where the best public- and private-
sector expertise and experience can
be shared, creative solutions to
common problems discussed, and
essential skills honed.

“Showcase Ontario is the fore-
most information technology con-
ference that demonstrates, for all
public sector professionals, the
power of information technology to
transform public service,” said Bob
Kennedy, the event’s director.

Sponsored by the Province of
Ontario, the event will attract more
than 3,000 people to the Metro
Toronto Convention Centre on
September 8-10, 2003.

“Showcase Ontario 2003 is about
working across organizational
boundaries to serve Ontario citizens

better,” said Kennedy. “It includes
exhibits, training opportunities and
our fifth annual Awards of
Excellence event.

“Municipalities have been consis-
tently in the winners circle from 
the first awards celebration four
years ago.”

Last year, award winners from
municipal projects included: Grand
River Conservation Authority, Town
of Halton Hills, City of Kitchener, City
of London, City of Mississauga,
Community Information Toronto,
and Windsor-Essex Development
Network.

This year, the categories of the
Awards of Excellence include:

• Serving Ontario Citizens Better

• Working Together

• Public/Private Partnerships

• Technology Innovation

• Organizational Transformation

• Business Solutions Through IT.

The deadline for nominations is
June 6th, and MISA members are
encouraged to submit their projects
for recognition. The blue-ribbon
judging panel includes Roy Wiseman
from the Regional Municipality 
of Peel.

All public-sector professionals
are invited to attend the conference,
discover what’s new on the exhibits
floor, participate in one of the best
training opportunities of the year,
and share in some high-prestige
networking and social activities.

To obtain more information,
including award nomination forms,
registration forms and exhibitor
information, please visit www.show-
caseontario.com or contact Beverley
Ferreira at (416) 326-6671.

Québec Municipality Introduces
Paperless System For Council

District of Saanich
Picks ESRI Software
As Enterprise GIS

T
he District of Saanich has
selected ESRI's ArcGIS software
as its enterprise geographic

information system.

"Saanich will have a common,
well-integrated enterprise solution
that will support our overall inte-
grated information technology
infrastructure plan," Gerry Matte,
information technology manager,
District of Saanich, said in a release
from ESRI Canada.

Saanich is the largest municipality
in the Capital Regional District,
which uses ESRI as its enterprise GIS.

T
he City of Terrebonne,
Québec, has introduced the
first paperless municipal

council in the province.

Working with IBM Canada and
PNCglobal,an IBM partner, the munici-
pality of 85,000 north of Montreal
has built a portal to give  councillors
access to information quickly, free
clerks’ time, and ultimately meet 
citizens’ needs more promptly.

Every document that was nor-
mally provided during a council
meeting on paper – everything
from zoning information to tax data
– will be accessible online through

an intranet system using IBM
WebSphere Portal Express middle-
ware. Network access security is
provided via a PNCglobal UNI-ID
device.

“This initiative will permit us to
handle residents’ requests faster
and more efficiently,”Terrebonne
Mayor Jean-Marc Robitaille said in 
a news release at the official launch
of the system April 17. “It will also
enhance collaboration between coun-
cil members and the municipality.”

IBM Canada said WebSphere is
built on open technologies and
new Web services standards.
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O
ne of the first requirements for good information
security involves understanding what it is that
we are trying to protect.

In thinking about this, it seems somewhat surprising
that few municipalities have, to my knowledge, a system
for classifying information according to its degree of
sensitivity.

Fortunately, both the Government of Canada and
many provinces have developed standards in these areas.
The Public Sector CIO Council has also recognized that a
common classification guideline would assist in common
understandings regarding information to be exchanged
or shared between jurisdictions. While a common classi-
fication scheme might be a long-term goal, a less ambi-
tious and more achievable objective would be one in
which security classifications of different jurisdictions
could at least be mapped against each other.

Province of Ontario

Ontario defines information security classification as a
system to define the sensitivity of information, regard-
less of the medium (paper or electronic), based on the
requirements for confidentiality, integrity and availability.

It has proposed four levels of information security:

• High sensitivity – extremely sensitive and usually
intended for use only by named individuals or 
positions;

• Medium sensitivity – sensitivity within the Ontario
Public Service and intended only for use by specified
groups of employees;

• Low sensitivity – generally available to Ontario Public
Service employees and approved non-employees; and

• Unclassified – no restrictions on availability or 
distribution.

Proposed Canadian Public Sector Guideline

This classification maps nicely to the proposed Canadian
Public Sector Security Classification Guideline, developed
by the National CIO Council Subcommittee for Information
Protection (NCSIP) for the Public Sector CIO Council.

This draft NCSIP scheme again proposes four levels of
information security, but it is based on the perceived
injury or harm that could result from unauthorized
access or release of the information:

• High Sensitivity – could reasonably be expected to
cause extremely serious personal or enterprise
injury, significant financial loss in the hundreds of
thousands to many millions of dollars, loss of life or
public safety, social hardship, major political or eco-
nomic impact, loss of integrity for large financial
transfers or disruption to key government services.
Examples include information on police informants,
major crime files, people applying for refugee status,
witness protection program, sex offenders, cabinet
confidences or mineral exploration data.

• Medium Sensitivity – could reasonably be expected
to cause serious personal or enterprise injury, loss of
competitive advantage, loss of confidence in the
government program, financial loss in the tens of
thousands of dollars, legal action, damage to part-
nerships, relationships and reputation. Examples
include personal medical information, completed
tax returns, information relating to an individual’s
finances or eligibility for social assistance, informa-
tion on a company’s credit rating, trade secrets or
intellectual property, and information received in
confidence from another government or organization.

• Low Sensitivity – could reasonably be expected to
cause significant injury to individuals or enterprises
that would result in financial losses, limited impact
on service level or performance, embarrassment or
inconvenience. Examples include personal tombstone
information, identifying numbers, individual salaries,
names of individuals competing for a particular
position and premature release of information 
procurement evaluations or awards.

• Basic Sensitivity – will not result in injury to individuals,
governments or to private sector institutions.

(Continued on page 34)
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Toward A Common Understanding
By Roy Wiseman
Director, Information Technology Services
Regional Municipality of Peel
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