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Nelligan O’Brien Payne

F
ederal privacy legislation in effect for three years
has now hit municipalities’ radar screens – as it
should, because it may well affect how municipalities

do business.

What is PIPEDA?
The Personal Information Protection and Electronic
Documents Act (PIPEDA) is federal legislation that pro-
vides Canadians with a right of privacy regarding any
personal information that is collected, used, or disclosed
by an organization in the private sector in the course of
commercial activity. Because this legislation may apply
to municipalities – in ways that few people understand –
it may also significantly affect how municipalities collect,
use, store, and disseminate personal information.

Although PIPEDA has been in force since January 1,
2001, it has not attracted much public attention until
recently. This is because its initial application was largely
limited to inter-provincial and international trade in per-
sonal information and to federally regulated organizations,
such as those operating in the telecommunications,
broadcasting, banking and inter-provincial transporta-
tion sectors, as well as to the personal information about
employees in these organizations.

What is Significant About January 1, 2004?
As of January 1, 2004, PIPEDA also applies to every
provincially regulated organization engaged in commer-
cial activity – unless the federal government exempts a
province on the basis that its legislature has enacted
legislation that is substantially similar to PIPEDA. (To
date, however, only the private-sector privacy legislation
of Quebec has been found to be substantially similar to
PIPEDA.)

How Can PIPEDA Apply to the Municipal Sector?
Under PIPEDA, personal information is any information
about an identifiable individual, other than the individ-
ual’s name, title, business address or telephone number
as an employee of an organization. The definition of
“organization” is very broad and includes an association,
a partnership, a person (which includes a corporation as
well as an individual) and a trade union. Commercial
activities to which PIPEDA applies may be activities of 
a one-time or continuing nature having a commercial
character and also include the selling, bartering or leas-
ing of donor, membership or other fundraising lists.

Although some take the view that PIPEDA cannot
apply to provincial or municipal governments as a 
matter of constitutional law, others disagree. And, if the
latter view prevails, then municipal governments that
engage in any activities with a commercial character 
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KEEPING IN TOUCH

The Long Road Ahead
By Peter Bennett
President, MISA Prairie
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I
t’s hard to believe that almost a year has passed since
I last wrote the President’s Message in this journal.
MISA Prairie has been an organization for a little 

over a year now (our inaugural meeting was held in
November 2002) and, while a great deal of progress has
occurred in that year, we still have a long road ahead.

Admittedly, our to-do list seems long. We must con-
tinue to actively recruit members . . . create a Web site to
promote our organization . . . identify and sign up affiliate
members . . . and organize an annual meeting for our
members. All of these activities are delegated to volun-
teers who can only pursue them in their spare time!

With only 15 municipalities on the Prairies that have
more than 30,000 in population, our recruiting has been
challenging. Some of the smaller jurisdictions do not
even have a senior IT person on staff, so it’s difficult to
find the appropriate person to join MISA.

Fifteen is not a large number to work with – our
executive alone is composed of representatives from six
of these larger municipalities – and there is a great deal
of work to do without a large membership to do it.

Our geography is also a challenge. We are spread
across three provinces. Unlike MISA BC and MISA
Ontario, there is no single provincial government within
our jurisdiction, and we cannot rally around a common
provincial cause.

We are gratefully relying on the generous support of
MISA BC for support with the administrative items and,
in the absence of our own conference, we are using its
annual conference as a meeting and networking oppor-
tunity for MISA Prairie members.

A Municipal Voice

Our startup may be taking time, but this is only to be
expected with a new chapter. And I do not want to lose
sight of the reason why we formed an organization.

Discussions at Lac Carling VI in 2002 stressed the
importance of a national municipal voice across Canada.
If municipalities are to be at the table discussing electronic
service delivery with the provinces and the federal gov-
ernment, we need a cohesive voice across Canada.

Rather than create a separate national organization,
we decided that it was best to build on the strengths of
MISA BC and MISA Ontario. Our national organization
would become the coalition of regional MISA chapters
and, given major gaps in MISA chapters across Canada,
MISA Prairie and MISA Atlantic were born.

To ultimately reach our goal of a truly national MISA,
representation is still needed from Quebec and the
Territories.

Just the fact that we are communicating and
exchanging ideas is extremely valuable – the organiza-
tional aspects will come later. At the MISA BC confer-
ence, some sage advice was provided to us from a MISA
BC member. He reminded us that MISA BC once started
as a small group of municipalities who came together to
form an organization. It took the dedication and com-
mitment of key individuals over a number of years to
get the organization to where it is today.

Exchanging Ideas

Municipal Interface is an excellent journal that provides 
a vehicle for municipalities to share information and
exchange ideas. This issue focuses on some very impor-
tant issues: privacy and security. MISA Ontario and the
City of Ottawa recently were hosts for a successful security
workshop in the fall. Security concerns do not respect
geographic boundaries and are not restricted to large 
or small IT organizations.

Finally, I have been asked to be one of the co-chairs
of the Lac Carling VIII (2004) Congress to be held May
16-18, 2004, at le Manoir Saint-Sauveur in Quebec.
Senior public-sector information technology and 
service delivery staff representing all levels of govern-
ment attend this annual congress. This is the first 
time that this event is being co-led by a municipal 
representative.

I would like to take this opportunity to encourage
senior IT staff who are invited to attend this event, to accept
the invitation, so we can have a strong municipal presence.

pbennett@winnipeg.ca  ■
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T
he Ontario chapter of MISA,
which is beginning to take a
more active role in represent-

ing municipal IT interests to other
levels of government, has recom-
mended that the Ontario govern-
ment change its policy for sharing of
geospatial data.

Specifically, the board of 
MISA Ontario wants the Ontario
Geospatial Data Exchange (OGDE),
an agency of the Ministry of Natural
Resources, not to charge municipali-
ties for joining the exchange.

In the spirit of contributing to
the initiative, the board sent a letter
in December to the chair of the
OGDE board, recommending that
Section 4.1b of the OGDE agreement
be amended so that no membership
fees would be charged to any exist-
ing or future member from the
broader public sector.

OGDE is Ontario’s first organiza-
tion devoted to the mutual sharing
of the huge and uncoordinated 
collection of public-sector geodata
in the province. MISA Ontario is a
charter member of OGDE  and is
represented on its board by Jury
Konga, GIS manager for the Town of
Richmond Hill, who also sits on the
MISA board.

Nevertheless, municipalities rep-
resented on the MISA board have
not joined OGDE, nor have most
other municipalities, because they
do not find terms of the agreement
acceptable.

According to the October 2003
issue of the OGDE Newsletter, only

15 municipalities are members of
the exchange, most of them counties.

MISA Ontario’s policy statement
lists several “overarching principles,”
which it says should form the basis
for an OGDE policy framework. Two
of those are:

• The intellectual property rights
of the data being shared within
OGDE must remain with the data
originator, and that data should
be used for public-sector and
non-commercial purposes;

• There should be no fees to
municipalities or other organiza-
tions participating in the OGDE.

The MISA policy statement, drafted
by Konga and unanimously approved
by the board, also says that the
entire OGDE agreement should be
reviewed to have its length and
complexity reduced.

The Ministry of Natural Resources
has agreed to hold discussions with
MISA in the spring to craft a response
to the policy statement for presen-
tation to the full OGDE board.

MISA Ontario is taking a more
active policy role at the urging of its
members. In the spring of 2003, the
board sent a policy statement to the
Ontario government strongly sup-
porting the inclusion of community-
based networks in any plan to build
an integrated communications net-
work for the provincial public sector.

President Kathryn Bulko says the
board is encouraging member rep-
resentatives to identify other issues
on which the chapter should be 
taking a stand.
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MISA Ontario Steps Up
Policy Advice to Province

Ottawa to Hold
Second Annual
Security Event

Networking Event
Coming to Toronto

M
ISA Ontario’s Associate
Members Luncheon, an
annual event in Toronto that

brings together municipal and asso-
ciate members to talk informally, is
set for Friday, February 20, 2004.

The luncheon is an important
networking event and is oversub-
scribed every year. The 2004 event
will take place in the traditional
venue at the North York Memorial
Community Hall, 5100 Yonge Street,
in the Gold Room on the main floor.

There is no charge. The lun-
cheon will feature a presentation
about the MISA Ontario Annual
Conference, May 31 through June 2
in York Region.

To register for the luncheon,
please contact Lawrence Moule,
lmoule@sympatico.ca.

T
he  City of Ottawa has agreed to
be host for the second annual
MISA IT Security Conference in

the fall of 2004.

Feedback from the first event,
held Oct. 21-22, 2003, at Ottawa City
Hall, has been very positive. The
conference was attended by about
65 municipal delegates from 
New Brunswick, Ontario and all
provinces west. Several presenta-
tions have been used as the basis
for articles in this issue.

Preliminary details for the second
conference will be made available in
February at www.misa.on.ca.
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By Lou Milrad
Gardiner Roberts LLP

T
he ubiquitous use of the Internet for information
exchange has created a massive battleground
worldwide, with a growing army of cyber criminals

and vandals pitted against legitimate business and 
personal Web users.

Cyber security has become a major issue as individuals
and organizations tangle with identity theft, corporate
espionage, Web site attacks, viruses, spam and the mali-
cious alteration of computer data or programs.

Governments are also increasingly focused on cyber
security as it relates to protecting information vital 
to national interests, particularly after the events of
September 11, 2001. At the same time, government ini-
tiatives against cyber crime are adding to organizational
obligations to safeguard information.

Recognizing Threats to Cyber Security
Identity theft, which typically involves the appropriation
of an individual's financial information, such as a credit
card, bank account or social insurance number, is already
the number 1 crime in the US. Stolen identities permit
criminals to make fraudulent purchases and commit
other crimes anonymously, usually with impunity.

Reported incidents of identity theft in the US have
been projected to more than double, from 700,000 in
2001 to 1.7 million in 2005. Correspondingly, the cost to US
financial institutions is projected to increase by 30 per
cent each year, to more than $8 billion in 2005.

A recent research firm study estimates that spam will
cost US organizations more than $10 billion in 2003. If
we use the usual 1:10 ratio comparison with the US, this
means that Canadian businesses will likely lose $1 billion
or more in lost productivity this year due to unwanted
and unsolicited e-mails.

A form of corporate identity theft known as spoofing
is an emerging issue for business as well. In a recent
incident, more than 1,000 customers of Bell Sympatico's
Internet service received e-mails requesting personal
and financial information. The rogue messages came
from spoofed Sympatico addresses and referred cus-

tomers back to a look-alike Sympatico Web site, where
they were asked to provide their driver's licence number,
city of birth, credit card number, expiry date, bank
account information and PIN. Despite Sympatico's
efforts to shut down the spoofed Web site and advise
customers of the scam, a number handed over this
extremely personal information to the criminals.

Cyber Attacks on the Rise

Various forms of cyber attacks are on the rise. An April
2002 survey of 50 corporations found that 80 per cent
had been broken into or “hacked,” resulting in combined
losses of $455 million. While many identity thieves hack
into systems for financial gain, some hackers attack Web
sites simply for the challenge.

In fact, the creative ingenuity of cyber vandals knows
no bounds! In February 2000, a Montreal teenager
known as Mafiaboy crippled several major Web sites,
including CNN, Yahoo!, Amazon.com, Dell and eBay, by
commandeering computers from universities to bom-
bard these sites with access requests – effectively denying
service to legitimate Internet users. Law enforcement
officials estimate that the denial of service attacks
launched by Mafiaboy alone may have cost as much as
$1.7 billion in lost business and legal costs.

A very recent and malicious (for the fun of it) spoof is
a worm-based cyber attack contained in a message and
attachment that purports to come from Microsoft, offering
patches against recently advertised viruses. Once
opened, the e-mail even has Microsoft look-alike windows
that simulate installation of the patch!  These screens
actually cover up the destructive actions that the worm
is carrying out on the recipient’s computer.

Information Theft an Expanding Threat

Another threat is the theft of company information on 
a mass scale. An example of this took place in January
2003, when a disgruntled employee in the Regina office
of a data-processing subsidiary of IBM stole a hard drive
that contained the personal information of thousands 
of customers of Investors Group and the Co-operators
Insurance Company, as well as Saskatchewan Workers'
Compensation Board claimants.

JANUARY 2004
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Managing Risk in the Online World
Security threatened as crime and e-services both proliferate
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Although police have charged an individual with
theft and possession of stolen property (the hard drive
was worth about $120!), in fact the personal information
stolen was invaluable for fraud purposes. As a result, a
group of individuals whose personal information was
compromised have launched a class-action lawsuit
against the Government of Saskatchewan, ISM Canada
and the companies who were ultimately responsible for
safeguarding their customers' information.

Web Disclaimers No Defence 
Duty of care in an online context involving financial loss
resulting from a security breach is an issue that does not
appear to have been addressed by Canadian courts.
Nevertheless, the recent British Columbia case of Wei Zhu
v. Merrill Lynch HSBC addresses the general issue of
negligence resulting in loss in the online environment.

In this case, the bank, on the strength of a disclaimer
posted on an online trading site, sought to hold an
investor accountable for a cancelled order to sell shares
that resulted in losses of about $10,000 to the investor.
The court decided that liability disclaimers on the Web
are not enforceable when they unreasonably seek to
disclaim liability for what could be considered gross
negligence. The court also affirmed that companies owe
their clients a duty of care in the online environment,
and that the duty is increased when online service
involves a high risk of financial loss.

What standard of care needs to be met? While military-
style security might be an unrealistic standard in most
cases, some commentators suggest that online security
should be subject to industry standards (for example,
a reasonable standard based on the kind of business
involved).

Taking Care of Personal Information
With the growing avalanche of government e-privacy
legislation worldwide, additional legal pressure builds
on the private business sector. Regulators and Canadian
courts will soon have to decide how and to whom they
will assign blame when companies fail to keep personal
information secure.

A recent private-sector incident involving an offline
breach of security suggests that directors and officers
have been identified as people having a role to play
with respect to their companies' security and privacy
policies. Sensitive health information about an individual
was inadvertently printed on the back of a real estate
flyer, which caused Ontario Privacy Commissioner Ann
Cavoukian to challenge all boards of directors and

senior officers to check whether their companies had
procedures for handling personal information.

An organization may only collect, use or disclose 
personal information for purposes that a reasonable
person would consider appropriate in the circumstances.
More importantly, custodians of personal information
have a responsibility to maintain its accuracy and
integrity, and to take care when disposing of it.

Managing Cyber-Security-Related Risks 
To manage cyber security risk, organizations may
employ a variety of strategies including new and various
types of technology to secure their systems, as well as
putting into practice workplace policies aimed at reducing
internal threats of information theft. If they are eligible,
organizations may also acquire special cyber risk or e-risk
insurance policies.

In terms of technology, available tools include virus
scanners, firewalls, encryption, and biometrics such as
fingerprint, iris and hand scans and voice authentication.
Also on the horizon is digital rights management (DRM),
which affords the copyright owners considerable control
over how the digital document or object is used.

Whenever uncertainty arises as to the security status
of a company’s information systems and the residing data,
a sound strategy is to have a security audit conducted
by a reputable third-party security auditing firm.This will
usually reveal any deficiencies or weak points in the
organizations’ cyber defences, and security audit firms
will also assist their clients to develop a watertight secu-
rity strategy and policies.

A painful reality that officials must face is that the
most overlooked approach to dealing with cyber security
concerns their own employees. Reliable surveys reveal
that more than 60 per cent of the risk of cyber security
breaches emanate from employee theft or mischief.

In the Internet era, officials and managers have never
faced such a multitude of challenges. The next few
years are going to prove very interesting as they grapple
with the double-edged sword of not only taking care of
their stakeholder responsibilities but, at the same time,
defending their organizations against the potential rav-
ages of external and internal cyber crime and vandalism.

Lou Milrad, counsel for MISA Ontario, is a partner in the
Toronto law firm of Gardiner Roberts LLP where he heads
the firm’s Technology and Intellectual Property practice.
He may be contacted at 416-865-6650 or lmilrad@
gardiner-roberts.com. ■
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By Fraser Hirsch
City of Ottawa

T
hese days, developing an IT security program has
become a number 1 issue for municipalities and, at
the first annual MISA IT Security Conference and

Workshops this past fall, presentations from both the
cities of Vancouver and Ottawa created a great deal of
interest.

The program at the City of Ottawa has been in place
now for more than two years. The following lessons
learned in Ottawa may help other municipalities when
addressing IT security issues within a municipal context.

Amalgamation
Eleven municipalities in the Ottawa area were amalga-
mated in 2000, a year that also saw the creation of the
Information Technology Services (ITS) Branch. At this
time, the Transition Board approved the creation of a
separate IT security function, which was subsequently
supported by the Audit Committee. In 2001, a program
manager was appointed for information
management/information technology (IM/IT) security at
the City of Ottawa. The support of Council and senior

management was critical in the development of the IT
security program.

The vision for the new City stated that client services
will be provided on a “one window” basis, with a single
phone number, seven client service centres and the
City’s online portal, each providing access to a whole
range of municipal services. To support this vision,
which includes e-services, the ITS Branch delivers 
service to 8,000 network users at more than 350 net-
worked facilities throughout Ottawa. There are three
data centres and more than 300 servers that are used 
to support municipal services and programs. More 
than 400 ITS staff, including members from the Records
Management as well as Surveys and Mapping groups,
are responsible for implementing and maintaining 
IT services.

Amalgamation saw the ITS Branch responsible for a
wide range of hardware and software platforms in many
different legacy systems. Given the size and complexity
of the City’s new corporate network, separating IT security
duties from IT operations was considered essential to
address vulnerabilities and Internet security concerns. To
initiate the IT security program, the section was provided
with an operating budget of $600,000.

JANUARY 2004
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Ottawa’s IT Security Program
Balances Risk, Service Delivery

Fraser Hirsch welcomes delegates to the MISA IT Security Conference in Ottawa on October 21, 2003.
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Governance
Initially, IT security functions were to fall under both the
Network Services and Planning areas. This arrangement,
however, did not provide for the separation of duties
between operations and IT security. To achieve the
objective of a separate and distinct security function,
the IM/IT Security section was made part of the Planning
Division within the ITS Branch.

According to the program mandate, IM/IT Security is
responsible for the provision of information and infor-
mation technology security services to all departments,
staff and business partners of the City of Ottawa. IM/IT
Security uses a risk management-based approach to
ensure the confidentiality, integrity and availability of
City of Ottawa information and IT assets throughout all
stages of their lifecycle.

Responsibility for IM/IT security within the City of
Ottawa rests with the director of ITS, who also acts as
the chief information officer (CIO) for the corporation.
The CIO reports to the senior management team, which
is composed of all departmental general managers.
Significant security issues affecting the entire corporation
are brought to the attention of the senior management
team, resolved and, when necessary, communicated to
all employees.

The IM/IT security program manager reports through
the IM/IT planning manager to the CIO and serves as
chair of an ITS Security Committee, which includes the
CIO and manager of technology infrastructure. The ITS
Security Committee addresses information and informa-
tion technology security issues related to the corporation.
The committee consults with the following City depart-
ments and branches to effectively develop and implement
IT security:

• Human Resources, regarding human resource 
policies and procedures;

• Corporate Security, pertaining to physical security
requirements that affect IT resources; and

• Legal Services, regarding labour relations and 
legal issues.

These partnerships ensure the implementation of
cost-effective end-to-end security solutions based on 
a risk management framework, while minimizing the
effects on performance of the corporate network due 
to monitoring or other security services.

Service Delivery
IM/IT Security works with all departments to support the
City’s service delivery mandate and the management of

corporate and personal information. In addition to
assisting City of Ottawa departments, IM/IT Security services
are provided to individual employees, managers, elected
officials and business partners of the City of Ottawa.

IM/IT Security services are oriented to a client-centred
service delivery model that enables clients to carry out
their business while safeguarding the information and IT
assets needed to deliver their services and products.
The IM/IT Security Section delivers high-quality services
using a risk-management-based approach that focuses
on confidentiality, integrity, availability, authentication
and non-repudiation services.

The program manager is responsible for the planning,
development and management of systems, programs,
policies, procedures and tools that ensure the City’s
information systems and assets are secure, reliable and
accessible. Responsibilities include ensuring that the
City is protected from IT security vulnerabilities and
quantifying the risk potential to the City’s businesses.
Reporting to the program manager are two security
analysts and two security operations analysts, all of
whom are full-time City employees.

The security analysts are part of the Security
Consultation team, which assists with the design, imple-
mentation and maintenance of the enterprise-wide
information and IT security program. Specific consultation
services include:

• Policies, procedures, guidelines and standards;

• Statements of sensitivity and threat and risk 
assessments;

• Security awareness;

• Security advice and guidance for client projects; and

• Contingency planning.

The security operations analysts are responsible for pro-
viding integration support, monitoring and reporting on
IT security safeguards and solutions, implementing tech-
nical security solutions, and conducting technical scans
and probes of the corporate infrastructure in order to
ensure that vulnerabilities and risks are mitigated.
Specific operational services include:

• Technical and forensic investigations;

• E-mail and Internet filtering;

• Incident response;

• Virus protection;

• Intrusion detection;

• Web certificates and administration;

JANUARY 2004
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• Secure remote access;

• Centralized access control;

• Data analysis and network/Internet monitoring; and

• Configuration management.

To maintain the separation of duties between the
security role and the IT operations role, the program
manager, security analysts and security operations analysts
have limited network privileges. This was considered
essential given the monitoring, audit and investigative
role of the section.

IM/IT Security Strategy

To ensure continued management support for  IM/IT
Security, the program manager drafted the IM/IT
Security Strategy, which documents the governance 
and service delivery models. Roles and responsibilities
for the IM/IT Security section, including service level
agreements (SLAs), are defined in the strategy.
The SLAs stipulate response times in terms of hours 
and days for operational issues and consulting projects.

Similar to the concept of a charter, the IM/IT Security
Strategy was reviewed and approved by the senior man-
agement team. This gives the program manager a clear
mandate to carry out program responsibilities.

IT Security Policies

Network users are required to comply with two specific
corporate-wide policies, namely the “Responsible
Computing Policy” and the “Responsible Use of the
Internet Policy.” These policies establish user responsi-
bilities for the security of information and information
technology assets. Users found in contravention of
these policies would be subject to disciplinary action
under Ottawa’s “Code of Conduct.” Without the benefit
of these policies, it would be more difficult to hold users
accountable for their computer and Internet activity.

Future Services

In addition to maintaining current services, the following
initiatives are also on the agenda:

1) Development of a computer emergency response
team, responsible for providing an immediate response
to urgent network vulnerabilities or attacks;

2) A network audit to determine the current security
posture of the network and recommended 
improvements;

3) Enhanced e-mail filtering services to address issues
of unsolicited or junk e-mail, additional layers of
anti-virus protection, and the blocking of certain
file attachments that may contain malicious code
from entering the network; and

4) Expanded virtual private network services for
remote connectivity.

The delivery of IT Security services is ultimately subject
to continued senior management support and budgetary
conditions. With an emphasis on increasing e-services at
the municipal level, the need for effective and efficient
IT security services will continue to grow. By emphasizing
service delivery based on a risk-management approach,
the City of Ottawa is taking the initiative to offer e-services
to citizens and to protect personal and corporate data
on its network.

Fraser Hirsch is program manager, IM/IT Security, with the
City of Ottawa and served as chair of the MISA IT Security
Conference and Workshops in Ottawa on October 21-22,
2003. He can be reached at Fraser.Hirsch@ottawa.ca. ■
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By Hugh Ellis
Cinnabar Networks Inc.

This article is based on a presentation to the MISA IT
Security Conference and Workshops in Ottawa on October
22, 2003. First of two parts.

I
n the past few years, the federal government has 
dramatically increased its focus on the protection of
what is referred to as critical infrastructure – all the

services, systems and components that run our society.
Critical infrastructure (CI) includes transportation arteries,
utilities, telecommunications backbones and distribution
systems, banking and financial systems, and emergency
services. As this list shows, municipalities are home to or
provide vital services to almost all national CI components.

Canada is fortunate to have suffered few serious 
disruptions to its CI in recent times. The ice storm in
Central Canada, Ontario’s extended power grid failure,
and various floods and forest fires across the country
come to mind. We have also been spared from major
acts of terrorism that have plagued other nations.

Because of this, and perhaps because of our natural
optimism, Canadians are poorly prepared to avert or
recover from natural or man-made emergencies.
Sometimes it takes a serious event to trigger a re-exami-
nation of our preparedness for CI disruptions, but this is
a hard way to learn lessons. Lessons learned during
emergencies tend to involve heavy and perhaps need-
less suffering for the participants.

Municipalities have an important role to play in CI
protection (CIP) and emergency preparedness, particu-
larly in two areas: the security of CI components and 
services, and the recovery and restoration of services 
in the event of an emergency.

Starting is the Hardest Part
Unlike day-to-day operations, risk-management activities
may not occur unless they are specifically assigned to
someone. And because of the complexity of the task,
even if they are assigned to individuals, CIP and emer-
gency preparedness sometimes end up on a to-do list to
be addressed later. Y2K stands out as one of the few
examples when this sort of planning was conducted
with a real sense of urgency.

It is critical, then, that municipal leadership understands
the importance of CIP and ensures that the appropriate
departments (or system owners) are accountable for
creating plans to avoid and mitigate disasters and 
emergencies.

Big Picture Considerations
Since no municipality has unlimited resources and each
may have many CI components, compromises and
trade-offs will be required in any plan.

Security and emergency preparedness are risk-man-
agement activities in which the effects of various scenarios,
likelihoods and outcomes are weighed, countermeasures
put into play, and residual risks considered. A top-down
perspective is required to manage these risks in a 
balanced manner.

This starts by developing an inventory of the CI com-
ponents and services, along with identifying custodians
or system owners for each CI component.

The next step is to establish priorities for the protec-
tion, continuity and restoration of CI components residing
in the municipality. These priorities will determine the
order of planning and will affect the proportionate 
allocation of resources toward the protection of these
resources.

Once system owners have been given responsibility
(or reminded of their responsibility) for security and
emergency preparedness, what initial steps should they
follow to get started?   

Step one is security.

Security of Critical Infrastructure
How should CI component owners identify their risks?
How can they select and prioritize safeguards, and justify
their costs?

A formal risk assessment is an excellent way to identify
vulnerabilities, evaluate risks, and recommend safeguards.
Such a process can be used to assess IT security as well
as non-IT security measures such as physical and opera-
tional security.

Risk assessments are structured reviews of threats,
vulnerabilities, safeguards and risks. They can be quite
narrowly focused or can span an entire organization.

JANUARY 2004

SECURITY

Municipalities: Custodians
Of Canada’s Critical Infrastructure





15

MUNICIPAL Interface

Risk assessments normally start by identifying critical
assets and then examine natural and man-made threats.
With the critical assets in mind, vulnerabilities are identi-
fied, along with the likelihood that the vulnerability
would be exploited. Risk assessments often use a set of
realistic scenarios to help the participants structure their
thoughts around concrete rather than abstract issues.

The output of a threat and risk assessment is a sum-
mary of the risks the system faces with its existing safe-
guards and prioritized recommendations to reduce
those residual risks to acceptable levels.

A completed risk assessment can be used as the
groundwork upon which an updated (or initial) protec-
tion plan can be based.

Rings of Security
Good protection plans have concentric layers of
defences. For example, the protection measures that
would be reasonable to expect at a nuclear power plant
would include physical security measures (including
security zones, fences, lighting and cameras), personnel
security measures (such as training and screening), oper-
ational security measures (policies, procedures and stan-
dards) and IT security measures (firewalls, IDS, dedicated
network segments, vulnerability assessments and so on).
Collectively, these layers are much stronger than any
one element.

Note also that design features such as redundancy,
hot-standbys and shared loads for various systems may
also contribute to the inherent security of a system, even
in the absence of what are typically considered security
mechanisms.

Step two involves investigating strategies to prepare
for the emergencies that are ultimately inevitable.

Business Continuity and Disaster
Recovery Planning (BCP/DRP)

A comment often made by BCP/DRP practitioners
is: “Plan for the event, not for the cause.” In
other words, whether it is a chemical spill, tornado
or terrorist activity that destroys an infrastructure
component, many elements of the response,
recovery and restoration activities will remain
the same. Plans need not necessarily be made
for each potential cause but rather for individual
scenarios, such as employees being unable to
work from their primary locations or the
destruction of the main data centre.

Similar to security, emergency preparedness
also requires a very clear understanding of 

governance issues: who is responsible for what. Once it
has been determined who is responsible for develop-
ing the plans, some basic steps are followed regardless
of the nature of the system or service.

Planning

At a high level, these steps should be followed:

• Conducting a business impact analysis: identifying
critical business functions or services and identifying
the elements that support them;

• Defining a command or organizational structure, and
roles and responsibilities;

• Developing business continuity and disaster 
recovery plans:

– Defining alternate operating locations and services
for emergency operations;

– Pre-establishing an emergency communications
infrastructure; and

– The bulk of the plan, which consists of a set of
activities designed to ensure people’s safety, to 
continue operations in an emergency, to restore
operations when they fail, to minimize damage, and
to recover from failures in a timely fashion; and

• Identifying outside partners and agencies that play a
role in supporting the plan.

Exercising the Plans

Many organizations fail to exercise their emergency
plans, at even a simple level such as checking the validity
of tape backups.

(Continued on page 18)
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By Angela Swan

This article is based on a presentation to the MISA IT
Security Conference and Workshops in Ottawa on October
21, 2003.

F
or those of us in the field of security, protecting
things is second nature – whether these things are
our own personal possessions or the corporate

assets that we are employed to guard. We tend to look
at things from a different perspective, and we often see
risks that others have overlooked.

Identifying risks is the common ground of both secu-
rity professionals and auditors, some of whom specialize
in IT security audits. These specialized auditors under-
stand the risks associated with technology and the bal-
ance that needs to be achieved between the security of
an organization’s systems and the ability to use those
systems effectively.

The fact is, most people are not continually updated
on the latest threats and are never involved in investiga-
tions. Security is not generally a key factor in their 
day-to-day lives and often seems to be nothing more
than an inconvenience or an afterthought. Furthermore,
people are generally unaware of the security implica-
tions of their actions, particularly when technology is
involved. Even the best intentions can lead to unfore-
seen consequences.

Let me illustrate. Have you looked at your municipal-
ity’s Web site to check how much information it contains
about the inner workings of the corporation or the criti-
cal infrastructure of your city? Likely this information
was posted with the intention of better serving the 
citizens. Now consider these factors: How easy would it
be for someone malicious to find the very best place to
attack your infrastructure, based on the information you
have provided as a public service?  

Or, think of information that at one time could be
viewed in a large book at City Hall, one in which people
would have to individually write down entries pertinent
to them. This information can now be downloaded en
masse over the Internet and used for purposes aside
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Professional IT security officer Angela
Swan addresses the MISA IT Security
Conference at Ottawa City Hall.

from those originally intended. This is just the tip of 
the iceberg.

To the average user, security means remembering
complex passwords and changing them on a regular
basis. To IT staff, it means testing and applying security
patches and monitoring logs pertaining to traffic on the
network. To developers, it means writing code that will
protect the application and data against attack. Often
the quickest way to build a functional application leaves
security holes and opens the application up to attack.
Security is rarely an intentional trade-off but often a casu-
alty of lack of awareness, time or resources.

Many municipalities are at a very early point in the
security learning curve. To find out how steep that
curve is, you should consider conducting an IT security
audit as one of the highest priorities in your 2004 opera-
tions plan. An audit can accomplish three things: it can
tell you what technologies you need to apply, what poli-
cies and practices you need to implement, and what
education and training your people need.

Technology Considerations
First, it’s critical to realize information security is not a
technology issue, but a business issue. This is where
organizations often err. Key security decisions are made
by IT departments and not by senior management.
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This occurs because of a perception that senior
|management does not understand the technology and
therefore cannot understand the risks that the organiza-
tion is faced with. The people who end up making the
decisions are the same people who are faced with
resource issues and other projects that have a more visible
impact on the organization. Senior management is left
in the dark as decisions are made in the background and
risk is accepted on their behalf without their knowledge.
It is important that senior management understands the
risks, and it can then decide if more resources are needed
or if other projects can wait while security issues are
addressed.

This said, there are obvious technological implications
when it comes to protecting the corporate information
assets.

A common misconception exists that a firewall is 
all that’s required to protect a network from attack.
Unfortunately, a firewall alone gives a municipality the
character of a chocolate crème – hard on the outside, soft
on the inside. A firewall is not a panacea for security woes.

Your employees have internal access to the network
and the Internet, and the reality is that you can’t trust
them all. Are your shared network drives accessible to
the whole organization? What information is contained
on those drives? Sensitive HR information? Personal or
organizational information on your police officers?
Credit card numbers of citizens? You need to be aware
of what information you have and at what level that
information needs to be protected. An audit will provide
this information.

An audit should also include an analysis of the Web
sites visited by staff. Many organizations find that, when
they conduct such an audit, there is a significant loss in
productivity due to time spent viewing inappropriate
Web sites. In some cases, the results have been shocking
enough to prompt immediate action by senior manage-
ment who were previously reluctant to invest in security
technologies.

Loss of productivity is not the only reason to install
Web-filtering software. Without appropriate policies and
review mechanisms in place, a municipality can end up
with harassment complaints from staff who have received
or been unintentionally exposed to offensive material.

If you use an outside agency of experts to conduct
your security audit, which is a good idea, make sure to
insist that the audit includes penetration tests on the
internal network as well as from the Internet. This need

not be disruptive – you do not necessarily have to take
down your servers or interrupt any communications –
but it must tell you how easily your computers and 
networks can be penetrated. Notice the absence of the
word “if.” Your computers and networks can indeed be
invaded – it just depends on the level of knowledge and
determination of the attacker.

The audit should also include your corporate Web
site. Very possibly the designers are unaware how easily
their service-delivery programs can be breached. It is
much more expensive to build in protective mechanisms
after programs have been developed than it is during
the development process. Security needs to be consid-
ered during the design phase of all IT projects.

Also critical in your security audit is a risk assessment
of your databases and/or ERP systems. What information
is there that must not be seen, and how easily could an
unauthorized person gain access to it?  Think again of
the names and addresses of police officers or other staff
and municipal officials who might be listed in your per-
sonnel files. Such systems can be penetrated. Consider
restricting access to only those staff who require it and
using encryption to keep others out. Also, consider peri-
odic reviews of the log files and check to see if authorized
users had valid reasons to be accessing the information.

This brings us to passwords. An IT security audit will
reveal whether passwords used throughout the enter-
prise are effective. You are likely to find that many are
not. People resist changing their passwords regularly,
and often don’t want to use them at all. You need tech-
nology in place on your systems to enforce password
compliance.

Policies and Practices
An IT security audit will reveal to you what practices
must be changed, and what policies will be needed to
guide and enforce those changes.

In today’s environment, it is unfortunately necessary
to lay down certain laws that some staff will view as
onerous or overbearing. This can’t be helped. Again, it’s
unfortunately true that people don’t often think about
security – and this needs to change.

Consider document management, and not just in
electronic terms. What confidential information goes
into wastebaskets?  Municipalities have been embar-
rassed by the publication of information found in dump-
sters. It isn’t instinctive for staff to think in these terms,
so policies must be in place to ensure that they do.
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How is the distribution of electronic documents con-
trolled in your municipality?  What policies are in place
to determine who has access to what types of informa-
tion?  How are your Web documents reviewed for security
purposes?  An audit will tell you what needs to be done.

I mentioned passwords. One of the first things that
an IT security audit will probably reveal is that password
practices need improvement. They almost always do,
unless you have policies in place to define how people
must use passwords. You will probably find that a signif-
icant percentage of staff in your municipality is still
using the default passwords issued to them, sometimes
years ago.

Education and Training
Awareness is critical. One of the most valuable lessons
learned from an IT security audit is the extent to which
people must be made aware of specific security needs.
They do not instinctively understand that they should
use alphanumeric passwords as opposed to words
found in a dictionary. They don’t know how easily an
Excel document stored on a server can be found and
read by someone else. They often don’t think anyone
else is looking.

Awareness must start at the top. Senior management
will not approve security-related expenses, nor go

through the lengthy and difficult process of creating
and approving security policies, without documented
evidence from an audit that the corporation is at risk
unless protective steps are taken.

For policies to be enforceable, people must be made
aware of them and the rationale behind them. An
awareness campaign based on the findings of an IT
security audit can help to combat resistance to change,
which is one of the most difficult problems faced by
municipal IT security staff.

Some larger municipalities, including Ottawa, Calgary
and Vancouver, have security policies in place that can
serve as a guide to others. For municipalities just begin-
ning to address security issues, an audit to assess your
systems, practices and vulnerabilities can provide an
invaluable guide and a call to action.

The bottom line is – you should conduct an IT security
audit so that senior management is aware of what the
risks are and can then make informed decisions regarding
those risks and the appropriate level of security for the
organization.

Angela Swan, CISSP, has served as an IT security officer in
corporate, municipal and police environments in British
Columbia. She can be reached at aswan@telus.net. ■
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Those organizations that have conducted exercises
have many stories to tell of seemingly minor but
absolutely crucial gaps in their plans that did not appear
until tested.

The importance of conducting exercises cannot be
overstated. In fact, many disaster recovery specialists do
not consider a plan as being finished until it has been
tested from end to end.

Risk Management
Once plans have been established, it is important in 
conducting operational audits on a continuing basis to
determine whether the plans are being followed, are still
appropriate, and whether changes need to be made as
further changes occur.

Both security plans and emergency-preparedness
plans make compromises between cost and risk. It
should be expected that the risks will never be eliminated

altogether. What is important is that these residual risks
are identified to senior management and elected offi-
cials so they can act accordingly – either by accepting
the risks or authorizing additional expenditures to
reduce the risks to acceptable levels.

Canadians are generally optimistic people, and this is
normally a good thing. Nevertheless, time spent identi-
fying risks and planning for adverse events is unques-
tionably valuable. There are many resources that can
be engaged to assist organizations with their CIP
requirements once the planning process begins. The
important thing is to take the first step!

The second article in this series will examine in detail
the steps needed to implement a municipal CIP program.

Hugh S. Ellis is president of Cinnabar Networks Inc., an 
associate member of MISA Ontario. He can be reached at
hellis@cinnabar.ca. ■

Plans Must Be Tested to Protect Critical Infrastructure
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By Mark Cohen
City of Winnipeg

S
ecurity is far less about hardware and software
than it is about people, attitudes and corporate 
culture. The City of Winnipeg has succeeded in

improving long-term results by establishing an information
security framework that reflects our corporate culture and
shows people why security-related decisions are taken.

Three key components form the basis of our informa-
tion security framework. These components, as first
described in the March 2003 issue of Municipal Interface,
are mandate, project plan and security policy.

Constructing the Mandate
Our mandate for enterprise security was carefully
thought out and communicated to the organization,
then officially published on our intranet. How you explain
your mandate in words is highly subjective, but perhaps
ours will assist in defining your own. Our mandate is:

“To establish standards for managing and securing
technology, in order to meet the following objectives:

• Protect the information infrastructure of the corpora-
tion in the key areas of confidentiality, integrity and
availability.

• Support and reinforce the intent of the established
Code of Conduct.

• Protect the City in terms of legal and liability issues.”

Developing a Project Plan
Our project plan is, more accurately, a list of security pro-
jects, each with some priority and anticipated start and
end times. It’s preferable that each be scheduled and
organized to complete within the year, so that some
level of accomplishment is always within your grasp.

Developing this list will help you organize your time
and set priorities, and it also helps to ensure that time is
spent only on approved activity. How you track these
projects is up to you, but it helps to have some sort of
application that enables project status and review based
on various criteria.

Some representative security projects might be:

• Anti-virus deployment /malicious code protection

• Administrative directives (a.k.a security policy)

• Wireless security

• Legacy system support

• Infrastructure management and upgrades

• Business-to-business (extranet) direct links

• Emergency response 

• Remote access initiatives

• Proactive security measures (such as implementing
intrusion detection systems)

• Monitoring, auditing, logging and reporting.

About Security Policy and Directives
Few practitioners will deny the importance of having a
security policy as a cornerstone of a security program.

But suppose you're asked to actually show someone
the policy. What does it look like? Is it really just a concept,
which only takes concrete form as a set of firewall rules?
Is it a multi-volume accumulated repository of standards,
guidelines, procedures and precedent-setting e-mails?
Most importantly, how readily accessible, readable and
understandable is it to employees?

In some environments, the word policy can have a
specific legal meaning, and that can be problematic. In
such cases, it often represents a document that must go
through a defined political process, public scrutiny and
official publication in a legally prescribed location. This
implies a long, arduous process with multiple approval
points, which is inconsistent with the rapid pace of tech-
nology and lacking in the flexibility that it demands.

Our approach to this dilemma is to have the CAO
endorse and issue corporate-wide administrative direc-
tives, for which the CIO takes responsibility. These are
prominently published on the corporate intranet and
can be formulated and reviewed much more quickly
than a policy as described above.

It's important to emphasize that directives enunciate
and communicate a corporation's business philosophy.
They should reflect goals, objectives, values and culture
– not configuration settings for an anti-virus program or
the structure of a strong password.

Longevity is important, as is technology-independence.
You want to focus on what is to be accomplished, not
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necessarily how. Keep directives few in number, so they
don’t overwhelm employees.

Some representative directives might be:

• Individual accountability for IT security

• Deployment of wireless security

• Protection from malicious technology

• Use of security zones

• Security for hand-held devices

• Computer incident emergency response

• Auditing, logging and monitoring of systems.

People vs. Technology
If you’re asked to develop an IT security policy that
addresses appropriate usage issues, think twice. Is this 
a people management issue or a technology issue? If
someone spends all day playing computer Solitaire, con-
sider the activity, not the tools (for example, would it be
any different if a real deck of cards were being used?) 

The real concern is not technology, but productivity
and employee motivation. As such, it is best handled as

a departmental matter, between supervisor and employ-
ee. That’s where your Code of Conduct comes in, as well
as HR and union considerations.

We’ve tried very hard to always remind ourselves 
that we’re dealing with people and not with machines.
People issues are complicated and are therefore best
addressed by those who manage people in the line
departments.

Your Primary Role

Remember that your primary role is to provide expert
service, guidance and support to your colleagues. You
are also a facilitator, enabler and partner, with the ulti-
mate challenge of mitigating – not eliminating – risk by
balancing business requirements against the threats
they inherently introduce.

Mark Cohen is enterprise security administrator in the
Corporate IT department at the City of Winnipeg. He can
be reached at mcohen@winnipeg.ca. ■
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By Colin Taylor
Sensible Security Solutions

This article is based on a presentation to the MISA IT
Security Conference and Workshops in Ottawa on October
22, 2003.

I
must admit that I’m a gadget guy. Always have been

and always will be. I choose to live on the leading –
some would say “bleeding” – edge of technology. The

promise of smaller, faster and increasingly mobile tech-
nologies is what keeps me coming back, even with the
plethora of useless technologies that have come to
adorn my collection.

Over the last year or so, the promises of mobility
have begun to materialize as reality. There are the
obvious mobile technologies, such as wi-fi (aka wireless)
and Bluetooth, improving network access and mobility.
There are also more mundane yet equally enabling tech-
nologies, such as miniature MP3 players, cell phones,
PDAs, USB memory keys and cheap flash memory-
equipped devices. Mobile computing is all around us,
and it’s here to stay.

With Christmas now over, many people may have
received one or more of these mobile computing tech-
nologies as a gift. It is equally likely that these people
will be bringing their new toys into the corporate 
computing environment, thus adding to the ever-growing
list of devices and applications we deal with daily.

As with most technologies, there is an inherent secu-
rity concern associated with mobile computing. This is
especially true in the public sector where the supported
computing environment often extends beyond many
traditional borders.

One of the more obvious and immediate risks is that
of unauthorized or uncontrolled network access. Some
of the less obvious risks include: additional vectors for
malicious code entry and propagation; data theft and/or
corruption; hardware and software device conflicts;
access control circumvention, and the potential for
reduced confidence in critical data systems, to name just
a few. Do I have your attention yet?

Unfortunately, there is good news and bad news.

First, the good news:

• Many mobile computing devices remain expensive,
especially multi-function/multi-access capable
devices. For example: a Pocket PC with combined
802.11b and Bluetooth network capabilities.

• There is a learning curve that aids in keeping the
more complex new technologies at bay.

• Many users will not make immediate use of expanded
connectivity features.

• People are generally lazy and won't expend tremen-
dous effort to make technology/devices work.

The bad news:

• The early-adopter phase is largely over for many
mobile computing technologies and devices.

• Manufacturers are focusing on ease of use in many
product categories, leading to increased sales.

• The Internet is a wealth of knowledge for those wish-
ing to take advantage of a new feature or two.

• People are generally lazy and will learn to use the
features that are “on by default.” Most people will
not spend time enabling the “security” features that
manufacturers have disabled out-of-the-box.

By now, many of you will have realized that the cards
are stacked against you. The days of effective perimeter
security are all but over as the lines between networks
grow increasingly blurry. With some planning and strat-
egy, however, the risk can be effectively managed.

The first step in dealing with mobile computing is to
invest time to gain at least a basic understanding of the
most common mobile computing technologies. Then
create a list, by priority, of which ones are most likely to
be requested, or make an unexpected appearance, within
the computing environment.

Evaluate the risk and possibility of integrating this
technology(ies) properly and securely. A solid business
case, for or against, a specific mobile computing technol-
ogy can be an effective tool when looking for manage-
ment buy-in.

In some cases, the simple truth is that it may be more
effective to accept the technology and plan for it rather
than have someone unexpectedly introduce it without 

(Continued on page 23) 
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By Jean Pascal Hebert
Sybari Software Inc.

This article is based on a presentation to the MISA IT
Security Conference and Workshops in Ottawa on October
21, 2003.

N
o doubt about it – happy days are here for online
vandals. New ways of spreading viruses and
worms just keep coming, and they’re putting all

kinds of organizations – including municipalities – at
very serious risk.

Luckily though, there are spoilers out there too. New
approaches and products are giving IT directors more
ability to block malicious code spread by hackers, virus
starters and spammers. As a primary target itself of
many malicious code-builders, Microsoft in particular
has built new defences.

A New Approach to Viruses and Worms
There are many sources of infection now for viruses and
worms, such as file-sharing programs and networks,
instant messaging, peer-to-peer networks and spyware –
and the codes are becoming more powerful.

For example, those not using Microsoft Exchange
used to feel that their e-mail was relatively secure. But
these days, every worm worthy of the name carries its
own SMTP (simple mail transfer protocol) engine.
Whether your e-mail product is Exchange, GroupWise,
Domino, Eudora, Pegasus or some other, these creatures
are programmed to retrieve information and addresses
from any of them.

An emerging approach to such codes is reflected in
Microsoft’s design of the Exchange Server 2003. It can
accommodate not just one or two anti-virus programs, but
a multitude of them. A report from Gartner has predicted
that, by the end of 2005, the majority of anti-virus functions
will be carried out, not by individual products, but by
third-party packages that combine a variety of products.

The thinking is that, if you use a single suite of products
– there are more than 30 of them on the market – you

are exposed to failure because no one
product provides protection against every-
thing. Furthermore, there can be delays
before any particular company’s lab comes
up with a defence against a new piece of
malicious code and distributes the product
to customers.

The new wave of multiple-scanner tech
nologies promises a greater likelihood that
at least one in the package will catch any
given intruder.

There are also some interesting features and tools in
Exchange Server 2003. Among them, Microsoft now
integrates a new anti-virus API (application program-
ming interface) called VSAPI 2.5 that brings the ability to
purge worm-infected messages. The recipient does not
receive an e-mail, which contains no useful information,
every time a worm is caught.

Instant Messaging
One reason that Microsoft Live Communications Server
is attracting attention is that it includes tools for instant-
messaging management. This new medium is rapidly
gaining acceptance in the workplace, and it opens a
new set of security risks.

Like e-mail, instant messaging (IM) is a vector to
transmit malicious code. More than 30 worms are now
out in the wild, carrying their payloads to the IM client’s
contact list, just like the e-mail address book.

An example: In late December the Jitux worm was
detected. It spreads by sending a message to all the
contacts in MSN Messenger. The message includes a
link to download the worm itself, and, once the code has
run, it tries to infect more users through the same
process. This worm has no damaging payload, but
instant messaging worms are still a new breed – and
more damaging ones should be expected.

IM is often used for conversations that are not
allowed though e-mail because of questionable content
(such as trade secrets, coarse language and non-business
discussions), which may lead to litigation in some cases.
Some organizations will also want to look at blocking
emoticons (pictures representing words) as well.

Spam, Spam, Spam
Spam wastes time and overwhelms storage capacity.
Now it has become a security threat as well, because
many viruses and worms hitch rides on these intrusive
e-mails.

22

JANUARY 2004

SECURITY

Ideas and Products
Evolve to Combat
Proliferating Threats



23

MUNICIPAL Interface

(Continued from page 21) 

notice. When in doubt, look to the many available
resources for guidance. Municipal peers, partners and
the Internet are all good places to start. There is a very
good chance that another municipality, perhaps even 
in another country, has already dealt with a similar 

technology or situation.

Data Collection
Many municipalities already
have implemented mobile
technologies for collection of
data in the field, such as water
meters, building inspections
or collection of information
on municipal assets like 
damaged stop signs.

Because these devices and
networks typically rely on
standard technologies, such
as infrared or Bluetooth, there
is significant potential risk
associated with them.

The biggest risk is that
someone could use one of the collection devices to
compromise new or existing data, which could affect
statistics, billing cycles, allocation of resources and so on.

For effective protection, many of the same strategic
and planning practices apply. Spend some time think-

ing about how any of your existing mobile technologies
may be used to compromise existing infrastructure, and
then evaluate the risk versus the cost of not having the
technology.

Above all, these systems should be designed in such
a way that no application, system or device should intro-
duce a single point of failure to the supporting infra-
structure. As for specific protection from a software per-
spective, the obvious apply: access control, authentication
and non-repudiation on any and all devices and systems
wherever applicable. This will assist in providing an
audit trail, at least, should something go wrong.

Finally, be realistic. Supporting and integrating every
new mobile computing technology would be virtually
impossible. Look for the most likely candidates and ask
some basic questions, such as,“Can we support technol-
ogy X in a structured, secure fashion?” and “What is the
potential cost and risk of ignoring or avoiding this 
technology?”

At the very least, communicate with the end users
and the public (where appropriate). Often, issuing an
official statement concerning why a specific technology
is, or is not, supported can go a long way toward the
overall health and security of the computing environment.

Colin A. Taylor is chief technology officer of Sensible
Security Solutions, an associate member of MISA Ontario.
He can be reached at colin@sss.ca. ■
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The storage problem is being addressed by a new
generation of servers such as the Microsoft SharePoint

Portal Server 2003, which
includes an API to enable
third-party anti-virus software
with file-filtering features that
prevent users from storing
unwanted documents, such as
spam messages and digital
media files of the MP3 variety.

Within Exchange Server 2003,
Microsoft has also added the
ability to use real-time block
lists (RBLs) to fight spam.

Nevertheless, municipalities
should consider alternatives
to manage their spam e-mails,

since the reliability of these lists can be questioned
based on the RBL provider's policies. They can also come
under attack by hackers (some worms are now coded to
launch denial-of-service attacks against RBL providers).

Ultimately, spam is not a technical problem, but a
social engineering one. It raises issues of fairness and
access since one employee’s spam is another’s valued
electronic newsletter. The latest approach by software
vendors is to block the obvious 85 per cent of spam
arriving at the enterprise, then authorize individual users
to define what constitutes spam to them and block that
personally.

Jean Pascal Hebert, territory manager, Canada and 
Alaska, for Sybari Software Inc., can be reached at
jp_hebert@sybari.com. ■

J. P. Hebert addresses
the MISA Security
Conference.

Colin Taylor leads a
seminar at the MISA
security conference.

Mobile Technologies May Be Open to Abuse
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By Allen Blois
xwave

T
o most people, spam is often considered just a 
nuisance, another one of those e-mails they don’t
want to receive, often with content they find

unfathomable. To network managers, while they share
the concerns of the users, they also understand the dark
side of spam – viruses, network traffic and hackers. Like
most organizations, the City of Saint John, NB has faced
the challenge of dealing with the increased influx of spam
in recent years using two strategies – technology and
communication.

We started filtering spam about two years ago. At
that time we were using MacAfee Antivirus to protect file
servers, mail servers and desktops. Because of increasing
problems globally, we decided that relying on only one
manufacturer to protect the organization from virus
attacks was not a sound technical decision.

We purchased Symantec AntiVirus for SMTP Gateways,
which became the first line of defence against Internet
e-mail-born viruses. Version 2.3 was set up on a Windows
2000 server (PC class P III 933 mhz 512 mb RAM) in a
demilitarized zone in a firewall. We configured the soft-
ware to scan all outgoing and incoming e-mails.

At this point we also started blocking e-mail by sub-
ject line and deleting certain attachments by extension
types. The first subject line we blocked was “I love you.”
Even though it had been more than a year since the 
“I love you” virus first appeared, we still saw two or three
e-mails a week being blocked with this subject line and
accompanied by the original virus. We had also requested
the user population to forward any e-mails that they
had received and deemed unacceptable to the spam 
e-mail account. With such e-mails being received, we
started adding their subject lines or variations of these
subject lines to the blocked list. We also delete filed
attachments with extensions such as exe, com and bat
as well as other common file types.

The virus scanning and the “blocking by subject line”
defence worked very well. We encountered problems,
however, with some messages being blocked unneces-
sarily (for example, messages that included disclaimers

in both official languages). The blocking was inconsistent.
Some messages containing disclaimers were not
blocked, while messages from another organization
using the same disclaimer were blocked. With the assis-
tance of Symantec we resolved this issue by upgrading
to Version 2.4.

With Version 2.4, though, we encountered problems
with e-mail directed to a local ISP. We found that we
could receive e-mail from the ISP’s e-mail users, but 
we could not send e-mail to any of the ISP’s e-mail
accounts. Symantec had already had several other calls
about this particular ISP. The issue concerned how the
ISP configured its domain-name servers. To resolve the
problem, we added the ISP’s domain and IP address to
the local routing list (local domains or hosts to which
Norton AntiVirus for Gateways forwards e-mail for delivery
after scanning for viruses). Consequently, e-mail began
flowing to those e-mail accounts.

Now, with version 2.4 humming along scanning
approximately 80,000 e-mails a month, we found that
our server was running at 100-per-cent processor 
utilization about 80 per cent of the time. Okay, time to
upgrade our server. We purchased a PC class P4 2.0 ghz
with 512mb RAM and installed the Gateway software.
Now the processor runs at two-per-cent utilization
about 90 per cent of the time, and the other 10 per cent
of the time it runs at about 40-per-cent utilization.

In early 2003 Symantec released version 3.0 of the
Gateway product. This version permitted blocking by
blacklists, e-mail address, domain and real-time blacklists.
With the amount of spam increasing daily we quickly
upgraded to version 3.0. Due to the new additional block-
ing abilities, we found that approximately 50 per cent of
all e-mails coming into the organization were spam. We
now spend approximately one hour a day dealing with
spam-related e-mails and blocking these e-mails.

We are currently blocking approximately 500 subject
lines, 60 file types, 50 e-mail addresses and 330 domains.
The subject lines that are being used today are harder 
to block because the spammers are using numbers and
wild characters, as well as misspelling words in their 
subject lines. Here are some examples:
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“Sexual Frustrated?? Try Viagra”; “Reduce credit card
interest rates and payments – Consolidate”; “Hundreds of
Prescription-Free Drugs available Online. No Prescriptions
Needed.”; “Increase breast size naturally Guaranteed”;
“Ge t G:eneric Viagra f:or as 1ow as $2.50 per 50 mg
ijgdbmpfbvbta gy.”

With the spammers becoming very creative, it is
increasingly difficult to stop spam or even categorize it.
If you only have several thousand e-mails a day going
through your infrastructure, you can probably keep it under
control. If you have several hundred thousand e-mails a
day, then it’s clear that you must become more creative
than the spammers. You will have to use server-class
computers running in a load-balancing configuration.

Just as important as the technical response to the
spam problem is the need to communicate with the end
users. It is important for them to understand how the
organization is dealing with the spam problem and how
they can assist in this effort. For example, it is important
to be diligent in ensuring the validity of the sites to

which they may provide their e-mail address. Further,
educating your user population about how to set up fil-
tering at the desktop level is important. Finally, assign-
ing resources to go through a queue that holds blocked
e-mails, retrieving any e-mails that may be false positives
and forwarding them to the appropriate party will
increase users’ confidence in the overall process.

We are pleased with the results of our efforts to date.
Not even one of the City computers was affected by the
damaging Sobig virus, which attacked via spam messages
last summer. The City’s employees also notice how little
they are bothered by spam. I have heard them ask,“Why
do I receive so few spam messages at the office, when
they make up 90 per cent of the e-mails I get at home?”

Success!

Allen Blois is a technical architect with xwave and is con-
tracted to the City of Saint John as a technical manager.
He can be reached at allen.blois@saintjohn.ca. ■

JANUARY 2004

Ad

SENSIBLE SECURITY

SECURITY



27

MUNICIPAL Interface

By John Lindberg 
City of Richmond, BC

S
uppose you are at an arena watching your son or
daughter play hockey. At intermission, you remember
that you received a parking ticket recently and

need to pay it. A time-wasting task?  Not really. All you
do is walk over to the service counter in the arena and
give the clerk your licence-plate number. The clerk looks
up your computerized record and tells you what
amount you owe. You hand over your credit card,
which the clerk pops into a point-of-sale terminal, and
the transaction is done. You return to your seat in lots
of time to see the game resume.

This is the level of convenience that residents enjoy in
Richmond, BC. They can carry out any type of transaction
with City Hall by going to community and public-service
centres around the city. Richmond is the only city any-
where to offer citizens such a service network, to our
knowledge.

A Long Journey
Richmond’s Information Technology Department began
looking for a one-stop service system in the spring of
2001. We wanted to offer citizens the ability to go any-
where and pay any bill. This was the service vision of 
the City’s senior administration. Achieving that vision
turned out to be a long journey, but we have made it.

Richmond traditionally serves its residents well. In a
small city of 165,000, we have eight community centres
plus other recreational and cultural facilities, such as the
Heritage Shipyards, fitness centres, nature park, cultural
centre, two aquatic centres, two arenas, a seniors’ centre
– in total, 25 places where City services are delivered.

In most parts of the city you can walk to your neigh-
bourhood community centre. (I live almost five kilometres
from City Hall, and I drive past three community centres
on my way to the office.)

But there was only one traditional place for people 
to buy permits and pay taxes and tickets – City Hall.
Recreational bookings such as registering for swimming
lessons or dance classes were managed independently
by the community groups operating each of the com-
munity and public-service centres – with no coordination
among them.

Although residents could make such transactions
through the City’s Web site, www.city.richmond.bc.ca,
this was not a universally popular service. Richmond has
a large population of senior citizens, and they don’t like
paying bills via the Web. They like to deal with a real
person who gives them a receipt stamped,“Paid.”

Technical Requirements
We had five technical requirements for our proposed
one-stop service system, and initially we could not find a
solution to meet them. No one had done this before.

The first technical requirement was to have a tight
integration with our online registration system. We use
the Book-It system from TELUS Enterprise Solutions. We
knew that most of the transactions with the City would
be registrations for courses and facilities’ use – low-value
but high-volume transactions.

More complicated was the need to carry out ad hoc
transactions. These are not uniform among the various
centres and vary by the services offered by each one.
For example, the Book-It system does not account for a
teen-skate registration at a particular arena. For such
transactions, the staff of the centres had stand-alone
cash registers – or even tin boxes holding the coins and
bills. We needed a proper cash register for each centre,
linked to the system so that it could generate statistics
such as frequency of use for services.

The third requirement was that the system had to
integrate services booked at the community centres
with services booked via the Web or the City’s call centre.
Residents should be able to walk into any community
centre and register for a service from another centre, just
as they could on the Web or over the phone.

Fourth, the system had to permit residents to conduct
any kind of transaction at a community centre that
would normally be carried out at City Hall. But processing
utility bills or tax bills is not a normal function for recreation
staff. How could we implement this without extensive
and costly training?

Finally, we needed to replace the payments system at
City Hall itself. It was old and no longer meeting our needs.

After some unsuccessful trials using outside suppliers,
we finally came up with a technical solution devised 
in-house. The critical element was finding a way to make
it as easy for recreational staff to handle City Hall trans-
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actions as it was to dispense ice cream. The answer was
bar coding.

Universal Identifier
Today, when residents receive a utility bill or a parking
ticket, this piece of paper has a bar code in the upper
right-hand corner. It is a unique identifier that is recog-
nized by any point-of-sale device installed at City Hall 
or the community and public-service centres.

The bar codes are programmed into the applications
by our programmers and automatically print on each
invoice along with the other information.

Residents can take the piece of paper to any designated
counter where the clerk simply puts it into a scanner.
The system automatically reads the bar code, records the
transaction, and generates a receipt for the customer.
The clerk does not need to know anything about what
kind of transaction it is. The bar code provides all the
information that the system needs.

If customers do not have the bar-coded piece of paper,
the clerk can look up their records on the system by
entering their licence-plate numbers. Information in the
central database is updated nightly with the day’s trans-
actions from all point-of-sale terminals.

Because of the ability of the point-of-sale machines,
any unique transactional item that one centre has is
uniquely programmed to that machine and thus coded
so the monies find their way back to that centre. Thus
the aquatics centres can sell swim goggles, whereas the
arenas sell skate sharpening. The tourist locations such
as the shipyards or the nature park can add all their 
souvenir items into the system.

Since the system works through a central repository, all
Web, IVR and point-of-sale transactions are consolidated
in one system.

Most centres are connected through the City’s high-
speed VPN. In the case of the two outdoor aquatic centres,
we have linked their service booths by wireless connec-
tions to network terminals in nearby buildings.

The IT Department worked out all of the functional
requirements for the system and then issued an RFP 
for its development. The winner was TELUS Enterprise
Solutions. They expanded the principles of their Book-It
system and linked it to the point-of-sale terminals and
our Peoplesoft financial accounting software.

The most difficult part of implementing the system
was not developing the technology, but persuading
people to cooperate in using it.

Although the City owns the recreational and cultural
centres in Richmond, these are run by associations that are

hired by the community.They had always kept the money
raised through their own services and had their own
banks accounts. They were skeptical that a consolidated
system would return the appropriate funds to them.

We created one bank account, linked to our central
database. Money from all transactions flows into this
account. The system generates reports noting all trans-
actions and allocating funds to each community centre
and the City. The funds are transferred electronically to
the appropriate accounts each Thursday.

There was resistance among the community groups
to changing the way they had always done things. A
team from the City had to persuade them that this was
now a corporate system – it was not theirs, and they
could no longer casually move money in and out of the
cash register without accounting for it. Even today, when
we have installed the system in 22 of the 25 community
and public-service centres, we are still struggling to
achieve full cooperation from some associations.

There was also difficulty in getting buy-in for the look
and feel of the terminal interfaces. We wanted a standard
layout, but each centre wanted something uniquely
designed for it, with the result that we have had to
negotiate how each terminal interface will be designed
to accommodate ad-hoc transactions.

Enthusiastic Community Response
Despite these challenges, the City is pleased with its
unique customer-service system. It has fully realized the
vision of senior management to provide one-stop services
to citizens, whether in person, on the phone or on the Web.

The City processes its accounts receivable faster and
more cheaply than ever, and receives a good return on
the investment, which amounts to about $5,000 for each
cash register system with its scanner, cash drawer, printer,
PC and monitor.

There is potential to tie our system into those of
other jurisdictions, and we have been approached by
the RCMP to put one of our terminals into their local
headquarters building.

Finally, response from the public has been enthusiastic.
The point-of-sale terminals are used in the community
and recreational centres. The most frequent users are
senior citizens, who no longer have to drive to City Hall
to pay bills. They have the benefits of an efficient auto-
mated system and their stamped receipts, too, right in
the seniors’ centre where they meet their friends.

John Lindberg is director of information technology 
for the City of Richmond. He can be reached at
jlindberg@city.richmond.bc.ca. ■
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would also be subject to the privacy protection provi-
sions, despite any perception that PIPEDA is limited to
the private sector.

For example, the provision of municipal services as
diverse as utilities (including water, sewer or hydro) and
recreational programs may constitute commercial activities
that trigger the application of PIPEDA.

How Does the Model Code Fit In?
The privacy-related provisions of PIPEDA are based on
the Canadian Standards Association’s Model Code for
the Protection of Personal Information (Code). The Code
contains the following 10 principles (as implicitly modified
by PIPEDA):

• Accountability – an organization is responsible for
personal information under its control and shall 
designate an individual or individuals who are
accountable for the organization’s compliance with
the remaining principles;

• Identifying purposes – the purposes for which personal
information is collected shall be identified by the
organization at or before the time the information 
is collected;

• Consent – the knowledge and consent of the individual
are required for the collection, use or disclosure of
personal information;

• Limiting the collection – the collection of personal
information shall be limited to that which is necessary
for the purposes identified by the organization.
Information shall be collected by fair and lawful means;

• Limiting use, disclosure and retention – personal
information shall not be used or disclosed for purposes
other than those for which it was collected, except
with the consent of the individual or as required by
law. Personal information shall be retained only as
long as necessary for the fulfillment of those purposes;

• Accuracy – personal information shall be as accurate,
complete and up-to-date as is necessary for the pur-
pose for which it is used;

• Safeguards – personal information shall be protected
by security safeguards appropriate to the sensitivity
of the information;

• Openness - an organization shall make readily available
to individuals specific information about its policies
and practices relating to the management of personal
information;

• Individual access – upon request, an individual shall

be informed of the existence, use and disclosure of
his or her personal information, and shall be given
access to that information. An individual shall be able
to challenge the accuracy and completeness of the
information and have it amended as appropriate; and

• Challenging compliance – an individual shall be able
to address a challenge concerning compliance with the
above principles to the designated individual or individ-
uals accountable for the organization’s compliance.

Exceptions to the Application of PIPEDA?
Yes, there are some exceptions. For example, it does not
apply to any individual when the personal information
collected, used, or disclosed by the individual is solely for
domestic purposes. Also, it does not apply to organiza-
tions that collect, use, or disclose personal information
solely for journalistic, artistic or literary purposes,
although, curiously, no exemption is provided for those
who provide personal information to organizations for
such purposes.

PIPEDA also recognizes certain exemptions from the
requirement for consent to the collection, use, and dis-
closure of personal information in certain circumstances,
including law enforcement and emergencies in which
people’s lives or safety could be at risk. Other exceptions
also exist.

What Remedies Do Individuals Have?
Written complaints may be filed with the Privacy
Commissioner of Canada (PCC) against an organization
for a contravention of the privacy provisions of PIPEDA.
The PCC has significant powers that it may employ to
investigate and to attempt to resolve the complaint,
including making recommendations for the resolution
of the complaint.

As a separate matter, the PCC also has the authority
to make public any information relating to the personal
information-management practices of an organization
and conduct audits of these practices. A dispute not
resolved by the PCC may be taken to the Federal Court
of Canada, which can, among other things, order an
organization to correct its personal information-manage-
ment practices to comply with PIPEDA and publish a
notice of any action taken or proposed to be taken. It
may also award damages to the complainant, including
damages for any humiliation suffered.

Are There Penalties for Non-Compliance?
A limited set of offences exists to protect the integrity of
the PCC’s investigation process, as well as whistleblowers.
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Fines of up to $100,000 may be levied against persons
committing such offences.

How Should a Municipality Prepare?
As a matter of good information-management practice
and being wisely cautious, municipalities may wish to
adopt the view that PIPEDA applies to those operations
that can be characterized as commercial activities.

For a municipality to properly prepare, the following
steps are recommended:

(1) Appoint a chief privacy officer and assemble a 
privacy team.

(2) Conduct a privacy audit that addresses such matters
as what information is collected and why, what 
consents are required, what consents have been
obtained, and how information is safeguarded.

(3) Implement a privacy compliance plan that includes 
a privacy code, privacy policies and procedures,
employee training and monitoring, and accountability
mechanisms.

What about Employer-Employee Relationships?
Although PIPEDA does not require compliance by

employers under provincial jurisdiction regarding the
collection, use, or disclosure of personal information of
employees, nor does it require compliance in the case of
non-commercial activities, other provincial legislation may
impose these kinds of obligations on municipalities.
Even when this is not the case, it may be a good idea for
any municipality to treat all personal information that it
collects, uses, stores, or discloses as if PIPEDA applies to
it, as a matter of operational efficiency.

Burden or Opportunity?
Inasmuch as PIPEDA brings burdens, it also benefits.
First, constructing a privacy compliance plan and con-
ducting a privacy audit may reveal business process
inefficiencies and information clutter that, when
addressed, can improve efficiency. Second, taking privacy
obligations seriously can help a municipal government
build and maintain a reputation as a trustworthy institu-
tion in the community.

Christian S. Tacit is a partner at the law firm Nelligan O’Brien
Payne, an associate member of MISA Ontario. He may be
contacted at 613-231-8333 or christian.tacit@nelligan.ca. ■
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T
he Western Valley of Nova Scotia
has been named to the annual
list of the Top Seven Intelligent

Communities in the world by the
Intelligent Community Forum (ICF),
an international think-tank based in
New York.

ICF announced in November that
the Valley, comprising seven munici-
palities, had joined its list of top
intelligent communities for 2003 as

one of the “pioneers and role mod-
els for the development of vibrant
Digital Age communities in the 
21st century.”

In February 2001, the Western
Valley Development Authority was
one of 12 recipients of a Smart
Community grant from Industry
Canada. Since then, the Valley, with
a small, dispersed population, has
deployed a fibre-optic network,

Web-enabled public information
and services, created 50 jobs in new
industries, and produced $4 million
worth of in-kind contributions.

ICF, a project of the World
Teleport Association, also named to
its list Glasgow, Scotland; Spokane,
Wash.; Sunderland, England; Taipei,
Taiwan; the State of Victoria,
Australia; and Yokosuka, Japan. See
www.intelligentcommunity.org.
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Geotechnology Conference
Coming to Toronto in March

T
he largest spatial technology
event in Canada will be held 
in Toronto in March, featuring

many presentations devoted to
municipal policies and practices.

The 2004 GeoTec Event, March
28-31 at the Metro Toronto
Convention Centre, will focus on
integrating geotechnology within 
an enterprise.

GeoTec, formerly the GIS
Conference, is in its 18th year as an
international conference and exhibi-
tion. The 2004 event features 12
training workshops, 55 technical ses-
sions and more than 150 individual
presentations, along with a trade
show with broad offerings of interest
to municipalities.

On Sunday, March 28, Jury Konga,
manager of GIS services for the Town
of Richmond Hill, Ontario, will present
a full-day workshop entitled,
“eGovernnment – The New Reality.”
Peter Croswell of PlanGraphics and
Susan Johnson from the City of
Charlotte, NC, will present the “GIS
and Information Systems

Integration” workshop.

The three-day conference
includes program tracks on enterprise
integration, environment, geospatial
data, GIS and public policy, GIS
development, geotechnology 
education, municipal technology
issues and solutions, and resource
management.

The municipal presentations 
will cover: Web portals, GIS in
eGovernment, effective GIS imple-
mentation, infrastructure manage-
ment, making partnerships work and
the policy conundrum.

The conference theme,“Pathways
to Integration,” is designed to explore
the adoption of geotechnology in
mainstream IT and the adaptation
that is extending the reach and func-
tionality of the technology.

The GeoTec Event is produced by
GeoTec Media, publisher of GeoWorld
Magazine. Corporate sponsors
include Autodesk, ESRI Canada and
Hewlett-Packard. Conference details
can be found at www.GeoPlace.com/gt.

Fredericton
Launches Free
Wireless Network

Nova Scotia Region Named As Intelligent Community

The City of Fredericton
announced in November that 
it has launched Fred-eZone, a

free wireless fidelity (Wi-Fi) network
that will permit people with a Wi-Fi
enabled laptop or personal data
assistant to access their e-mail or the
Internet in many of the municipality’s
public areas.

Fred-eZone is the first municipal-
ity-wide Wi-Fi network in Canada
offering free, unlimited access. The
technology uses radio waves to send
data to a series of special antennae
located around the city. Users con-
nect to the Fredericton Community
Network, the municipality’s high-
speed fibre-optic network.

Based on wireless technology
from Cisco Systems, the service is
now available in the City’s down-
town and at the Fredericton Airport.

Cisco is assisting in the roll-out
and development of the network.
Future coverage will include all of
the City’s business corridors and
public spaces.
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T
he Ontario government has
signalled its intention to build
a broadband infrastructure to

serve the entire public sector in the
province by linking provincial,
municipal, regional and community
networks into a harmonious “net-
work of networks.”

The strategy, outlined at a confer-
ence in Hamilton in November,
appears to be aimed at ensuring
that rural communities have access
to broadband services and that
community-based networks (CBNs)
remain a sustainable part of the
provincial infrastructure.

The strategy is in agreement with
a policy recommendation made by
the MISA Ontario Executive to the
provincial Management Board in 
the spring of 2003. The Executive
strongly supported the position
that, wherever possible, provincial connections into a
community should take advantage of the community-
based networks that already connect many public-sector
organizations.

MISA, along with its allied organization, Regional
Networks for Ontario, had been concerned that CBNs –
locally organized network-service providers, which typi-
cally operate on shoestring budgets – would be super-
seded and made unsustainable by the expansion of
provincial as well as federal network-building programs.

Greg Georgeff, corporate CIO of Ontario, made a point
of supporting the role of CBNs in a keynote speech Nov. 17
to the Broadband for Connected Communities in Ontario
conference. He said the province must find a way to
coordinate the “patchwork” of networks that provide
various types of public services and to overcome the
connectivity gap between urban and rural regions.

“My vision, my dream, as we move out there, I have
often articulated to be a network of networks,” Georgeff
declared.

“The challenge will be to work in partnership to build
on all of these investments to create a system of connec-

tivity that will enable us to realize
our vision of the future.”

This would involve the creation of
a collective governance structure to
enable network traffic to be allocated
to appropriate individual networks
with the necessary capacity, reliability
and ability to afford liability insurance.

“I insist that there has to be a role
for the regional networks and the
community networks in that model,”
Georgeff said. “It only makes sense
from an economic perspective.”

As a step toward achieving this
integrated broadband infrastructure,
provincial officials at the conference
announced that three pilot projects
will be launched early in 2004 to
examine connectivity issues between
CBNs and provincial networks.

One pilot, involving a Windsor-area
community network called WEDnet, will examine security
requirements and risk factors arising from third-party
delivery of provincial services. This will build on the
results of an earlier pilot project in which WEDnet was
used to deliver some social services on behalf of the
province.

The second pilot project for 2004 will connect one or
more CBNs to the provincial Smart Systems for Health
network, to develop a business and technical model for
CBN delivery of health services. The third project will
examine sustainability issues in low-density areas, using
a CBN in Northern Ontario.

Details of these pilot projects will be formally
announced by the government in the new year.

The broadband conference, the fifth of its kind,
took place November 16 through 18 at the Hamilton
Convention Centre. Conference chair Shannon McKay,
executive director of Hamilton Connects, reports that the
2003 event was the largest to date, with 380 attendees
and 36 exhibitors. Presentations can be viewed at
www.myhamilton.ca/broadband2003. ■
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Ontario Favours  “Network of Networks”

Ontario Corporate Chief
Information Officer Greg
Georgeff addresses the fifth
annual broadband conference.
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I
recently received a particularly well-structured guide-

line from one of the provinces regarding its approach
to passwords and related policies and procedures.

This was particularly timely, since the Region of Peel is
updating its own policies in this area.

The policy contains a number of features that most
of us would expect to find:

• Requirement for “strong passwords,” with a minimum
of eight characters and with at least one from each of
the following character sets:
- Upper case alpha
- Lower case alpha

- Numeric
- Special characters (punctuation, symbols and so on);

• Software configured to require all passwords to be
changed at least every 30 days;

• Documented exceptions to the above, where existing
applications systems cannot be configured to meet
these standards for either password length, composi-
tion or forced change every 30 days;

• Immediate change of password if any suspicion or
knowledge that another person has obtained access
to the password;

• Mandatory use of password-protected screen saver
with a maximum of 30 minutes before automatic 
system locking;

• Automatic disabling of user accounts after 90 days of
inactivity;

• Immediate disabling of user accounts when an
employee leaves the organization; and

• Immediate review of all account privileges when an
employee changes his/her job function.

Users are also reminded that the passwords associated
with their user accounts must remain secret and are not
shared with anyone else – including IT.

While we all acknowledge that an effective password
policy is still required in today’s environment, the ability
to enter a correct password seems a rather flimsy and
technologically primitive mechanism on which to base
our entire approach to access control and authentication.

The most complex passwords are still vulnerable to
detection through a variety of means, including key-
board logging software or “social engineering.” Social
engineering includes masquerading as someone else,
such as a representative from the user’s Help Desk. To
minimize this risk, organizations should communicate
and practise a policy stating that their IT staff never
request a user password – and certainly not over the
telephone.

Making the password more complex and requiring it
to be changed frequently also encourages users to write
it down (notwithstanding guidelines against this practice).
With multiple user IDs and passwords (network login,
voice mail, specific applications,“secure” Internet sites),
none of us can remember all of our user IDs and passwords
unless we either record them or use the same password
everywhere. (Although neither of these practices is con-
sistent with good security, a 2002 Gartner study reported
that 59 per cent of us will use the same password wher-
ever we can.)

Concerns regarding multiple user IDs and passwords
can be addressed through single sign-on or identity-
management software from vendors such as Computer
Associates, Entrust, IBM (Tivoli), Netegrity, Novell, RSA
Security and others. Ideally, such solutions permit the
user to log in once to the network, rather than separately
to each application. In practice, integration with the full
range of municipal applications is difficult to achieve.
Some applications may not support the format of user
ID and/or password required for the corporate network.
There may be, in fact, no format that is acceptable to all
applications – for example, one may require an all-numeric
user ID, while another may not allow numeric characters.
In this regard, many application vendors are not keeping
up with today’s security requirements in areas such as
password length, format or forcing a change after a
defined time.

But the real solution is to move away from primary 
or sole reliance on passwords and toward two-factor, or
even three-factor, authentication – to be discussed 
further in the next column in this series.

wisemanr@region.peel.on.ca  ■
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