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KEEPING IN TOUCH

Security Gets Priority Now
By Kathryn Bulko
President, MISA Ontario
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As a new year is upon us, I will take this opportunity
to wish you all a healthy and happy new year from 
MISA Ontario!

This issue of Municipal Interface focuses on information
security – an issue that will most likely be the focus of
most of our professional lives this year, too.

Actually, having just said that, I think information
security will affect not only our daily lives at work, but
our personal lives as well. During my holiday shopping
excursions, I was somewhat surprised to see the number
of personal shredders being bought. These days, every-
one seems to be becoming more security conscious of
their personal information.

Priorities Shifted

When I became President of MISA Ontario in June 2002,
information security had a low profile. Now, it seems to
be at the forefront of information technology planning.
That's a big change over such a short period of time.

In the last two years, MISA has held two highly 
successful IT security conferences, both organized by the
City of Ottawa, and a third conference is being planned
for November 2005 in the Region of Peel. This issue 
presents articles based on some of the conference
sessions, demonstrating both the high quality of the
presentations and the complexity and strategic impor-
tance of IT security issues.

At the City of Toronto, we have firsthand experience
in addressing the organizational challenges of imple-
menting effective IT security policies.

In 2001, the City of Toronto's Information and
Technology Division hired a director of I&T planning.
One of the first roles to be filled by the director was a
senior policy analyst - security.

These responsibilities include the design, development
and implementation of “good practices,” a corporate
information security program, and strategic planning for
information security. Although there are security risks in all
areas of IT, including operations, applications and systems,

it made sense to position this responsibility at a high
strategic level in the corporate-planning unit.

The City’s security analyst, Murray Rosenthal, CISA,
says the City of Toronto is proactively working to create
sustainability in information security.

“We have a view, a plan and the green light to 
proceed,” he explains.

Murray is committed to increasing the visibility of 
the information security strategic-planning function 
on a corporate level. He says one of the biggest 
challenges is being invited into a project at the 
planning stage.

Too often, information security is an afterthought
and is considered only to address an application, while
information-security risk relating to business, informa-
tion and technology architectures doesn't hit the radar
screens at all.

The identification of risk needs to occur at the time
that the business case is developed and continue
through to implementation and release in the produc-
tion environment.

Pervasive Impact

Information security does not just affect IT. It has a
strong impact on the entire organization and all its
strategies, which leads many organizations to consider
employing a corporate information security officer.

At the City of Toronto, we have a decentralized IT 
service-delivery model. We use a federated information
security model through which all IT areas in the City
comply with information security best practices.

In the pages to follow, I hope you will enjoy reading
about how other organizations are addressing informa-
tion security.

I look forward to seeing you all at the next MISA IT
Security Conference in November.

kbulko@toronto.ca  n
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Representatives of Réseau 
de l’informatique municipale du
Québec (RIMQ) have teamed up
with representatives of MISA 
chapters on a committee working
to establish a draft framework for a
national municipal IT association.

RIMQ has been represented at
the latest two teleconferences of
the organization’s Interim Executive.
Representatives at the January 14
meeting were IT executives from
Ville de Longueuil: Gaston Huot,
vice president of RIMQ, and Daniel
McCraw, past president.

They told the meeting that the
RIMQ excutive is interested to be
part of the national organization,
tentatively called MISA/RIM Canada.
Its mission is to be the authoritative
voice for municipal information
technology professionals on national
issues affecting effective delivery of
municipal services using informa-
tion and technology.

Founded in 1982, RIMQ
(www.rimq.com) has much in com-
mon with MISA chapters. Its mis-
sion is to support the exchange and
improvement of knowledge among
information resource managers to

optimize the business processes of
member municipalities seeking to
better serve their citizens.

The MISA/RIM Canada Interim
Executive, led by chair Kevin
Peacock of the City of Saskatoon,
is preparing draft by-laws for review
at a meeting May 14 during the Lac
Carling conference.

Other members of the Interim
Executive are: Peter Bennett,
Winnipeg; Per Kristensen, Nanaimo;
Gerry Matte, District of Saanich;
Daya Pillay, Halifax; Louis Shallal,
Region of York; Bill Todd, Saint John;
and Roy Wiseman, Region of Peel.
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MISA NEWS ACROSS CANADA

MISA Ontario Plans Event, Seeks Nominations
MISA Ontario is inviting associate
member representatives to its annual
luncheon on February 25 to meet
municipal IT executives and gain
some insights about the Ontario
market.

The chapter is also seeking 
nominations from its members 
for two purposes: to fill Executive
positions in the next term, and to
present awards to worthy recipients
at the annual conference this 
coming spring.

The Associate Members Luncheon
is an annual event in Toronto that
brings together municipal and associ-
ate member representatives to mingle
informally. There is no charge.

As usual, this year’s luncheon will
feature an advance presentation
about the MISA Ontario annual 
conference, which will take place
June 6-8 in Windsor.

In addition, the luncheon will
give associate member representa-
tives information about the Ontario
market gleaned from the 2004
Municipal Survey conducted by
Public Sector Research Inc.

Ceiran Bishop of Public Sector
Research will present findings from
the survey describing the current
municipal information technology
environment, and also describing
how municipal IT decision-makers
want to be approached by vendors.

The luncheon will be held in the
traditional venue at the North York
Memorial Community Hall, 5100
Yonge Street, in the Gold Room on
the main floor.

To register, please contact
Lawrence Moule, lmoule@
sympatico.ca.

Meanwhile, the Ontario chapter is
seeking numinations for all positions

on the Executive for the 2005-2007
term, except that of president (Harry
Turnbull of Windsor, now vice-presi-
dent, will automatically become
president in June).

Details and nomination forms
can be found on the MISA Ontario
Web site, www.misa.on.ca. Deadline
for nominations is March 31.

Also on the Web site are details
and nomination forms for candidates
to receive several service awards
from MISA Ontario at the annual
conference in Windsor, plus the
Excellence in Municipal Systems
Award and the Associate Member 
of the Year Award. Nominations
deadline is April 15.

Please send all nominations to
Jim de Hoop of the City of Kingston,
past president of MISA Ontario, at
jdehoop@cityofkingston.ca.

Quebec Participating in MISA Canada Talks



_experience the commitment

financial services manufacturing, retail, 
distribution & energy governments  & healthcaretelecommunications & utilities

Transforming the business of government

Building partnerships that fit

E-government transformation is a reality. It’s driven not only by the increasing
expectations and shifting priorities of citizens and businesses, but by government’s
own motivation to do business differently. Success will require innovative
approaches in key areas of business process, information technology, and human
capital management.

At CGI, we understand the challenges facing government. Combining experience
with sector knowledge and best practices, we can help governments meet 
these challenges head-on. We offer a comprehensive range of services, from 
management consulting in areas such as transformation planning, intellectual
capital management, security and privacy, and governance, to IT services 
including technology planning, application implementation and integration, 
and custom solutions design and delivery.

CGI. Committed to being your trusted e-government partner.

For more information, contact 416-862-0430 or info@cgi.com.

consulting/systems integration/management of IT and business functions/tsx:gib.a/nyse:gib/www.cgi.comISO 9001 Certified



MUNICIPAL Interface

By David Tyson
City of Vancouver

In the aftermath of 9/11 and cyber attacks that take
down computers with a single virus, we all know that security
plays a larger role in everyone's life today. Security is a discipline
in which many of the most tedious activities turn out to be some
of the most critical to organizational security. One of the more
critical and time-consuming activities in a multi-stakeholder 
environment is developing an effective IT security policy.

A security policy plays an important role in the foundation of
any IT security program. IT sets the direction, gives broad guidance,
and secures senior-management support for security-related pro-
grams and actions across the organization.

The City of Vancouver, with more than 9,000 staff, multiple
business units, boards and the forthcoming Olympic Games, has
many reasons for needing a robust and effective policy develop-
ment and approval methodology. It has a strong commitment to
IT security and the protection of City data and assets. As threats
to information systems increase on what seems to be a daily
basis, so does the need for repeatable and verifiable protections
from those threats.

In a multi-stakeholder environment, the need for a well
defined and executed policy-development process is amplified
by the sheer size and breadth of the organization and its service
responsibilities. To develop a long-term methodology for IT security
policy creation, in 2004 the development team looked at existing
processes to borrow components of a methodology.

A policy analyst initially assisted in defining stakeholder groups
and process activities until a draft flowchart was developed. The
IT security manager then brought representatives of the stakeholder
groups together to discuss the concept of a formal and defined IT
security policy development and approval process.

The completed process was ratified after several iterations,
including defining the stakeholder groups, working groups in
which each stakeholder belonged, the roles and responsibilities
of each group.

JANUARY 2005

Stakeholder Groups 
The following groups comprise the stakeholders.

Policy Committee 

The policy committee is responsible for the
strategic direction of IT security policy for the
organization and takes responsibility for the
success of the process. The policy committee
provides governance, assigns policy categories,
allocates resources, and champions the policy
development and approval process.

Policy Owner 

The policy owner, as part of the policy committee,
authorizes the development of the policy as
appropriate. The policy owner sends the final
draft of the policy to the organizational man-
agement team, as required.

IT Security Manager

The IT security manager identifies a policy that
needs to be developed and communicates this
to the policy owner. The IT security manager 
is responsible for directing the work of the 
policy analyst and ensuring that each policy
has a project plan including a timeline and 
a proposed list of internal and external man-
agers or experts to sit on the external-policy
working group.

Policy Analyst

The policy analyst is responsible for:

• Consulting with the external policy working
group during the policy-development process

• Consulting with subject matter experts at
all operational levels to understand the
unique processes and needs of the depart-
ments directly affected by the policy

• Researching best practices and applicable
government legislation 

• Developing and following through on the
project plan

• Developing the policy document

7
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Developing IT Security Policy:
Vancouver Designs a Better Way
Defining Roles and Responsibilities Helps Get Decisions Made
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• Ensuring that the policy document
is formatted according to the City
standard and that the approved
policy is posted to the City's policy
and procedures Web site.

The External Policy Working Group

The External Policy Working Group is
a group of managers or experts within
the organization who provide infor-
mation, advice and feedback on a
draft policy. In general, the members
of this group are IT managers or
experts who have a direct interest in
the specific policy. The members of
this group should be selected based
on expert knowledge of the policy
issue or because of a direct business
interest as a result of the policy.

High Level Process
At a high level, the process is a four-
stage progression:
• Phase one is policy development –

the policy is planned and scoped,
and research is completed.

• Phase two is the formal consultation phase – the
draft policy is created and initial consultation with
external policy group occurs.

• Phase three is the formal approval process – in-depth
consultation occurs with the external working group,
the policy committee and the policy owner.

• Phase four is the implementation of the completed
and approved policy. This includes instituting the
policy through a formal distribution and organizational
recognition process.

The flow chart at the top of page 9 gives a visual 
representation of the four phases.

Follow these Steps 

In implementing this process, there are several key
points to remember.

Define stakeholder groups in the process —
Stakeholder groups, whatever their role, must be well
defined. This includes the place in the process where
each group participates.

Define and agree on roles, responsibilities and rights
— Each group must fully understand and agree on their
role and level of responsibility. Group members must
know the scope of their roles and whether each one is a
comment role or a governance role.

Clearly identify, communicate and
understand process — The process
must be clearly communicated across
the organization to all those affected
by policy issues so that it can be fully
understood. Many individuals may
have valuable input to direct at the
process even though they may not
be part of one of the defined groups.

Gain executive agreement on the
process for dispute resolution —
Finally, although the process is well
laid out and roles and responsibilities
are well understood, a process for 
dispute resolution must exist so that,
if significant disagreement occurs, the
policy owner can resolve the dispute
in a formal manner.

Walking Through the Process
Here is each stage of the process.

Phase 1 - Development

1. The IT security manager identifies
a policy needing to be developed.

2. The IT security manager communicates this to the
policy owner.

3. The policy owner, together with the policy committee,
authorizes the development of the policy as appropriate.

4. The policy analyst drafts a project plan for individual
policy development and sends it to the policy owner.

5. The policy owner, together with the policy committee,
approves the plan.

6. The policy analyst conducts research on the policy
and seeks initial input from the external policy group.
(Build in a10-day period for comment.)

7. The policy analyst creates a draft policy and sends it
to the policy committee.

Phase 2 - Formal Consultation

The policy owner, together with the policy committee,
reviews and approves the draft and sends it for external
policy group review. (Include a 30-day period for com-
ment.)  After the policy analyst revises the draft, the policy
committee completes a final review and approves it.

Phase 3 - Approval

The policy owner, along with the IT security sponsor,
sends a copy of the policy to the management team or
City Council, if required.

JANUARY 2005

IT SECURITY

Dave Tyson speaks at the MISA
IT Security conference in Andrew
Haydon Hall at Ottawa City Hall.
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Phase 4 - Implementation

Once the policy is approved for public viewing by the IT
security manager, the policy analyst sends the policy for
posting on the Web site. The IT security manager also
decides the communication procedures necessary to
inform others that the policy is approved.

Benefits
This process has several advantages.

• By clarifying the roles, responsibilities and process for
policy development and approval, organizational risk
is mitigated, the amount of time it takes to get policies
developed and approved is reduced, and identified
risks are mitigated more quickly.

• Clarification diminishes much of the frustration, con-
flict and confusion, making policy development less
of an arduous task.

• A clear process permits multiple policies to be devel-
oped simultaneously because each process runs
independently.

• Managers’ and stakeholders’ spend less time and are
available for other activities.

Linkages
There are also several other benefits.

Policy compliance – The process can tie the implemen-
tation of the security policy to compliance efforts 
to quickly evaluate the impact of new policies.

Data – Data gathered from compliance reviews can be
used to evaluate the impact of new polices on security
breaches and the environment. This aids in communicating
the success and effectiveness of the security procedures
and policy to senior management.

Risk – Enhanced risk mitigation is another positive 
outcome that can be reported to senior management,
in support of subsequent policy development.

Security awareness – Monthly security awareness 
sessions in stakeholder groups can communicate new
policies to decentralized business units.

Dave Tyson is manager of information technology security
with the City of Vancouver, and a MISA representative on
the National CIO Council Sub-committee for Information
Protection. He can be reached at dave.tyson@vancouver.ca.
This article is based on a presentation at the MISA IT
Security Conference on Oct. 21, 2004. n

JANUARY 2005
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By Andy Pridham
CGI

The notion that “insiders” pose a serious threat
to our information assets is not new. For years now, we
have been presented with estimates that 50 to 80 per
cent of all threats originate from within an organization
— but safeguards still focus on external threats like 
outside hackers and viruses.

Maybe the lack of attention to internal threats is
because it is estimated that fewer than 3 per cent of
internal attacks are detected. Maybe it's because the
cumulative harm caused by external threats is often
erroneously thought to be far more serious than harm
from internal threats. Some organizations consider 
toleration of internal threats as a cost of doing business,
not wanting to offend their employees or harm their
reputation.

In any case, it is folly to expend effort and capital on
safeguards without including the inside threat in your
analysis.

What is an Insider?

An insider is “anyone possessing legiti-
mate access to an organization’s
resources.” This includes members of
your organization with legitimate logical
access to your IT resources (full or part
time, on-site or home-worker, and
contractors), and staff with legitimate
physical access to your facilities
(including security guards, cleaners
and maintenance staff ).

The insider possesses unique
access, knowledge, privileges and
motivation — and it is for these reasons
that so many threats originate from
within your organization and why
they can cause so much harm.

A threat is “the menace of harm,”
consists of a threat agent and motiva-

tion, and is characterized by a combination of likelihood
and impact. In other words, a threat only exists if there
is harm to be caused and the likelihood of it occurring is
greater than zero. Threats can be classified as:

• Unauthorized disclosure – a compromise of 
confidentiality

• Interruption – a compromise of availability

• Unauthorized modification – a compromise 
of integrity

• Destruction – a compromise of availability

• Removal – a compromise of availability and 
confidentiality

• Deception – a compromise of authentication and
accountability.

It is useful at this point to make it clear that not all
insider attacks are of a malicious nature (for example,
neither carelessness nor misuse are motivated by a desire
to cause harm). Regardless of the motivation, howev-
er, it is still an attack that results in harm to your assets.
Some common insider attacks are:

•     Theft of company information for
personal gain

•     Misuse of resources (out of curiosi-
ty or for personal use)

•     Acts of revenge against the 
company or fellow employees

•     Incompetence and carelessness.

The nature of insider attacks is further
illustrated through the following case
studies. The harm caused in these
examples came in the form of lost
productivity, system downtime,
embarrassment to the organization
and legal liability — all of which translate
to increased cost to the organization.

Case study 1
A database programmer learns that
she is to be “downsized.” She decides
to encrypt important parts of the

JANUARY 2005
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Ottawa-based consultant
Andy Pridham of CGI speaks at
the MISA IT Security Conference.
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database and hold it hostage. She will decrypt it in
return for substantial severance pay and promise of no
prosecution. The organization decides to pay without
consulting with proper authorities and is precluded
from pursuing charges.

Case study 2
A system administrator is on probation after a series of
confrontations with co-workers. After he has been sent
home without pay pending resolution of the situation,
it is discovered that the network configuration has been
changed, denying the organization's clients the services
that they have been promised. Only the system admin-
istrator holds the privileges to change them. Unfortunately
he is not interested in helping out.

Case study 3
An organization wishes to find justification to release a
problem employee. A first-time search of network audit
logs indicates that he has been spending much of his
day trading stocks, surfing to unsavory Web sites, and
sending jokes to his co-workers. They find out that he is
not alone in this abuse.

Case study 4
An organization recently fired an employee who caused
its e-mail system to crash for six hours after sending
thousands of other employees a personal e-mail that
requested an electronic receipt. They lost hundreds of
hours of productivity.

Profile of the Insider
Who is the person who might commit breaches like
these?  While the case studies provide a start, a profile 
of the insider is helpful as a first step in employing the
appropriate safeguards.

The following characteristics apply to those insiders
whose intent is personal gain or harm to the organization
— not those who are careless, ill-trained or just goofing
around. Generally, an insider intent on causing malicious
harm will possess some combination of such characteristics
as: special system and computer expertise, social and
personal problems, a sense of entitlement or oppression,
and ethical “flexibility.” In addition, the insider may be
introverted and not a team player, which can result in a
lack of empathy and reduced loyalty to the organization
and co-workers.

How Can We Neutralize the Insider?
The collection of mechanisms that can be effective as
safeguards against insiders differs very little from those

used against so-called outsiders. An effective security
program is based on following the model of a security
cycle, which consists of five elements: prevent, detect,
analyze, respond and recover.

The five-spoked wheel shown above, called the
Security Cycle, illustrates that the process is a continuous
one that needs to be in effect 24/7. Adjustments to your
safeguards are made proactively as much as possible, in
response to changes in the threat environment and your
information system.

Elements of the Security Cycle 

1) Prevent

• Make it difficult for the insider to launch an attack by
using authentication mechanisms that will bind the
insider to his or her actions, fostering a sense of
accountability.

• Implement access-control measures that will limit the
reach of the insider (containment).

• Dissuade the insider from trying to circumvent your
safeguards by using security policies, a security
awareness program and consequences for breaches
of the policies.

2) Detect

Make yourself aware of violations by:

• Identifying critical data and paying particular 
attention to it

JANUARY 2005
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• Profiling your users by determining their “normal”
access and use pattern

• Monitoring your users for irregular activity

• Developing audit trails for analysis.

3) Analyze

Pull together the “what, how and when” of the attack,
and develop a response to the attack.

4) Respond

Should an attack occur, take these steps:

Assess the damage. Contain the damage. Repair the
damage. Institute remedial (stopgap) prevention that
will later be refined as you consider how to prevent that
attack in the future.

5) Recover

Restore service and communicate appropriate information
throughout your organization about what happened,
the extent of the damage, how to assist in the recovery,
and any new procedures in effect.

A Framework for Success
Insiders will be much less of a threat if they know what
is expected of them, realize that they are accountable,
and know that they are being watched. The security
cycle needs to operate within a framework composed of:

• Policies and procedures – that are written, communi-
cated, and enforced within a security organization
made up of security officers with clear mandates.
Because many inside attacks result from simple 
misuse of resources, the policy must include an
acceptable use policy for Internet and e-mail.

• Continuous risk assessment – monitoring changes to
the threat landscape and risks specific to your system.

• Appropriate authentication and access control –
make insiders accountable for their actions and
restrict access to only that information they legiti-
mately need.

To ensure the appropriate separation of duties, include
the following two steps in your assessment measures:

–   Require more than one person to effect changes
that can have a potential major (negative) impact
on resources (the same kind of safeguard used 
to prevent the unauthorized launch of a nuclear
weapon).

–   Separate security operations from network and
other system operations. Don't have the insiders
monitoring themselves.

• A monitoring, audit and response capability – know
what's going on 24/7 and how to respond.

Any effective security program must include a major
focus on the insider. Many mea-
sures, such as policies and proce-
dures, are inexpensive and partic-
ularly effective. As for the other
safeguards, any effort to mitigate
the inside threat will have the
dual effect of mitigating against
outsiders too. Given this, as well
as our dependence on informa-
tion, we can no longer ignore the
threat posed by insiders.

Andrew (Andy) Pridham is director,
consulting services, at the Ottawa-
based InfoSec Centre of Expertise
of CGI Information Systems and
Management Consultants, Inc. He
can be reached at andrew.pridham
@cgi.com. CGI is an associate
member of MISA Ontario. This article
is based on a presentation at the
MISA IT Security Conference on
Oct. 21, 2004. n
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By Fraser S. Hirsch
City of Ottawa

One of the best security tools for a
municipal IT professional is the threat-and-risk
assessment, or TRA. The general perception in
the IT community is that TRAs have to be complex,
consisting of at least 100 pages filled with
quantifiable measures and matrices.

In reality, TRAs don't have to be complicated
or even formal – and the benefits of assessing
threats and risks for information systems are
significant.

TRAs permit IT staff and their clients to
understand the security risks associated with a
particular business operation and the systems
that are being designed or enhanced for that
operation. Completing this kind of assessment
early in the project or operational life cycle will make 
clients aware of any system risks that might affect 
their operations, and the municipality may avoid 
adding on costly security safeguards after the system
has been designed.

These tools also permit the IT group to identify and
justify security requirements and safeguards that can
mitigate risk. Another benefit of the risk-assessment
process is that residual risk, after applying safeguards,
can be accepted by clients with full knowledge of the
data sensitivity, threats, risks and safeguards.

Typically, client acceptance is requested at the man-
agement level to ensure that the individual ultimately
responsible for the business operation is aware of the
residual risks of operating the system.

The City of Ottawa conducts both informal and formal
threat-and-risk assessments based on client input. Both
types of assessments take into consideration the following:

• Asset valuation, including a data sensitivity analysis

• Threats and vulnerabilities

• Consequences and injury

• Risk assessment

• Mitigation of risk through the use of safeguards

• Residual risk acceptance.

These elements of a risk assessment are consistent
with the RCMP's TRA methodology, which can be adapted
to assist any municipality in conducting a TRA based on
its own organization's requirements.

Asset Valuation

Asset valuation in IT systems refers to how important an
asset is to the business unit. Assets can include personnel,
data, hardware, software and communications. The value
of an asset may be higher for business-critical systems
or in those situations where legislative requirements
safeguard data, such as public health acts or access to
information acts.

It is particularly important to assess the data sensitivity
requirements (confidentiality, integrity and availability)
for the data assets that will be processed, stored, or
transmitted by the system.

There are two main categories of threats to data and
information systems. The first is random threats that can
be difficult to mitigate in a cost-effective manner but
can prove to be a serious threat to business operations.
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They include environmental disasters, accidental human
error and system/network component failures.

The second category is deliberate threats, which may
come from individuals inside the corporate network or
from outside the network. Insiders include authorized
users, system or application administrators with elevated
network privileges, or individuals with authorized physical
access to areas containing computers or servers. If insiders
become disgruntled with the organization, they may
become a threat from within. External threat agents
include hackers, criminals acting individually or organized
crime rings.

Deliberate threats to data include unauthorized:

• Disclosure affecting confidentiality

• Modification that has an impact on integrity

• Interruption of the system or environment, which
affects availability

• Destruction, affecting the availability of data and/
or services

• Removal, such as the theft of data or system components
that will affect availability.

It’s also important to assess the technical vulnerabilities
of the system. Most systems have inherent vulnerabilities
that can be exploited by insiders and outsiders. These
vulnerabilities may
exist in the hard-
ware, operating 
system,applications
built either in
house or off the shelf, and network infrastructure. If the
vulnerabilities have not been identified, they will pose a
significant risk to operations if they are exploited.

In the event that there is a compromise of system
assets, it is necessary to determine the consequences
and injury to the business or the public. If there are no
consequences or injury resulting from the compromise
of an asset, there would be no need to safeguard 
the asset.

If a critical asset is compromised, potential consequences
to a municipality may include loss of trust, embarrassment,
legal liability and financial loss. In the municipal environ-
ment where there is a certain transparency and account-
ability to taxpayers, these consequences can cause serious
injury. Another potential consequence of data compro-

mise may be personal injury to the public at large or an
individual citizen. Given the nature of services that
municipalities provide, personal injury or harm could be
very serious.

Assessing Risk

Risk can be assessed once you have identified valuable
assets, examined the applicable threats and vulnerabilities,
and determined the consequences of a compromise and
the potential injury. It is often recommended that risk
be assessed in the absence of any safeguards. This will
permit IT staff to confirm or validate the appropriateness
of existing or proposed safeguards.

Safeguards are implemented to mitigate the risk to
an acceptable level. It is not possible to eliminate all risk
in operating a system, but the risk can be reduced. Security
safeguards typically fall into five broad categories: protec-
tion, detection, response, containment and recovery.

Protection safeguards are measures taken to stop
threats from harming a system and its data. If a threat 
is launched, you need the ability to detect it and then
quickly respond to the event in order to minimize its
impact and contain the breach. Once the damage is
contained, it is necessary to recover to the original state
and resume normal business operations as soon as possible.
The more layers of security safeguards that are imple-
mented, the more the risk is mitigated.

Within these five categories, risk can be reduced
through the use of technical safeguards, process-oriented
safeguards or a combination of both. Technical safe-
guards may include new products or may make use 
of additional features in existing safeguards. Process-
oriented safeguards can include policies, user aware-
ness, personnel screening and business-process modifi-
cations. Municipal budgets will play an important role
in determining what safeguards can be deployed in a
cost-effective way. This is also when risk acceptance
becomes a key strategy.

The goal is to get residual risk to a level acceptable 
to client management. If the residual risk is too high to
accept, additional safeguards may be required. It is 
ultimately the client who must accept safeguard recom-
mendations and the residual risk, perhaps for a period of
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In today's changing government
environment, municipalities are facing
tighter budgets, staff reductions, and
increasingly higher demands. In addition,
changes to municipal legislation and
liability concerns are putting
tremendous pressure on municipalities
to maintain accurate and up-to-date
records of assets (e.g. water, sewer,
streets, and signs) as well as efficiently
manage their mobile resources (e.g.
trucks, crews). In response to these
concerns, ESRI Canada and its business
partners have developed a complete
enterprise asset and mobile resource
management solution.

For more information, please contact
info@esricanada.com or 1-800-GIS-
XPRT.

Business solutions for municipalities
Demonstrate minimum maintenance standards compliance for
municipal roads and maintenance standards for water and
sewage systems.

Inventory assets and assess the total cost of operations,
maintenance, and asset replacement.

Spatially-enable asset management systems by linking customer
requests, work orders, and resources.

Assess work details, asset details, and maps in the field through
wireless or disconnected devices.

Spatially-enable data for improved dispatching, vehicle tracking,
and mobile asset tracking.

Track vehicle locations in real time for more efficient
dispatching.

Improve public satisfaction through efficient dispatching,
routing, and overall improved productivity.

Manage your Assets
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time until funds are available to introduce additional
security enhancements.

Formal or Informal?

At this point, you may be thinking that it takes a lot of
time and effort to complete a TRA. As mentioned earlier,
however, a TRA can be either a formal process or a very
straightforward informal assessment. In fact, people do
TRAs every day as part of the decision-making process
for business and daily life.

For example, each time we cross the street, we are
doing a threat-and-risk assessment. We are assets that
are highly valued by our employer, our family and our-
selves. The threat is that we may get run over by a vehi-
cle, resulting in personal injury or death that would have
serious consequences to everyone who values us. So we
do a quick risk assessment and perhaps determine that
the risk is too high to cross the street.

But wait!  What safeguards are in place to help us
cross the street safely?  There are traffic and pedestrian
signals, crosswalk lines and sidewalk curbs. If you trust
and obey the signals, you are most likely going to accept
the risk and cross the street. If you decide not to accept
the risk, then additional safeguards are required, such 
as looking both ways or crossing the street at a safer
location. All in all – you have just done an informal TRA
in about five seconds.

The same process can be applied to the IT environ-
ment. A request may be received from a client who
needs a certain technical capability from a business 
perspective that may or may not be an exception to
existing security policies. Most times, a quick TRA is
done informally by the analyst, and a decision involving
risk acceptance is made. The analyst may also decide
that further information is required before risk can be
assessed and accepted.

Again, this may be done in an informal manner without
necessarily documenting all the components of a TRA,
even though they have all been considered.

Client requests may also lead to a formal, written TRA
in whole or in part. This written assessment may be
done in house, or it may be contracted out to an IT 
security company.

In-depth TRAs for enterprise-wide initiatives or critical
services are typically contracted out to quantify risk to a
greater level of granularity. The decision to conduct a
formal TRA often depends on the complexity of the
business operation, the system, and the availability of
personnel and funds.

To date, the City of Ottawa has completed all its informal
and formal TRAs in house. A process is in place where
an initial risk assessment is conducted on most new or
enhanced systems by an IT security analyst.

This risk assessment is one page in length and deter-
mines data confidentiality, integrity and availability
requirements at a high level. This gives the client and
the project manager an indication of the level of effort
required to safeguard the system and data.

For systems that have higher data requirements for
confidentiality, integrity and availability, the analyst may
require additional information and a meeting with the
client to complete a formal “statement of sensitivity.”
This includes the concept of operations for the business,
identification and evaluation of the assets and their
sensitivity, the consequences of a compromise, a deter-
mination of the invasion of privacy or injury level, and an
assessment of the risk.

The document produced for this assessment is a two-
or three-page report and includes safeguard recommen-
dations, along with a one-page summary of the statement
of sensitivity.

Data sensitivity and risk are assessed on a three-point
scale (high, moderate and low). Consequences are doc-
umented, and the potential injury or harm is rated as no
injury, minimal, serious or very serious injury. After detailing
existing or proposed safeguards, the client is then given
the opportunity to accept the recommendations and
the residual risk.

The Information Technology Services Branch at the
City of Ottawa has made a concerted effort to use TRAs
to inform the client of potential threats, vulnerabilities,
consequences and injury to their electronic data and
operations. The TRA is a valuable tool to identify and
justify security requirements and to recommend safe-
guards that will mitigate risk.

The ultimate decision to accept the residual risk
belongs to the client. Using a straightforward risk-man-
agement approach can result in cost-effective security
safeguards for municipal data and systems.

Fraser Hirsch, manager of IM/IT security for the City of
Ottawa, was chair of the MISA IT Security Conference in
both 2003 and 2004. He can be reached at fraser.hirsch
@ottawa.ca. This article is based on a presentation at the
2004 conference on October 22. n
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By Bob Nanke and Heather Johnston

City of Calgary

Canadian municipal systems and networks are
threatened by viruses that are becoming faster, more
sophisticated and more destructive. At the City of
Calgary, we have devised what we call a ‘layered’ approach
that helps the information-technology department to
mount an effective defence.

Calgary’s technology and information infrastructure
encompasses 5,800 desktops, 7,800 NT accounts, 220
Windows servers, 140 UNIX servers and 125 Oracle
instances. They support more than 40 different City
lines of business, operating in nearly 175 different 
locations.

The Calgary metropolis is home to almost one million
tech-savvy citizens. It welcomes 16,000 to 18,000 new
residents each year. Eighty per cent of Calgarians use
the Internet daily – and they expect City services to be
equally modern. City technology systems that use more
than 2,000 different applications now function 24 hours
a day, seven days a week.

Alert to security needs, City Information Technology
decided on an XP system migration and workstation
upgrade due for completion in 2005. The migration
introduces an operating system that Microsoft supports
for better security. Older operating systems like
Windows NT4 have limited or no security patch support
and are more likely to be compromised.

The Advance of Viruses and Worms
City systems are on guard against ever-growing virus
threats. No one knows when and where viruses will
evolve next, and they pose disruptive threats to key
municipal services that citizens count on — ranging 
from emergency, environmental and traffic safety to
leisure activities.

The virus evolution
started in 1987 with the
first boot sector virus,
the Stoned virus. The
Jerusalem virus arrived in
1989, a file infector target-
ing .exe and .com files.
By the late 1980s, people
started noticing viruses, and IBM released the first 
commercial anti-virus system.

File infector viruses grew at a staggering rate as virus
creators learned to evade anti-virus software. By 1995
malware writers had developed a new infection technique
using macros to infect Word documents. 1999’s Melissa
virus marked the start of e-mail becoming viral invaders’
medium of choice, soon followed by a reign of multi-
attack vector worms.
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Calgary Implements
Effective New Approach
For Anti-Virus Strategies
And Patch Management

Bob Nanke addresses the
MISA IT Security conference.

Virus Release 01/26/04  @  13:05

Trend Micro 01/26/04  @  22:35
Virusbuster 01/26/04  @  23:05
anti-virusG 01/26/04  @  23:15
eTrust (CA engine) 01/27/04  @  00:20
Sophos 01/27/04  @  00:40
eTrust (Vet engine) 01/27/04  @  01:30
eSafe 01/27/04  @  01:50
RAV 01/27/04  @  03:10
Dr. Web 01/27/04  @  03:10
Kaspersky 01/27/04  @  03:35
Symantic 01/27/04  @  03:35
McAfee 01/27/04  @  04:00

Illustration 1
Times Noted for Receipt of Commercial
Products to Combat Mydoom Virus

As this illustration shows, Mydoom propagated
unhindered for nearly nine hours before the
first commercial release of a pattern file.
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January 2004 brought the
release of Mydoom, a new virus 
not detected by heuristic filters.
Although this should have been a
fairly low threat, it arrived just after
Mimail.Q and Dumaru.Y. Both high-
profile worms had weakened many
systems.

Unlucky victims noticed the first
“seed” e-mails at 13:05. Mydoom
propagated unhindered for nearly
nine hours before the first commercial
release of a pattern file (guide to
how a virus behaves) occurred. By
this time,message labs were detecting
more than 100,000 infected e-mails
an hour.

City Safeguards

When dealing with viruses, it is
important to analyze the pattern of
infection, in order to evaluate the effectiveness of anti-
virus systems. Illustration 1 shows pattern-file release
times for Mydoom observed by Andreas Marx of 
AV-Test.org.

With computer viruses, as with human viruses, the
start of the virus cycle is a period when the virus is
doing its damage, but effects may go unnoticed.
This delay between virus release and updates to virus 
pattern files has become a significant risk.

City IT has found a way to reduce this risk. We moni-
tor virus threats reported on the Web by various sites,
such as www.AVIEN.org. These give some advance
notice of outbreaks before anti-virus companies release
their pattern files.

When a virus outbreak occurs, City IT deploys what
we call “policies” on the gateway, or other point of
attack, based on that initial information. Policies are
temporary prevention work-arounds created specially
for virus management.

Illustration 2 shows how creating, testing and releasing
a temporary prevention work-around, or policy, can 
dramatically reduce virus attack damage and related
clean-up costs.

City IT’s Layered Approach

Recent events suggest that anti-virus solutions must
support more than mere virus prevention. To remove
infected files immediately, they must enable virus con-
tainment and eradication. Organizations need more
than a solid e-mail defence strategy. Security rapidly
becomes a matter of protecting the network as a whole.

In the past, anti-virus solutions have relied on e-mail
anti-virus protection coupled with local anti-virus scanners
on desktops and servers. These days, stopping viruses at
the front door is no longer good enough. Any time that
passes between the release of a new virus and protection
becoming available presents a serious risk in light of the
possible lightning speed of infection.

Now City networks use a layered approach to effec-
tively protect systems from harmful virus infection. The
first security layer is an external layer, designed to stop
viruses from entering internal networks (for example, at
the SMTP and Internet gateways). The middle security
layer is on City network Exchange systems. This layer
detects and stops any viruses that have potentially 
broken through the external layer.

Employee workstations and servers are the final layer.
They use local protection on the desktop as a last line of
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Reducing the Harm of Viruses Using In-House Protection

No. ofinfections Normalcleanup

Proactivecleanup
VirusKnown

Policy createdand deployed
Pattern released

Pattern deployed

Time

Time andeffort saved
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defence, helping detect and stop any non-e-mail viruses
from infecting the system.

Solid Anti-Virus Strategies
To avoid virus outbreaks, a solid anti-virus strategy
requires that security leaders:

• Know all systems.

• Check daily to make sure that all clients are up to
date with pattern files.

• Monitor external Web sites.

• Sign up for virus early-warning bulletins such as
AVIEN and those from other anti-virus companies.

• Draw up contingency plans for a virus outbreak. In
these contingency plans, address how best to contain
it, establish outbreak-response communication roles,
responsibilities and priorities – and remember to
have a secure back door to the Internet, just in case
the network crashes.

Effective containment and control requires forming
and developing internal network-emergency response
teams. Use a multi-discipline group and give it authority
to act in an emergency situation. Budget a portion of
daily support to security-related issues and anti-virus
patching. Agree in advance on communication roles,
responsibilities and priorities – communication timing
can be critical.

Response Team Members
City IT has a comprehensive threat assessment and
response team. Members include staff from desk-side
support, e-mail, security, network, architecture design,
UNIX, Linux and other interested areas under the 
stewardship of the Chief Information Security Officer.
The team’s role is to:

• Understand the threats and risks facing civic services.

• Approve patch and service pack releases.

• Vet new security-related procedures and policies.

IT’s security team coordinates day-to-day security
activities. For example, the team monitors the Norton
Anti-Virus servers and some external Web sites. It
checks for anomalies that would affect either the level of
protection or indicate a new or increasing virus threat.

Patch Management
For effective patch management, City IT:

• Only rolls out patches that affect the City 
environment.

• Considers a quick-and-easy treat-analysis process.

• Develops a test strategy.

• Tracks failures of patches and unpatched systems.

• Audits systems to make sure they are still effectively
patched.

It is useful to remember that not all systems can be
patched. Identify these and provide additional methods
of protection.

To help keep systems safe during patching processes,
City IT also:

• Automates patch-management systems to track
patching results and ensure that failures are recorded
and fixed.

•     Checks anti-virus systems to make sure 
pattern files are current.

•     Investigates systems that do not consistently
update correctly.

•     Does not allow systems that are not patched
or have out-of-date anti-virus solutions on
the network.

• Investigates network-based technology to keep 
systems running and safe, even if a virus outbreak is
being battled.

Network Management

To protect and manage the network essential for City
services, City IT:

• Ensures that all systems are patched and are running
current anti-virus software.

• Develops policies and processes to prevent unautho-
rized systems connecting to the network.

• Has historic knowledge of internal systems and notes
what is normal and abnormal.

• Keeps highly secure data in highly secure zones,
knowing the key systems and introducing additional
protective measures as needed.

City Technical Tools and Methods

City IT uses several technical tools and methods to help
control anti-virus and patch management.
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1. SMTP Gateway protection 

• Policy application and quarantine

• Normal virus scanning

• Spam filtering.

2. Microsoft Exchange systems 

• Detects internal mail infections

• Multi-engine anti-virus solution.

3. Desktops and servers 

• Central monitored clients

• Fully automated updates.

4. Netfiler (anti-virus scanner)

5. Network 

• Virus detection and eradication technology 

• Intrusion detection systems (IDS) on key segments.

Road Map for Future Security

City Information Technology has developed successful

strategies to remove known vulnerabilities from all sys-
tems, such as the layered approach to network security,
policies and systems to prevent unauthorized systems
from connecting to the network, and effective patch-
management solutions.

No matter how much time is saved in process system
improvement, it may be lost with new threats and a 
continuously changing environment.

Increasingly, City IT is defining security zones based
on information classification and controls. This will 
provide a road map for further threat assessment and
risk mitigation in the future.

Bob Nanke is security coordinator for the City of Calgary,
and Heather Johnston is a technical writer. This article is
based on a presentation at the MISA IT Security Conference
on Oct. 22, 2004. Comments and questions are welcome at
bob.nanke@calgary.ca. n
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By Ron Watt
Empowered Networks Inc.

In the simplest terms, there are three key 
objectives for IT security.

The first is to ensure confidentiality, protecting sensitive
or privileged information. The second is to preserve the
integrity of information, ensuring that your pay cheque,
and tax payable, have the correct digits, and each
comma is in the right place. And the third objective
relates to availability – whether you can use the system,
applications and data, how and when you need to.

In many organizations, operations staff have viewed
IT security practitioners as preoccupied with confiden-
tiality and integrity – and also as an obstacle to ensuring
the availability of the IT and network infrastructure.

But the tide has
turned. For several
years, respondents to
the FBI/CSI’s Annual
Computer Crime and
Security Survey have
quantified financial
losses attributable to
different types of
security incidents.
Starting in 2004, viruses
like MyDoom and 
others that include
denial-of-service
attacks became the
leading types of secu-
rity incidents causing financial losses, overshadowing
intellectual property theft for the first time. This shift
has made protecting the availability of networks and IT
services a key concern for everyone.

In the past, the systems supporting your network
management system (NMS) – the collection of tools and
processes used to perform key network management
functions – may have escaped the tight security, config-
uration control and security-related testing imposed on

other systems and applications. Now, organizations are
beginning to realize the importance of applying solid
security practices to the NMS. In fact, your NMS is a key
component in IT security.

An NMS in a small environment may be a few tools
and utilities on the network administrator’s workstation,
plus what was learned fighting fires on the job. In a
larger organization, an NMS might consist of a number
of specialized software tools on dedicated servers, which
more than one person on your team has been trained to
use. Your NMS should include documented procedures
that new staff can use to become self-sufficient and
effective quickly.

The Threat from Within

Regardless of size or complexity, the systems supporting
your NMS merit special consideration and security 
protection:

• Your NMS can reach every device on your network,
often with privileged access, such as the ability to
configure those devices.

• It has a variety of complex server-class software 
components from a variety of commercial and 
non-commercial sources.

• Certain services and protocols the NMS requires to
do its job may be considered vulnerable to security
attacks.

• Your NMS may be used by multiple people, via
remote access, often with weak user authentication
and little or no activity logging.

For an attacker, these characteristics make your NMS
a lucrative target to use in either causing more damage
or in attacking more valuable assets. It’s important to
make your NMS part of your defences rather than an
opportunity for an attacker.

Securing Your NMS: The Basics First 

Apply solid security practices to the systems supporting
your NMS, and follow these guidelines in implementing
and maintaining them.
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Document system configurations. Start from a “stan-
dardized” server build-and-patch level to take advantage
of the work done to maintain that standard by others in
your organization. From there, record the details of all
software installed and the changes from the baseline
that your NMS requires, and keep these up to date.

Use current releases of software, and stay patched.
You can only count on support and software bug fixes if
you use the versions currently supported. For integrations
between multiple products, be sure you can get the 
support you need.

Enable only required services and protocols. Enabled
services and protocols could be vulnerabilities. Disable
what’s not required.

Tighten user identification and authentication. Define
users, roles and privileges at the operating-system level.
If needed, force strong passwords and track login attempts
for all NMS systems.

Use anti-virus at minimum. Consider intrusion pre-
vention. Systems are at risk during the period between
discovery of a new vulnerability and applying the patch
that corrects it. Host intrusion prevention systems (IPSs)
are designed to recognize and block ways to penetrate
system defences, and so provide enhanced protection
against new, unknown threats.

Securing an Advanced NMS 

Where compliance requirements apply or where money
or public safety is at risk, additional measures may be
required. In more complex environments where your
NMS involves multiple systems and users, it’s a good
idea to take the following steps.

Segment systems into a management domain. Locate
the systems that support your NMS on a specific segment
of your network. For added protection, implement access
control lists, logging, VPNs, firewall and/or network-
based intrusion prevention.

Check that sensitive data is protected. Extra tool
administration is warranted only for data like device
configurations and passwords that need protection,
and where the tool’s security actually works. Before you
configure complex security features in the tool, secure
the underlying system in a way that will streamline tool
administration.

Use secure access methods only where required.
Define the paths of communication between users and
your NMS, and your NMS and managed devices, and the

access methods used. Don’t protect confidentiality so
much that you compromise availability.

Consider the security implications of automated
actions. Automating responses to events and alarms
can save efforts, but no combination of events should
automatically turn off your security defences. Attackers
might spoof a trigger event.

Have a trusted third party do a security assessment.
Check for vulnerabilities, system security and effects of a
denial-of-service attack. You will need your NMS most
when you’re under attack.

Ron Watt is director of marketing for Empowered Networks
Inc. of Kanata, Ont., an associate member of MISA Ontario.
He can be reached at ron.watt@empowerednetworks.com.
This article is based on a presentation at the MISA IT Security
Conference on Oct. 22, 2004. n
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Network Management System

Your NMS is the collection of tools and processes
used to perform these network management 
functions, commonly known as FCAPS:

• Fault – Detecting alarms, events and problems, and
diagnosing and resolving root-cause problems

• Configuration – Provisioning and configuring devices
and services, and the topology of the network

• Accounting – Tracking who does what on the 
network, plus billing and cost-recovery functions

• Performance – Collecting/reporting performance
data, detecting issues and bottlenecks, and 
managing capacity

• Security – Controlling access to the network and
devices, virus protection, perimeter defences, and 
logging activities and events.

In some environments, simple manual processes
are sufficient for some of these functions. In others,
due to scope, workload or compliance requirements,
automated processes and advanced tools will be 
requisite parts of your NMS strategy and approach.

Reference: Telecommunications Management Net-
work (TMN) Model, International Telecommunications
Union – Telecommunications Standardization Sector
(ITU-T) Recommendation M.3010.
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By Matthew Moynahan
Symantec Corp.

The criminal act of assuming and using
another individual’s identity isn’t a new activity.
Nevertheless, government, law enforcement agencies,
the business community and consumers must now 
contend with a new method that attempts to solicit 
the confidential information that gives an individual a
unique identity.

The practice is known as “phishing” –  e-mail or 
Web-site-based scams designed to trick individuals into
revealing valuable information such as social insurance
numbers and banking information. Using this informa-
tion, the “phisher” can assume an identity, usually for
financial gain.

The Canadian Council of Better Business Bureaus 
estimates that identity theft costs the Canadian economy
approximately $2.5 billion each year. Consumers, financial
institutions, credit card firms and retail stores are among
the hardest hit by this disreputable behaviour. According
to Phonebusters, a national anti-fraud service run by
Canadian law enforcement agencies, identity theft
affected more than 13,000 victims in Canada in 2003,
compared with 8,180 the previous year.

The Current Situation
Despite these high risks, the Canadian approach to deal-
ing with identity theft through criminal law has been
piecemeal. Because identity theft does not have a 
statutory definition under Canada’s Criminal Code, this
criminal activity can only be addressed through other
criminal offences such as those dealing with imperson-
ation, forgery and fraud.

This means that, while some fraudulent activities can
be pursued by law enforcement agencies, other activities
such as phishing, which enables identity theft, cannot be
adequately addressed.

Meanwhile, in other jurisdictions, notably in the
United States, there has been a recent move to designate
identity theft as criminal. Under US law, it’s a crime to
steal and defraud – whether committing identity theft

or wire, credit card, bank or computer fraud. Sentencing
can also be significant, with wire fraud and bank fraud
statutes calling for up to 30 years of imprisonment, 15
years for identity theft and credit card fraud, and five
years for certain spam-related activities.

In Canada, the penalties are generally less severe.
Under the Criminal Code, impersonation with intent and
fraud can each result in a prison term of up to 10 years.
It’s also up to the presiding judge to impose any fines or
restitution the identity thieves may have to make to
their victims.

In most cases, however, computer-related crimes are
punishable only when they actually succeed. In other
words, a victim must be defrauded or robbed first.
Consequently, the current malicious Internet act of
phishing is not yet illegal, because it is an attempt to
steal someone’s personal information. Gartner Inc.
estimates that 57 million adults have had firsthand
experience with a phishing attack, and 1.78 million of
them fell victim to one.

The trouble is, even when a phishing scheme does
not successfully lure someone into disclosing information,
it is still damaging – not only to the reputation of the
spoofed online retailer, bank or government agency, but
to consumer confidence in online transactions. For this
reason, phishing poses a serious threat to the future of
e-commerce globally and to economic growth. In fact,
Gartner recently reported that it believes e-commerce
growth will slow significantly to just 10 per cent by 
2007 unless consumers’ concerns over online security
are addressed.

Solutions?
Technology solutions to the problem are one answer,
and information security providers are responding by
creating increasingly sophisticated technologies aimed
at protecting consumers and institutions.

Similarly, education is also essential. The Ontario 
government, with the Ministry of Consumer and Business
Services, has embarked on an information campaign to
raise awareness of identify theft and help consumers
avoid falling victim to North America’s fastest growing
consumer crime.
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While technology, coupled with education, can 
certainly make a difference, one of the most effective
deterrents is simply to make phishers accountable for
attempting to defraud others. As a promising first step,
we can point to US Senate Bill 2636—the Anti-Phishing
Act of 2004, introduced in July by Senator Patrick Leahy.

Making Phishing a Felony
Unlike many technology-oriented pieces of legislation,
the Anti-Phishing Act aims to regulate the behavior of
phishing rather than the technology used in phishing
schemes. Under this Act, which is yet to be voted on 
by Congress, each element of a phishing scam would be
a felony, from sending a spoofed e-mail to creating,
procuring, or using a fraudulent Web site – all with the
intent to commit a crime such as identity theft or fraud.

The Anti-Phishing Act signals the need for public-
private partnerships that enable government agencies
and organizations to work together with industry to

develop the most appropriate solutions for problems
that threaten consumer confidence and economic growth.

With responsible information sharing between the
public and private sectors, information security experts
and technology providers can better analyze, understand,
and respond to current threats and develop proactive
prevention tools to counter future ones.

Of course, given the borderless nature of the Internet,
international cooperation is also important in combating
phishing. Legislators must also look at amending the
Criminal Code of Canada to reflect this new crime and
aid in deterring phishers who use Canada as their home
base. As with transcontinental software-counterfeiting
activities, phishing scams typically cross international
borders, with victims and predators found in countries
around the world.

As a result, just as international cooperation has been
effective in curbing software piracy, there must also be a
priority placed on identifying and prosecuting phishing
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regardless of its country of origin. If not, online fraudu-
lent activities will probably worsen throughout the 
digitally connected world, making it more hazardous 
for international corporations to maintain operations in
continents and countries worldwide.

Following the FTC’s Lead
A growing number of government agencies are turning
their attention to online fraud and phishing. In Canada,
Industry Canada, the federal ministry responsible for
working to make Canada the most connected nation in
the world, has initiated an Anti-Spam Task Force and is
organizing a similar task force to combat identity theft,
spyware and phishing.

In the US, the Federal Trade Commission (FTC), which
is charged with working for consumers to prevent 
fraudulent, deceptive and unfair business practices, has
helped lead efforts to thwart
Internet scourges such as spam
and spyware.

With increased funding to
ensure that the FTC and other 
relevant agencies are able to 
investigate and pursue the rapidly
growing number of fraudulent
online threats, Internet users will
be able to continue to enjoy the
benefits of e-commerce and online
communication in a safer online
environment.

Individual Responsibility
As legislation and technology work together to protect
computer users and discourage digital predators,
individuals can take several steps to mitigate their 
risk of becoming victims of phishing and other 
fraudulent schemes.

Until a national “Smokey the Bear” type of campaign
is launched to make it even more convenient and easy
for consumers to access this information, computer
users can find valuable protection tips through several
online sources.

These include:

• The Government of Canada Public Safety portal
Identity Theft Web page, which can be accessed at
http://www.safecanada.ca/link_e.asp?category=
5&topic=115&ACTIVE=NO

• The RCMP site at http://www.rcmp.ca/scams/identity
_e.htm, which provides a number of best practices
related to identity theft 

• Public Safety and Emergency Preparedness Canada
and the US Department of Justice joint Public
Advisory on Identity Theft, which is available at
http://www.psepc.gc.ca/publications/policing/Identity
_Theft_Consumers_e.asp.

Anti-phishing organizations agree that the first step
to avoid being victimized is to simply not reply to or
click on a link in an e-mail message requesting personal
information. Consumers are also advised not to fill out
forms in e-mail messages. Instead, anti-phishing sources
recommend that users call the company in question on
the phone or log on to their Web site directly by typing
in the Web address in a browser. Once on the company’s
Web site and before entering information, users can look
for a locked padlock icon on the browser’s status bar or
a URL that begins with https://, which indicates a secure
site, rather than http://.

Protecting Reputations 

Government and corporations 
can also do their part to protect
consumers and in turn their repu-
tations and brands. Both parties
can inform consumers exactly
what information they will, and
will not, ask for on Web sites or 
via e-mail. They can provide 
consumers with information on
inquiring about or reporting 
suspicious e-mails and Web sites

and protect consumers’ security by registering variations
of their corporate Web site domain URLs. For example,
Google will still take users to the legitimate Web
address, www.google.com.

By following a few guidelines to protect against
phishing schemes, consumers can significantly reduce
their chances of falling prey to fraud. Moreover, as 
government, industry and consumers increase their
efforts to stop digital predators from using the Internet
to conduct their nefarious plans, the Internet can remain
a critical tool for driving economic growth and enhancing
everyday life.

Matthew Moynahan is vice president, consumer products
and solutions, Symantec Corp. in Santa Monica, California.
For information from Symantec (Canada) Corporation,
Wilson Chan, territory account manager, can be reached 
at wilson_chan@symantec.com. n
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By Paul Lochbihler
Cinnabar Networks

Many organizations wander blithely
down dark cyber alleys with valuable assets hanging
visibly out of their pockets. Their administrators
and managers have little more than a vague sense
of uneasiness about their systems’ vulnerabilities
and an uninformed optimism about how they
might survive a serious IT security breach.

Just like real-world crime, cyber security 
incidents are unavoidable. Two strategies – 
vulnerability management and computer emer-
gency-response teams (CERTs) – will help 
defend you.

Vulnerability management is an increasingly
mature discipline. It can reduce the likelihood
that cyber-security incidents will happen and
reduce the impact on your organization when they 
do happen.

There are six elements to vulnerability management,
as illustrated in the chart:

• Anti-virus

• Vulnerability assessments and scans

• System user and administrator security training

• Secure system configuration

• Design quality assurance

• CERT.

Computer emergency-response teams are organiza-
tional structures that help you prepare for, mitigate
against, and recover from security incidents. They are
composed of an advisory and patch-management 
function as well as incident response teams.

In our crime metaphor, advisory and patch-manage-
ment (APM) staff are the neighbourhood watch. They
know which areas of town are particularly dangerous
and work to improve things.

The APM function consists of staff and processes that
ensure that the organization is alerted about IT security
advisories. They seek out advisories from trusted

sources and direct them to the appropriate contacts
within the organization. They act as liaison with APM
functions in similar organizations, law enforcement
agencies and government advisory services.

Patches and Fixes

In addition to merely forwarding advisories, APM staff
may also be responsible for prioritizing and approving
patches and fixes, and possibly reporting to senior 
management on the success or failure of patch 
implementation.

The alternative to centralized APM is leaving the
responsibility for discovering and responding to 
vulnerabilities and patches to the discretion of a large
number of individual system and application adminis-
trators. In a perfect world (and particularly in smaller
organizations) this might work. But tracking security
vulnerabilities is too frequently a low priority for busy
administrators.

APM is most successful when it is well integrated
with the normal software distribution and testing
processes, albeit with a fast-track option for urgent
patches. This ensures that security-related patches don’t
negatively affect other aspects of operations.
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Incident Response Teams

Incident response teams (IRTs) are the second component
of a CERT. In our e-mugging scenario, they are the police
and paramedics. IRTs comprise experts from many areas
of the organization including LAN administrators, opera-
tions staff, the help desk, physical security, HR and legal.
Depending on the size of the organization, there may be
one team that is mobilized to react to events or several
distributed teams.

Once an incident is identified, the IRT has several roles:

• Containment – preventing the incident from spreading

• Evidence collection (as long as the incident is not a
criminal event)

• Eradication – removing the threat from the network

• Recovery – bringing the affected system(s) back online 

• Review – conducting a post-mortem to determine
what can be improved or changed.

A note on evidence collection: If you suspect that an
incident is likely to result in criminal charges, it is crucial
to engage law enforcement early to ensure that the 
evidence is properly preserved. To assist it, secure the
evidence by disconnecting network cables from running
systems, and leave them running.
For systems that are shut down,
leave them shut down. For all
systems, secure the area physically
(including locking doors), and
mark them with signs to ensure
that they are not operated after
the event.

All of the IRT’s activities are
important and are accomplished
in times of great stress. Having
well developed incident-response
plans is critical to avoid errors
and oversights.

One area that is frequently
overlooked is a communications
plan, which determines who
passes information to various
bodies, including the media, and
how much information should be
released at various stages of the
incident.

It is sometimes important to activate an IRT quickly
so most organizations use calling trees where people
have pre-determined numbers of other people to call,
page or e-mail when there is an incident. Establishing
and maintaining correct contact information is critical 
to avoid delays during an incident.

As with business-continuity and disaster-recovery
planning, plans that haven’t been exercised are much
less useful and less likely to succeed in the panic that
ensues during an incident.

Make Use of Resources

There are many advantages to operating a CERT in your
organization. Rather than inventing your CERT from the
ground up, consider obtaining information from other
similar organizations, or engaging a consultant with
experience in this area. You’ll get templates upon which
to base your policies and procedures, as well as real-world
experience about what works and what doesn’t.

To summarize, here are some tips for reducing your
risks of an electronic mugging:

• Reduce your risk – Develop an advisory and patch
management capability.

•    Plan for the worst – Form an
incident response team and
develop its procedures.
Conduct an exercise to ensure
that the team works well and
understands its roles.

•    Involve law enforcement early
if criminal charges are likely.

•    Share your knowledge and
take advantage of existing
experience.

Paul Lochbihler is a member of the
incident handling and forensics
professional services team of
Cinnabar Networks, an IT security
consulting firm and associate
member of MISA Ontario. He can be
reached at plochbihler@cinnabar.ca.
This article is based on a presentation
at the MISA IT Security Conference
on Thursday, October 21, 2004. n
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By Henry Psenicka
Town of Milton, Ontario

Wireless networking technology may be
creeping into your environment. Are you ready?

This technology, or Wi-Fi as it’s called, is used widely in
homes and businesses. Many organizations have not
recognized the potential threat Wi-Fi may represent to
their IT infrastructure and have not adequately
planned for dealing with it.

The term Wi-Fi refers to a range of wireless networking
devices that are designed to inter-operate using one of
the IEEE standard specifications for either 802.11b,
802.11g, or 802.11a radio transmissions, using either
2.4Ghz or 5.8Ghz unlicensed frequency ranges.

Consumers are eagerly adopting this low-cost tech-
nology for use at home because it offers convenient
network connectivity without the hassle or expense of
installing network wiring. Corporations are finding Wi-Fi
compelling as a means of enabling a mobile workforce
or providing Internet access to visitors, consultants and
contractors.

In a municipal environment, Wi-Fi can be an effective
alternative to kiosks, permitting public access to the
Internet and other information resources from within
municipal facilities or public spaces.

The Town of Milton, just northwest of Toronto, has been
using Wi-Fi technology for a number of point-to-point
WAN links for approximately three years and has recently
implemented a public hotspot trial project, which provides
free Internet access within a new community sports centre.

It is estimated that in 2005 more than 90 per cent of
all laptop computers sold will be Wi-Fi enabled from the
factory, and Wi-Fi is being embedded into a variety of
“converged technology” devices such as VOIP phones,
home entertainment and multimedia equipment.
Internet service providers are beginning to offer broad-

band routers with built-in Wi-Fi capability for the conve-
nience of their customers.

It is becoming increasingly difficult to control or
restrict the spread of this technology, and organizations
can no longer assume their environments are immune
to the potential risks.

Recognizing the Threat
While driving to Ottawa to attend the annual MISA IT
Security Conference, I used my laptop with a freely avail-
able software product called “NetStumbler” to scan for
and identify Wi-Fi access points. In the length of time it
took to travel approximately 15 kilometres along highways
416 and 417 en route to Ottawa’s City Hall, I was able
to detect 270 Wi-Fi devices.

Approximately half had basic WEP encryption 
capabilities enabled. Several used an SSID identifying
tag that clearly displayed the corporate identity of the
owner. Not surprisingly, 41 devices were configured
using vendor default settings, indicating a lack of awareness
or concern about security issues and leaving the host
network potentially exposed to unauthorized use.
Only six devices were identified as ‘free’ or ‘open,’
implying that they were deliberately deployed to 
provide public access.

The point is that, although this technology is becoming
pervasive, the majority of wireless implementations 
continue to have inadequate security provisions in place.

Even organizations not formally implementing wireless
technology can be potentially exposed to a number of
threats as a result of the popularity of Wi-Fi.

The introduction of unauthorized wireless devices
into a corporate network is a very real threat that often
goes undetected and has the potential to create an
open back door into an otherwise secure environment.
Rogue access points may be deployed by well intentioned
staff hoping to enjoy the convenience of wireless access
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in the office. Unauthorized users may exploit this oppor-
tunity to access the corporate network from the comfort
of a vehicle parked outside the building.

Standard security features available in most Wi-Fi
devices are simplistic, and IT personnel without adequate
training or experience may not fully recognize the 
limitations or weaknesses. The most significant and
critical concern for organizations considering a wireless
implementation is to determine how sensitive data
should be protected. It is not sufficient to assume that
the wireless devices themselves will provide adequate
security features.

Additionally, because Wi-Fi devices use unlicensed
radio frequencies, there can often be signal quality and
interference issues to overcome. Proper site surveys
during the design stage and use of directional antennas
where appropriate can minimize this problem, but there
is a potential for denial of service that should be consid-
ered. Wi-Fi technology may not be suitable for some
mission-critical applications.

Typical Installation Scenarios
The simplest form of Wi-Fi configuration is a peer-to-peer
(IBSS or ad-hoc mode) connection between two Wi-Fi
enabled devices. Typically this configuration is used to
establish direct communication between two mobile
devices such as laptops or handheld computers. This
type of connection can also be used to establish longer
distance point-to-point links.

The most common Wi-Fi topology is a client-to-access
point (infrastructure mode) connection. This configuration
supports one or more wireless client devices connecting
to a shared central ‘access point’ acting as a gateway to a
traditional wired network device.

A public hotspot is a wireless access point strategically
deployed to offer public access to the Internet. Often
these offer free access but in some cases may charge a
fee for use. There is a growing public expectation for
free access in high traffic public spaces and commercial
venues. A significant risk in this kind of environment is
the possibility of malicious use of the service by patrons
(for example, distributing spam) and the undesirable
consequences of such activities. Controls to manage 
or restrict users’ activities to reduce the risk of abuse
should be considered.

In a corporate environment, a wireless access point
should be deployed in a more secured fashion to provide
controlled access to a private network, limiting access to
authorized users and devices only.

Wi-Fi Security Features and Limitations
Until recently, the only serious attempt to provide built-in
security with Wi-Fi was the wired equivalency protocol
or WEP, which implemented encryption of wireless data
in the device firmware. Unfortunately, WEP is flawed,
and there are published exploits making it relatively
easy for a determined attacker to break the encryption
scheme. Using WEP by itself is not considered secure
and at best is only a moderate deterrent.

Vendors continue to develop security features for Wi-Fi,
but the solutions available tend to be vendor specific and
are often implemented only in newer hardware, limiting
the usefulness of the solution for any environment
accommodating multi-vendor clients and supporting
earlier generations of Wi-Fi products.

There has been some progress recently in bundling
encryption and authentication-based technologies such
as WPA, 802.1x, EAP, as well as TKIP encryption. However,
these solutions are not fully matured and not broadly
implemented at this time.

Security Strategies and Best Practices
It is highly recommended that organizations engage 
a network security specialist as part of any wireless
implementation project team rather than relying on 
the wireless specialists to address the security aspects
of the project.

Organizations should observe and implement good
basic security precautions including the following:

Basic Device Configuration – Read the manual, and
configure the device appropriately for your environment.
Change all default IDs, accounts and passwords.

Encryption – In a corporate environment it should be
standard practice to use some form of VPN technology
(such as PPTP or IPSEC) to secure all communications
that use wireless links. Focus on protecting the data
rather than the actual radio link.

Authentication – Use 802.1x/EAP authentication if
possible. If you are already using RADIUS in your envi-
ronment you are likely more than halfway there.

Firewalls – Deploy all wireless access points outside
your trusted network, ideally on a separate dedicated
firewall interface. This effectively permits you to create 
a ‘wireless DMZ’ with appropriate policies to control
wireless traffic into your corporate network, as well as 
to or from the Internet. Consider all connections from
wireless devices to be potentially hostile, and require
VPN connections from wireless clients to any internal
servers and gateways.
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Vigilance – Use a scanning tool on a regular basis 
to help detect any unauthorized wireless devices such
as access points that may have been unwittingly
brought into your premises. A PocketPC device with
wireless capability and “MiniStumbler” software is 
a simple and effective tool. Remember that any 
insecure wireless device is a potential back door into
your secure network.

Strong policy support is also important to enable 
IT staff to effectively manage and control the use of 
Wi-Fi technology. Some key points to consider include
the following:

1. All devices connected to the corporate network must
be approved and/or managed by IT staff.

2. IT staff need tools to monitor and manage, as well 
as the authority to enforce policies and guidelines.

3. Impose restrictions on use of personal or unapproved
devices, and educate staff on the potential risks involved.

4. A corporate “acceptable use policy” that is understood
and agreed to by all users is critical.

5. A policy and/or guidelines regarding visitor or guest
access to network resources is needed, as well as seg-
regating casual Internet use from corporate network
access wherever possible.

Have I scared you yet?  Don’t be afraid of using wireless
technology!  

Wi-Fi is a very effective and empowering technology
and can be used reliably and securely – if solutions are
well designed and deployed thoughtfully. The key to
success is to understand your vulnerabilities and take
appropriate measures to ensure that adequate security
is in place.

Henry Psenicka is coordinator of IT operations for the Town
of Milton. He can be reached at henry.psenicka@milton.ca
and would welcome questions or comments. n
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By Shawn McLeod
District of North Vancouver, BC

A typical municipality will be faced with thousands of
requests for information each year – some easier to process than
others. Information on properties, streets, utilities, by-laws and
construction is expected to be both accurate and easy to access.
But providing information that is geographic in nature can add
an extra element of complexity for IT departments.

The District of North Vancouver’s GIS department approached
this challenge by designing a Web site dedicated to geographic
information. Launched in June 2001, GeoWeb, www.geoweb.dnv.org,
serves as the District’s one-stop information shop for spatial infor-
mation. This unique Web site gives anyone access to detailed
information on properties, utilities, parks, recreation and much
more. Construction of GeoWeb took almost one year and was
built almost entirely in-house.

A key criterion of building GeoWeb was to ensure that infor-
mation was both accurate and up to date. This was accomplished
by building the Web site on top of the GIS data warehouse.
Behind-the-scenes information is pulled together from a variety
of different systems across the corporation and spatially linked 
to the GIS.

Each week data from property systems,
permitting systems and financial systems are
processed using an extract- transform-and-load
(ETL) process and stored in the data warehouse.
This process ensures that GeoWeb serves fresh
maps and digital data to all users.

Part of the vision for GeoWeb was to
improve the means with which spatial infor-
mation was provided to customers. Preliminary
analysis showed that 80 per cent of all infor-
mation requests were repeat or common
requests. If these information products could
be dynamically generated and served online,
then huge efficiency gains would be realized.

With GeoWeb, we estimate that more than
$22,000 has been saved through a reduction 
in customer-service costs to date. Not only is
there a cost savings in customer service support,
but the public saves time and money in travel-
ling to the District Hall.

The main attraction of Geoweb is the 
Web-mapping component. Using ESRI’s
ArcIMS technology, North Vancouver has created
an interactive application called Property
Information Explorer.

This application permits users to search 
a property by address. Not only is a map of 
the property and the air photo displayed, but
the associated legal plan, utility drawings,
building dates, ownership, zoning and legal
description are returned. Another application
called Parks Online lets users search by park
name or by amenities.

Innovation Thrives at MISA BC
Contestants for Spirit of Innovation Award Tell Their Stories

Municipalities in British Columbia are 
rightfully proud of their tradition of innovation in 
applying information and communications technologies.
BC municipalities are often the first in Canada to devise
new approaches to IT management and electronic 
service delivery, and many have been reported in
Municipal Interface.

Every year at the MISA BC Fall Conference, representa-
tives of chapter members are invited to present their 
latest innovations in a friendly competition. They bring
poster-board displays to mount in the Municipal

Solutions Showcase area of the conference and make
presentations at well-attended sessions. At the annual
banquet, one of the municipalities is declared the winner
of the Spirit of Innovation Award, and the presentation
team goes home with a trophy.

The District of North Vancouver was the winner of 
the 2004 competition, held in September at the Westin
Resort & Spa in the Resort Municipality of Whistler. All
four competitors, however, recounted interesting case
studies worthy of recognition, and their stories are 
retold below.

GeoWeb Site Provides
One-Stop Resource 
For Spatial Information
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The Web site also has many other features. The
download area offers a variety of free information in
shapefile format, and products can be purchased online.
In addition, the site is completely e-commerce enabled
so that orders can be expedited anywhere. Finally, all
maps are digitally represented and are available free 
of charge.

In 2004 GeoWeb attracted more than 300 visitors 
a day. To serve even half of these customers in person 
or over the phone would be overwhelming. Instead,
customers can help themselves by using online tools
and applications.

Not only was GeoWeb built as a means to provide
spatial information to the public, but it also improved
efficiency and increased productivity within the GIS
department and the corporation.

Shawn McLeod, GIS manager with the District of North
Vancouver, can be reached at McLeods@dnv.org. n

Shawn McLeod, right, and colleague Andrew
Durwin describe GeoWeb at a session of the
MISA BC Fall Conference in Whistler.

Virtual Infrastructure Consolidates Servers
By Steve Stinson and Tom Rothoehler
City of Nanaimo, BC

The City of Nanaimo has struggled with the many
issues associated with having multiple hardware servers
for multiple applications. Attempts to consolidate the
server environment have met with resistance from appli-
cation support staff and software vendors for any number
of reasons, including the introduction of potential downtime
to the server environment and the possibility of application
conflict. Alternatives such as blade technology, cluster
servers and multi-processor hardware were deemed cost
prohibitive and overly complex.

Instead, City technical staff have chosen to implement
a pilot project with software that creates a virtual infra-
structure from a single pool of processing, storage and
network power. A number of products on the market
offer this capability. The City of Nanaimo has chosen the
VMware ESX Server 2.1 product from VMware. This product
offered alternative deployment strategies for business
continuance, disaster recovery, server consolidation and
test environments.

VMware provides a broad spectrum of virtualization
products. Nanaimo chose the VMware ESX version
because its operating system is based on a Linux modified
kernel. It is not susceptible to Windows vulnerabilities. It
is a very clean install that maximizes the performance of

the individual virtual machines (VMs). By going with 
the ESX version, the City has the option of upgrading
to the Virtual Centre with Vmotion product, which 
permits higher availability and production level resource
management.

The key to how VMware operates is the creation of a
virtualization layer between the Intel hardware architecture
and the software of multiple virtual Windows or Linux
operating systems. In the virtualization layer, there is a
collection of virtual hardware based on standard compo-
nents that map to real hardware of the physical computer.
The virtualization layer can multiplex several virtual 
hardware instances to a single real hardware instance.
Because ESX maps directly (bare metal) to real hardware,
performance is maximized.

From the Console OS of VMware, one can allocate,
manage, and monitor resources for each VM. The
VMware ESX console displays the virtual machines
installed, their status (off or on), uptime time, CPU and
RAM usage.

The system keeps a master image of Windows 2000
and 2003 servers, so new servers can be created in minutes.
VMware ESX also has features to enhance performance.
If multiple VMs share redundant code or data (meaning
that they have the same OS), then VMware will share out
identical pages to one instance of the hardware RAM. This
feature can result in 30-to-60-per-cent shared RAM usage.
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Using memory ballooning algorithms,
VMware can also regain memory held but
not used by applications.

Four virtual disk modes are available
with the VMs: persistent, undoable,
appendable and non-persistent.
Persistent mode writes changes immedi-
ately to the disk just like a normal server.
Non-persistent mode writes all changes to
a redo log, and on power off all changes
are discarded.

Appendable does the same as non-per-
sistent, but it saves the changes to the redo
log on power off. Undoable also writes to 
a redo log but gives you the option to 
permanently apply or discard changes at the time of
power off. These mode options are most advantageous
for beta installs, testing and training.

ESX has proved to provide strong fault and security
isolation between VM instances. The City of Nanaimo
has migrated an Active Directory domain controller, a
Windows 2003 server, and a workstation to an isolated
virtual switch, then re-enacted a recovery of a Windows
2003 Exchange server, including database restore. All of
this took place within the VMware ESX server with no
compromise to the existing city network.

Nanaimo has VMware ESX installed on two Dell
PowerEdge 2650 servers with complete duplication of

twelve VM instances. Each instance is
either a Windows OS or Linux running
specific applications such as print service,
network monitoring, Web mail and test
servers. This has resulted in high availabil-
ity of any production VM instance even
in the event of hardware failure, as the
backup instance on the alternate
VMware server can simply be turned on.

This is the poor man’s methodology of
redundancy; more automated availability
solutions can be achieved through the
Vmotion option offered with the Virtual
Centre product.

The benefits of the VMware ESX
deployment for the City of Nanaimo have now gone
beyond cost savings on hardware to a streamlining 
of server deployment and maintenance. The way we
provide our services now hinges on how we intercon-
nect with VMware. It has proven to be an excellent
mechanism to deploy multiple applications with low-
processing requirements.

Steve Stinson is manager of technical services in the
Information Technology Office of the City of Nanaimo, and
Tom Rothoehler is senior technical support analyst. Steve
can be reached at steve.stinson@nanaimo.ca and Tom at
tom.rothoehler@nanaimo.ca. n

Steve Stinson addresses
the MISA BC audience.

Abbotsford Adds Web Service at No Cost
By Colleen Spitzig
City of Abbotsford, BC

Many information technology departments
face the familiar challenge of carrying out projects to
improve public services while staying within low budgets.
Abbotsford’s Information Services department has gone
one step better – completing a high-visibility project
with no budget at all!

In December 2003, Information Services was approached
by the Engineering department to develop a solution for
handling capital-infrastructure project data.

Acting on a Council request to provide the public
with better information on scheduled road works,
Engineering had developed several strategies. One strategy
involved using the City Web site to display the infrastructure
projects for the current year, along with pertinent infor-
mation such as the project-manager contact information,

anticipated start-and-
end dates, and project
progress.

Although the project
was required in the short-
term by Council, it wasn’t
in the City’s operational
plan and had no budget
or time allocation. Staff
had to find a solution by
using existing licensed
software and in-house
expertise.

Given both departments’
full work schedule, the project motto became “Keep 
It Simple.”

Major project requirements included providing the
public with the information both graphically (via a map)

Colleen Spitzig
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and through a text search. The data had to be current
and also accessible to all project managers throughout
the City for progress updating.

The project team investigated several options and
decided on the following approach:

• Create a database to contain the capital-projects data.

Capital projects receiving budget approval were
entered as features into the City’s ArcInfo GIS and
included in the existing weekly ArcInfo upload to
WebMap, which is the City’s Internet/intranet mapping
site. WebMap linked the capital projects database 
via the capital project ID. A facility in WebMap 
permits access to the tables for on-screen reporting 
by the customer.

• Arrange for internal access to the database for query
and maintenance to be controlled via the City’s
intranet software, Intranet in a Box.

A function of this software controls access authorizations
to applications via a user’s network login. Our intranet
forms part of the City’s standard desktop and is accessible
to all staff.

• Modify Engineering’s capital projects Web page to
provide a link to the database for text based searches
and a link from the search result to WebMap.

The project began December 1, 2003 and took six
weeks to complete, with staff continuing to work 
concurrently on their already assigned projects.

There were no costs other than staff time, and the
results were well received by Council and the City’s 
project managers.

This is the City’s first attempt to combine both the
intranet and Internet to solve a business problem.

Members of the project team included, from IS, GIS
analyst and project manager Bill MacLeod as well as
myself. And, from the Engineering department, Phil
Blaker, projects engineer and Eric Hoogenraad, mapping
and survey manager.

Colleen Spitzig, is software support assistant and Web 
guru (IS) at the City of Abbotsford. She can be reached at
CSpitzig@city.abbotsford.bc.ca. n

By Eileen Iverson
City of Surrey, BC

At the City of Surrey, the Information Technology
Division has become an organization dedicated to 
continuous service improvement. It took a long time,
with setbacks, but we found innovative ways to do it,
including using a software-replacement project as a
springboard for transformation.

The City of Surrey has for years been one of the
fastest growing municipalities in British Columbia while
continuing to have no growth in its full-time staff. This
created many challenges for City staff to find new and
better ways to do business, which in most cases
meant technology.

The Information Technology Division was also 
faced with no staff growth as well as new technology
demands and, in 1999, we realized that we needed to

find better ways to deliver service.Thus began our service-
improvement journey.

Over the next several years the IT Division looked 
at innovative ways to deliver better faster and value-
added service:

• We looked at better service practices like ITIL (IT
Infrastructure Library), which is a set of best practices
for service support and delivery.

• We did a gap analysis to determine what our maturity
level was in delivering services.

• We made a “Customer Service is #1” commitment to
senior management.

• We started negotiating service agreements with the
City departments from a business perspective.

• We organized IT to be better aligned to meet the 
corporate and city departments’ objectives.

During 1999-2002 some service improvements were
made, but they were not consistent across the IT
Division. When software for our service desk and the
asset-management system needed to be replaced in
2003 through 2004, we decided to look at it as a busi-
ness-improvement project.

We installed Magic-Remedy for the service desk and
Altiris for asset management. More importantly, however,
we were able to:

Surrey’s IT Division
Finds New Ways 
To Focus on Service
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• Redefine our core business
processes for managing
incidents, root cause
problems, environment
changes and assets;

• Assign process owners
who are responsible to
ensure that processes are
efficient and used consis-
tently, and lead process
improvements recom-
mended via process
team meetings;

• Identify our major hard-
ware assets and recom-
mend better ways to manage our hardware based
upon reliable data;

• Use the technology tools to enable our new business
processes;

• Re-educate our staff on the vale of customer service
and have a better business focus throughout the 
IT Division;

• Put in specific service measurements and key perfor-
mance indicators that reflected customer needs.

We also joined itSMF-BC (IT Service Management
Forum) and became better educated in what IT service
management and ITIL was all about.

Our success in this project continues!  IT staff and
management constantly look at ways to improve and
are now engaged with the customers they serve.

As well, IT staff is involved with making improvements
and sharing ideas. And most importantly, our customers
are pleased with our service and are looking to us as the
experts in most cases.

The City of Surrey IT Division has come a long way
since 1999. We’ve discovered that, while service
improvement is not a destination but a continuous 
journey, it’s a journey worth taking.

Eileen Iverson is manager of integration planning and client
support in the Information Technology Division of the City of
Surrey. She can be reached at EMIverson@city.surrey.bc.ca. n

Eileen Iverson



The conference is sponsored by GeoTec Media,
publisher of GeoWorld magazine and developer

of the Web portal GeoPlace.com.

February 13-16, 2005
Westin Bayshore Resort & Marina

Vancouver, British Columbia, Canada

For more information about the GeoTec Event, please contact
us at eventinfo@geotecevent.com or www.geoplace.com/gt

Plan now to attend the global conference
and exhibition on geotechnology tools and
solutions!

The GeoTec Event is designed to provide
a broad vendor neutral overview of the
geotechnology industry.

You can’t afford to miss the:
• Visionary Keynotes

• In-depth Training Workshops

• Premium Educational Content

• Comprehensive Exhibit
Show Floor

• Exceptional Social Activities
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By Shamir Furtado
IMEX Systems

It’s an unfortunate fact of life that IT systems get
old. Even systems that are used constantly, by people
who can’t imagine doing their jobs without them, must
eventually succumb to age. The job of replacing or
upgrading them becomes more difficult when the same
system is used by multiple departments or jurisdictions.

The County of Oxford, Ontario, recently faced this
problem and overcame it, by upgrading a long-familiar
but outdated server-based land information system to
the Web.

Located in the heart of Southwestern Ontario, the
County of Oxford is home to eight municipalities, a mix
of both urban and rural communities. The urban com-
munities of Ingersoll, Tillsonburg and Woodstock offer
an abundance of business and residential opportunities.
In the county’s rural communities, state-of-the-art farming
operations are plentiful.

A key resource for municipal and county staff is the
County of Oxford’s land information database. The Land
Related Information System (LRIS) is a sophisticated 
geographic information system (GIS) that combines 
digital maps of the area with related information such as:

• Property ownership and  transaction information

• Assessment data

• Demographics

• Property legal description, site address and mailing
address information

• Structure location and characteristics, and building
permits.

The LRIS, which comprises a GIS from a leading vendor
and an Oracle database and application tier, had always
been a server-based system available to each of the
eight local municipalities, as well as County administrative
departments such as the Community and Strategic
Planning Office, Public Works, Public Health and
Emergency Services, and Corporate Services.

The LRIS is used for a variety of municipal tasks,
including:

• Issue and tracking of building permits

• Verification of property ownership configuration and
location

• Maintaining inventories of land (vacant
commercial/industrial, public-owned land)

• Registration of nutrient-management plans

• Processing land-development applications and
checking for conformity with the County’s official
plan and the local zoning bylaws

• Creation of mailing lists for public notification related
to development applications, public works projects,
and health and emergency services activities.

Much of the LRIS was developed in the late 1980s.
Though it continued to function, the user interface had
become outdated over the years. As well, additional
applications that had been developed by the County of
Oxford had led to several versions of various forms and
reports, resulting in system maintenance headaches for
IT staff.

The County of Oxford needed to consolidate various
generations of the Oracle application software, including
the forms and reports, into a common modern interface.

“A majority of users were demanding an improved
user interface that also provided new flexibility in output
formats, such as PDF,” says Margaret Parkin, manager of
geographic information systems for the County.

“As well, some of the smaller municipalities were
reluctant to purchase additional terminal emulation
software that was necessary to access the server-based
LRIS. If the system were available over the Web, there
would be a broader base of users.”

The County of Oxford turned to Imex Systems to
migrate the LRIS over to a Web-based system. The new
system incorporates the County’s existing investment in
hardware, software and human knowledge of Oracle and
GIS technologies, while improving end-user satisfaction
through a Web-based system.

One of the project’s key objectives was to incorporate
end-user feedback into the new system’s design and
implementation. A steering committee of end users
provided input on the design of the new LRIS.

Knowledge transfer was a significant element of the
project. Imex provided a transparent, documented set

JANUARY 2005

County of Oxford Overcomes Challenge
of Upgrading System Used by Everyone
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By Brad Emond
City of Grande Prairie, Alberta

June 14, 2004, marked a huge leap forward for
the City of Grande Prairie when its council successfully
completed its first live webcast of a council meeting.

Moving city council meetings into cyberspace is 
part of the City’s commitment to public accountability,
transparency in decision making and instantaneous
communications.

Until recently, attending a council meeting was 
not easy. The old City Hall building was small and over-
crowded, so the fortnightly council meetings were held
in a meeting room of the local school board. That room,
too, offered limited public seating and audio-visual aids.

These restrictions have now vanished. Since June
2004, council has been meeting in a new City Hall, in a
multi-functional, high-tech chambers that can comfort-
ably seat 195. Broadcast-quality TV cameras with sound,
an electronic voting system, computer workstations and
modern large-screen projection systems make it possible
for councillors to easily participate, and for members of
the public to easily follow the proceedings.

Council meetings are now broadcast live by Northern
Cablevision Channel 7 on local TV. But Grande Prairie
has gone one step further by introducing webcasting.
Each meeting is broadcast live on the Internet. After the
meeting has ended, the entire broadcast is added to the
City’s library of video recordings, and then made available
at www.cityofgp.com.

When asked why city council had opted to open its
proceedings to the world, Mayor Wayne Ayling said:“We
have nothing to hide. More importantly, our citizens are
always anxious to learn firsthand how we are responding
to the issues of the day.

“Webcasting permits them to watch our meetings at
their convenience.They can also call up previous meetings
to see what was said earlier, and review past decisions
and issues. As a result, our citizens quickly become
knowledgeable about issues affecting local government,
and they use this knowledge to form opinions that
they then communicate to us.”

The broadcast and other equipment in Council
Chambers, provided by Genesis Communication Inc.
of Edmonton, creates a digital signal that is encoded 
by City computers and sent from Grande Prairie via a
Telus fibreoptic network connection to NetroMedia
Solutions Inc., a Vancouver-based company that hosts
the webcast service.

Grande Prairie appears to be the first city outside 
of British Columbia and Ontario to webast its council
meetings. Since December 1, 2003, the District of North
Vancouver has been webcasting its meetings and main-
taining an archive, with video sequences matched to
agenda items, at www.dnv.org/broadcasts. The cities of
Vancouver, North Vancouver and Ottawa also webcast
council meetings.

Brad Emond, information technology services administrator
for the City of Grande Prairie, can be reached at
bemond@cityofgp.com. n
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of code to permit the County of Oxford to tweak and
add to the LRIS in years to come. With a Web-based 
system, security was also a key consideration. The 
system includes a multi-tier security protocol that
ensures appropriate access to information contained 
in the LRIS.

The project involved migrating the legacy Oracle
database, forms and reports to the latest Oracle 
web-based platform, composed of Oracle’s 9i database
and application server 10g, with a graphical user 
interface, integrating GIS and re-engineering the 
applications to add new interface functionality, such
as calendars.

Imex developed its own proprietary tools to automate
the migration of forms and reports, which has helped 
to speed up the migration process and standardize 
the applications without affecting the existing 
business logic.

With the new Web-based LRIS, the County of Oxford
reduced operating costs by eliminating terminal emulation
software. The LRIS can also now be deployed wirelessly
whenever the County chooses to do so.

Shamir Furtado is director of business development with
Imex Systems Inc., an associate member of MISA Ontario.
He can be reached at shamirf@imexsystems.com. n

Grande Prairie Broadcasts Council Meetings
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MUNICIPAL NEWS ROUNDUP

Security Alerts from Ottawa
Available to Municipalities

The City of Toronto has been
named one of the Top Seven
Intelligent Communities of the 
world in the annual ranking by the
Intelligent Community Forum (ICF),
an international think-tank based in
New York.

ICF said in a news release that the
list recognizes achievement by com-
munities in deploying broadband,
building a knowledge-based work

force, bridging the digital divide,
encouraging innovation, and 
effective economic development 
marketing.

John Jung, chair of the forum –
who was a keynote speaker at the
2004 MISA Ontario conference – said
the theme for selection of the top
intelligent communities for 2005 was
collaboration. Toronto was cited for
its eCity program to improve both

the internal workings of government
and service delivery to citizens, as
well as its clusters of advanced
industries and its technically profi-
cient work force.

Toronto will compete against 
six other international communities
for selection as the Intelligent
Community of the Year in June in
New York City. Details are available
at www.intelligentcommunity.org.

Toronto Joins List of Top Intelligent Communities

The federal government’s cyber
security organization has formally
invited IT security personnel from
municipalities to subscribe to its IT
security warning service.

The Canadian Cyber Incident
Response Centre will send e-mail
alerts to municipal employees who
subscribe to the service, warning 
of threats and potential threats to
networks and computer systems.

Subscriptions can be obtained 
for free by sending the name of any
individual who is focused on municipal
cyber security, together with the
name and address of the municipality
and the person’s telephone and 
e-mail contact information, to the
cyber duty officer at cyberdo@psepc-
sppcc.gc.ca.

The Cyber Incident Response
Centre, located in Ottawa, is a branch
of Public Safety and Emergency
Preparedness Canada. It constantly
monitors the Internet and numerous

Web sites and industry organizations
for new viruses and any signs of
trouble, and upon verification sends
e-mail messages to subscribers of its
public-sector alert service.

Including municipalities in the
service was arranged through the
National CIO Council Sub-committee
for Information Protection (NCSIP),
reports Claire McKay, manager of
technology infrastructure for the
Region of Peel, Ontario.

McKay is one of two MISA repre-
sentatives on the sub-committee.
The other is David Tyson, manager of
information technology security with
the City of Vancouver.

Julie Spallin, manager of the
Cyber Incident Response Centre,
participated in the 2nd Annual MISA
IT Security Conference in Ottawa in
October.

The Region of Peel will be host
municipality for the 3rd conference,
scheduled for November 2005.

Canadian GIS
Progress To Be
Focus of GeoTec
Canadian efforts led by the
federal government to unify and
disseminate geospatial informa-
tion will be a focus of this year’s
GeoTec conference in Vancouver.

"The Canadian GeoConnections
geospatial data infrastructure 
initiative is central to a majority 
of the program content, says 
Matt Ball, chair of Canada’s largest
geospatial conference, GeoTec
Event, to be held Februnary 13-16
(www.geoplace.com/gt).

“Amazing progress has been
made to make Canadian geographic
information available on the
Internet using an open partnership
approach. The success stories of
this initiative serve as an excellent
example to the world of the possi-
bility of open and interoperable
geospatial systems.”

Program sessions will emphasize
enterprise integration, geospatial
data infrastructure, interoperability
and GIS development.
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Spam Revisited
By Roy Wiseman
Chief Information Officer/Director, Information Technology Services

Regional Municipality of Peel, Ontario
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Are we winning the war against spam?  Doesn’t
look like it, especially if you consider these facts.

According to MessageLabs Annual Email Security
Report for 2004 (www.messagelabs.com), 73.2 per cent
of e-mails that it scanned during 2004 were identified as
spam – up from 40 per cent in 2003 and 9 per cent in 2002.

According to Sophos (www.sophos.com), 42 per cent
of spam still originates in the United States. Canada
ranks fourth (also behind South Korea and China/Hong
Kong) as a source of spam, accounting for about 5.7 per
cent. (Origin is based on location of servers, rather than
the individuals who generated the spam.)

One estimate put the spam-associated costs to US
corporations at $8.9 billion in 2002, based on three factors:

• Purchase of specific anti-spam appliances, software
or service

• Requirement for larger servers due to need for 
processing large volumes of spam

• Lost time for corporate employees dealing with spam.

The Region of Peel’s anti-spam software blocks about
400,000 messages a month. If, as suggested, it takes four
to five seconds to deal with each spam message, this
translates into 500 hours a month of potential lost time
due to spam (or savings achieved through use of the
software). Based on an average labour cost of $30 per
hour, including benefits, our savings (or avoided costs)
are $15,000 per month or $180,000 annually.

If, instead, we used the Nortel Networks estimate of
$1.00 in lost productivity for each spam message, we would
clearly identify much higher avoided costs and savings.

Canada Special Task Force on Spam

On May 11, 2004, the Government of Canada announced
a Special Task Force on Spam “to oversee the implemen-
tation of a comprehensive action plan to reduce the 
volume of spam.” The Task Force starts by defining
spam as “unsolicited commercial e-mail” (although I 
prefer the Australian definition: “A communication that

could not be reasonably assumed to be wanted or
expected by a recipient”).

(Take a look at the Industry Canada Web site at
http://strategis.ic.gc.ca for a number of reports dealing
with this Task Force.)

Canada is generally considered to have been late off
the mark in addressing the spam issue and still has no
laws dealing specifically with spam. This may encourage
the perception that Canada provides a haven for spammers,
although the statistics cited above do not indicate that a
disproportionate percentage of spam originates in Canada.

The United States has been much more active in this
arena on both a state and national level, although most
reports indicate that the 2003 Can-Spam (Controlling
the Assault of Non-Solicited Pornography and Marketing)
Act has done little, if anything, to cut the amount of spam.

Enforcement Issues

In any case, the view of the Canadian Task Force seems
to be that results can be achieved through vigorous
enforcement of existing legislation (PIPEDA, Telecomm-
unications Act, various sections of the Criminal Code),
rather than necessarily requiring new legislation,
(although some new legislation is not ruled out).

The difficulty in addressing the spam issue is related
to two factors:

• Spam is profitable. Costs to the sender approach
zero, meaning that it has been estimated that spam
can operate at a rate of return of .025 per cent,
compared with 2 per cent for direct mail. (It appears
that the response rate for spam has been sufficient to
support its continued growth.)

• Because Spam can (and does) originate from any-
where, enforcement in any one jurisdiction will be
largely ineffective, in the absence of a worldwide
effort. (It is interesting to compare spam to another
form of telemarketing. While telephone long-distance
charges have traditionally meant that telemarketing
calls, including calls initiated through automated
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(continued from page 41)

dialing-announcing devices, have originated locally,
Internet-based telephony may soon render long-
distance charges obsolete, potentially exposing us
to the same no-cost, out-of-jurisdiction scenario.)

So What Can We Do About Spam?

The most widely used mechanism for controlling spam
today (anti-spam software) deals with the problem 
only at the end of the chain – and also imposes the
costs on the end recipients. Even if this type of solution
were 100-per-cent effective (and it is far from it), billions
of spam messages would still be clogging up Internet
bandwidth and processing capacity, up to the point
when they reached their destination on our server/
firewall.

Real solutions to the spam problem involve either:

• Stopping the problem at its source – which means
stop the spammers from sending in the first place

• Stopping the problem earlier in its passage through
the Internet, preventing the message from being
relayed from server to server until it reaches its 
destination.

Regarding the first of these approaches, stopping the
problem at its source, Canada has a clear responsibility
for the 5 per cent of spam generated here – even
though 95 per cent may originate in other countries.
Australia is one jurisdiction that has had success with
new legislation that has been described by Spamhaus
(www.spamhaus.org) as “the world's best anti-spam law
to date.”

It goes on to say that “Australian spammers have
been keeping a low profile; many appear to have almost
ceased activities . . . . The Australian anti-spam law [which
provides for penalties of $1.1 million a day for professional
spammers] is working.”

For the second approach, there is the report released
by the Canadian Task Force on Spam, Recommended
Best Practices for Internet Service Providers and Other
Network Operators. At least one of these best practices
(blocking the use of port 25 by end users) has already
generated some controversy. The complete report is
available on the Industry Canada Web site.

There are admitted difficulties with relying on
Internet service providers to provide the second line of
defence against spam. As many of us have found with

our own spam filters, one person’s spam may be another’s
legitimate e-mail.

I’m not sure that we want our ISPs deciding which
mail we should or should not be receiving. At the same
time, they can look for and prevent inappropriate activi-
ties including harvesting e-mail addresses, generating 
e-mails to random user IDs, and ensuring that only
“authorized” users can send e-mails.

One suggested approach to reducing the use of
spam has been through ensuring that e-mails are, in
fact, sent from the domain name indicated in the sender
ID. The Region of Peel attempted to implement this control
through a technique called reverse DNS look-up. In one
sense, this was highly successful because at least 97 per
cent of messages that failed the “reverse DNS” check were
clearly spam – not all of which would necessarily have
escaped detection as such by our anti-spam software.

Unfortunately, however, perhaps 1 per cent of messages
blocked by this technique were legitimate e-mails from
organizations (including many public sector organizations)
with “improperly” configured mail servers. As a result,
best practice indicates that reverse DNS look-up can be
a useful technique, but only in conjunction with other
factors. It should not, by itself, be a basis for rejection.
This is unfortunate, since it could be a highly effective
and low-cost solution, if not for the prevalence of
improperly configured servers.

Over time, this issue of domain-name spoofing may
be addressed through something called Sender Policy
Framework. However, standards in this area are still
developing under the Internet Engineering Task Force
(IETF) and have been complicated through a dispute
over a Microsoft-proposed standard known as Sender 
ID (ultimately rejected by the IETF).

Where Do We Stand?
It looks like spam will be with us for time. In the short
term, the burden will likely be borne by the recipients
and recipient organizations – in other words, us. For
those of us still dealing with the mountains of junk mail
in our regular in-boxes, it is hard to be optimistic that we
will successfully eliminate its electronic counterpart.
At the same time, we must reverse the trend in which
spam represents an ever-increasing proportion of our 
e-mail. While the Task Force on Spam has a difficult chal-
lenge, it is one that we should all support.

roy.wiseman@peelregion.ca  n
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National & Chapter Executives

British Columbia
PRESIDENT  Kathy Yung, City of New Westminster
604-527-4553 kyung@city.new-westminster.bc.ca

VICE PRESIDENT  Gerry Matte, District of Saanich

250-475-5403 matteg@saanich.ca

PAST PRESIDENT  Frank Mayhood, City of Kamloops
250-828-3441 (fax 828-3578) fmayhood@city.kamloops.bc.ca

TREASURER  David Hennigan, The Capital Regional District
250-360-3141 dhennigan@crd.bc.ca 

SECRETARY  Nasim Karsan, City of Richmond
604-276-4095 (fax 276-4162) nkarsan@city.richmond.bc.ca

Committee Chairs
LIAISON WITH SISTER ORGANIZATIONS  

Per Kristensen, City of Nanaimo
250-755-4418, per@nanaimo.ca 

MEMBERSHIP  Steven Garner, District of Central Saanich
250-544-4239 steven.garner@csaanich.ca

NEWSLETTER  Vic Morcom, City of Abbotsford
604-853-2281 x 241, vmorcom@city.abbotsford.bc.ca

VENDOR REP  Tia Young, Metafore Corporation
604-214-4327, tyoung@metafore.ca

WEB SITE  Doug Rasmussen, City of Kelowna

250-862-3339 x 315 drasmuss@city.kelowna.bc.ca

Ontario Regional Directors
CENTRAL  Ralph Blauel, Region of Halton
905-825-6000, x 7997 (fax 825-6057) blauelr@region.halton.on.ca

EASTERN  David Johnston, City of Ottawa
613-580-2424 (fax 560-1201) david.johnston@ottawa.ca

NORTHERN  Scott Bradford, City of North Bay
705-474-0626, x 225 (fax 474-0783) scott.bradford@cityofnorthbay.ca

WESTERN  Garry Bezruki, City of Waterloo
519-747-8726 (fax 747-8727) bezruki@city.waterloo.on.ca

AT LARGE 

Jury Konga, Town of Richmond Hill
905-771-2549 (fax 771-2494) jkonga@richmondhill.ca

Bruno Mangiardi, City of Greater Sudbury
705-671-2489 x 2526 (fax 673-4535) 
bruno.mangiardi@greatersudbury.ca

Louis Shallal, Region of York
905-830-4444 x 1752 louis.shallal@york.ca

Roy Wiseman, Region of Peel
905-791-7800  (fax 791-4195) roy.wiseman@peelregion.ca

Ontario
PRESIDENT  Kathryn Bulko, City of Toronto
416-397-9921 (fax 696-3634) kbulko@toronto.ca

VICE PRESIDENT  Harry Turnbull, City of Windsor
519-256-9500 (fax 256-3100) hturnbull@city.windsor.on.ca

PAST PRESIDENT  Jim de Hoop, City of Kingston
613-546-4291 (fax 546-4051) jdehoop@cityofkingston.ca

TREASURER  David Laneville, City of Timmins
705-360-1375 (fax 360-1390) davidl@timmins.ca

SECRETARY  Karl Drysdale, City of London
519-661-2500 x 4945 (fax 661-5985) kdrysdale@london.ca

ASSOCIATE MEMBERS REPRESENTATIVES

Mark Lehmann, Hewlett-Packard (Canada) Ltd.
905-206-3419 (fax 206-3328) mark.lehmann@hp.com

Ruth Gastle, Microsoft Canada
905-363-8645 (fax 568-1527) ruthgast@microsoft.com

REGIONAL NETWORKS FOR ONTARIO REPRESENTATIVE

Garry McGonigal
519-979-8162 (fax 735-1245) RNOadmin@RNO.on.ca

EX OFFICIO

Jean McNulty, Ontario Management Board Secretariat
416-326-3268, jean.mcnulty@mbs.gov.on.ca

2005 MISA CONFERENCE

Harry Turnbull, City of Windsor
519-256-9500, hturnbull@city.windsor.on.ca

Atlantic
PRESIDENT  Donna Waddell, City of Charlottetown
902-566-5548 (fax 629-4156) dwaddell@city.charlottetown.pe.ca

EXECUTIVE MEMBER  Maurice Gallant, City of Fredericton
506-460-2830 maurice.gallant@fredericton.ca

EXECUTIVE MEMBER  Bill Todd, City of Saint John
506-658-2853 bill.todd@saintjohn.ca

Prairie
PRESIDENT  Peter Bennett, City of Winnipeg
204-986-2495 pbennett@winnipeg.ca

VICE PRESIDENT  Georganne Dupont, City of Airdrie
403-948-8800 x 733 georganne.dupont@airdrie.ca

TREASURER  Murray Chapman, Strathcona County
780-464-8108 chapman@strathcona.ab.ca
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Direct IT Canada Inc.

675 Cochrane Drive
6th Floor, East Tower
Markham, Ontario 
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On July 1, 2005 Bill 124
will introduce additional
mandatory Service Level
and Safety standards.

• Automated BCIN verification 
• Time limits on building permit decisions 
• Standard, province-wide application forms 
• Stages of construction when a building 

must be inspected 
• New rules governing building permit fees 
• Ontario Municipal Board Information 

Support in the case of site plan disputes. 

Land Manager by Direct IT enables
Development Services departments to 
manage Service Delivery in a way that 
automates Bill 124 compliance.

Are You Ready?

Direct IT Canada based in Markham, Ontario, Canada creates 
and delivers a family of enterprise wide software applications 
that improve service delivery, through better execution and 
operations management.


